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Abstract. The paper reveals interrelations between the concepts “economic security”, “economic
sustainability”, “development” and “competitiveness” of an enterprise. Based on their consideration, the paper
enhances theoretical and methodological principles of establishing competitive innovation development and
economic security of an enterprise. Unlike the existing ones, these principles provide for not only
alternativeness but also equal significance when choosing between achievement of high levels of
competitiveness, development and economic security. Application of the elaborated suggestions enables more
objective formation of the policy of management of an enterprise’s innovation development under unstable
conditions considering the industrial field and the market position of the enterprise. It is proven that essential
elements of enterprises’ sustainable development include innovative activity, production provision, export of
science-intensive products and development of high technology services, this providing for efficient levels of
enterprises’ economic security and competitiveness. Under conditions of uncertainty, there are some basic
functions of an enterprise aimed at enhancing its competitiveness and economic security including the
following: achieving the optimal level of an enterprise’s resulting indicators and efficient “income-risk” ratio,
innovative activity, ensuring the quality of an enterprise’s intellectual capital, environmental safety and
meeting required social standards.

security and competitiveness. [1-3, 9, 10, 18-35] deal with
some issues of forming, controlling and assessing levels
of economic security.

Competitiveness, its types and specific features,
methods of its assessment and forecasting as well as
scientific approaches to determining interrelation between
economic security and competitiveness are under detailed
consideration in [4-8, 11-17, 36, 38, 42-44]. It should be
noted that foreign researches mostly deal with issues of
competitive intelligence and provision of competitiveness
of enterprises [45-47]. [39-44] also touch upon the issues
of sustainable development on all economic levels

1 Introduction

1.1 Problem statement and
substantiation

its topicality

Establishment of efficient levels of an enterprise’s
economic security is an essential element of enterprise
management as a whole under current unstable
macroeconomic conditions. Management of economic
security is becoming a priority along with enterprises’
competitiveness and financial stability and forms the
foundation for their stable innovative development. The ) X ) . .
basic stage of forming an enterprise’s stable economic including sustainable innovative development. At that,

development involves setting up an efficient permanently conne'ftlonf oftlnno'vatlons Wlth the ¢ lzye(li Olf\ eclonpmu;
functioning system that includes management of sccurily of CNICIprISes Temains unstudied. Anaiysis o

. . . . foreign researches into economic security show that there
competitiveness, economic security, economic tg ¢ widel d i ty the Anel

L . . . are two most widely spread conceptions — the Anglo-
sustainability, and innovation and investment Y sp P g

. A . Saxon and the Asian ones. The former focuses on
attractiveness. Considering this, there are some unsolved . v of h holds and an individual and i
. L . economic security of households and an individual and is

problems concerning determination of these basic Y

definitions and their interrelation actively popularized in the United States of America [48;
' 49]. The latter is based on the macroeconomic approach
to provision of national economic security.

1.2 Analysis of the Ilatest researches and
publications

A lot of scholars are engaged in solving the problems of
an enterprise’s sustainable development, its economic
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Representatives of some Eastern European schools of
thought are among the followers of this conception [50].
Since the 1990s, the third conception has been developing
at a rapid rate. It focuses on actualization of economic
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security of enterprises considering macroeconomic
factors. Its fast development started in post-Soviet
countries [50; 51] which is most probably conditioned by
their instable economies resulted in a great number of
bankruptcies. Thus, there are some issues left unsolved
concerning conditions, under which economic security,
competitiveness,  sustainability and  development
influence one another and become identical under
unstable economic conditions. For this reason,
investigations into conditions determining availability
and direction of interrelation between economic security
and the mentioned categories are gaining topicality.

2 Results

Let us consider interrelation between economic security
and competitiveness of an enterprise. The conducted
analysis of available scientific investigations into this
issue enables the following three directions (Fig. 1).

Directions of interrelation between an enterprise’s
competitiveness and economic security

Major role of Dominating role Notion of
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is security is
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> guaranty of Ly| competitiveness
economic
security
Indicator of economic
- )
security
Component of economic
> security
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Fig. 1. Directions of interrelation in the conceptual pair
“competitiveness-economic security”.

In the first direction of investigations, economic
security plays a major role. Meanwhile, the content of the
secondary role of competitiveness varies.

In particular, the monograph authors [1] consider the
difference of notions under study as time characteristics
because competitiveness is associated with short-term
prospects, while economic security is characterized by an
enterprise’s ability to function in an efficient and secure
manner both at present and in future in accordance with

its mission and goals conformed with stages of its life
cycle. Within the first approach, the scholars define
competitiveness as a notion of secondary importance in
terms of economic security and consider it as:

-a consequence of economic security. In
O. M. Kuzmenko’s opinion, competitiveness is a direct
consequence of an enterprise’s strong economic security,
which is “one of the essential indicators of a stable market
position and enables maintaining it for some period of
time” (Here and after the translation is ours). The
researcher also thinks that interrelation between an
enterprise’s economic security and its competitiveness is
direct and linear, i.e. high competitiveness is a guarantee
of its strong economic security (or perception of the latter
in such a way) [3];

- the basis and guarantee of economic security. This idea
is expressed by K. A. Svekla and 1. O. Kuznetsova who
indicate that an enterprise’s competitiveness is the basis
for enhancing economic security and a guarantee of its
strong formation enabling an enterprise to preserve its
stable market positions [4]. The researchers highlight the
potential of successful economic security to enhance
business sustainability and competitiveness as a whole
[4];

- an indicator of economic security. N. M. Pylypenko
describes high competitiveness as an indicator of
economic security [5]. According to the Academic
Explanatory Dictionary, an indicator is the reason for and
a driving force of a process that determines its character
or its individual constraints [6].

- a component of economic security. O. O. Falchenko and
N. B. Tokar define competitiveness as a component of
economic security, which characterizes the degree of
conformity of internal potentials of an enterprise’s
development with its external ones generated by the
market environment [7];

-a criterion and a minimal required prerequisite for
economic security. A. A. Sadiekov and T. B. Khlevytska
consider competitiveness a criterion and a minimal
required prerequisite of an enterprise’s economic security
that enhances its sustainable development [8].

According to M. V. Chorna, provision of an
enterprise’s economic security should be aimed at
achieving basic target indicators of its activity including
the required level of competitiveness and stable
functioning of an economic entity; facilitation of owners’
(shareholders’) wellbeing, an enterprise’s advance; an
ability to survive, i.e. provision of sustainability and
accomplishment of economic potential targets;
harmonization of social and economic interests [9].
Z. Shershniova investigates into adaptability as an
enterprise’s competitive advantage and defines it as a
result of an enterprise’s efficient activity with a created
and efficient economic security system [10].

According to the second approach, competitiveness
plays a dominating role in the “economic security-
competitiveness” conceptual pair. As L. M. Khrystenko
and A. I. Mykhailichenko think, the dominating role of
competitiveness goes without saying, while economic
security is its obligatory foundation [11]. I. H. Rzaiev
considers competitiveness within the framework of an
enterprise’s economic security, which is only a



E3S Web of Conferences 166, 13017 (2020)
ICSF 2020

https://doi.org/10.1051/e3sconf/202016613017

characteristic of an enterprise’s competitive level that
guarantees relevant efficiency of an economic entity’s
functioning that conditions economic security on the
economic field level, facilitates indicators of assets,
expenditures and financial results [12]. It should be noted
that in practice, in Japan, in particular, there is a
government strategy of enhancing competitiveness of an
economic field as a whole on the world markets, which
provides for seven basic strategies of its implementation,
development of business economic security being the fifth
one [13]. According to the third approach, interrelation of
concepts  “economic  security-competitiveness”  is
mutually conditioned and neither of them is considered
prevailing or secondary. As O. M. Tkachenko indicates,
to provide economic security, it is expedient to solve the
problem of competitiveness and, vice versa, to achieve
high competitiveness, it is necessary to enhance its
economic security [14].

It is also worth noting that there are cases when an
author or authors express contradictory ideas within the
same paper. For instance:

- L. M. Khrystenko and A. I. Mykhailichenko indicate
that except for the above-mentioned, an enterprise that
does not ensure its own economic security is unable to use
its competitive advantages and is heading for their loss
[11];

- O. M. Tkachenko identifies an enterprise’s
competitiveness as the basis of its economic security and
a guarantee of its strong development that enables an
enterprise to maintain its stable market positions [14].

Use of the concept “development” in the definitions of
both economic security and competitiveness of the
enterprise is another block of investigations (Fig. 2).

Concept “development”: in definitions of conceptual pair
“competitiveness — economic security”
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Fig. 2. The general concept “development” in definitions of the
conceptual pair: competitiveness — economic security of an
enterprise.

The principal difference between the definitions of
competitiveness of an enterprise and those of economic
security contrasted to them in Fig. 2 lies in the fact that
the former mostly focus on comparison of the enterprise
with its competitor while in the definitions of economic
security enterprise development is considered separately
from other economic entities and, moreover, economic
security itself is identified with competitiveness. The
analyzed definition treated in terms of enterprise

development enable concluding that essentiality of the
concept of economic security of an enterprise is deeper
than its competitiveness. Besides, analysis of the
literature, including [18 — 20], enables differentiating this
trend in connection with the concepts of development and
economic security where economic security is the same as
development, a state of development or an ability to
develop. We suggest the name “complete identification”
In most scientific works that consider the concept
“enterprise development”, the latter results from a certain
condition of an enterprise or efficient use of its resources

(Fig. 3).

Considering the concept “development” in definitions of

economic security
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Fig. 3. Development roles in various definitions of economic
security of the enterprise).

Let us consider the work by Ye. O. Didenko where the
process of managing economic security is identified with
the strategy of secure development of an enterprise which
is a complex program of actions determining priority
trends of economic activities when threats to the
enterprise emerge as well as necessary resources to
prevent them or minimize their impacts [32].
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However, the majority of researchers dealing with
economic security of an enterprise assign its development
to objectives of the security provision even if they do not
mention this in the definition. For instance, according to
N. P. Sysolina, in management of economic security there
are singled out contours of operating management
characterized just as resistance to already emerged
threats; tactical management characterized by the ability
of adaptation and strategic management noted for by the
ability of continuous development [33].

There is no consensus among the researchers on which
of the concepts under analysis is primary and which is
secondary; whether development is the objective of
economic security or the enterprise can only develop in
conditions of economic security. The only common thing
is that most researchers recognize the relation between the
concepts and call it the cause-and-effect relation. Several
works attempt to settle these problems. However, analysis
of these works shows contradiction and ambiguity of the
answers. The critical review of specialized literature
enables us to identify bipolarity of scholars’ views on the
relation between the concepts “enterprise development”
and “economic security” — some scholars consider it
linear, others call it direct [21-33]. On the contrary, in
[34] (with the reference to M. O.Dzhaman and
G. O. Goncharova), the categories ‘“security” and
“development” are called equal and independent.
Nevertheless, we believe that interinfluence of
development and security does not allow stating principal
absence of relations between them even in case of the
equal approach. Absence of relations may occur in the
short-term period. The conducted research enables
systematizing current ideas of relations between
development and economic security into four directions

(Fig. 4).

Directions of the relation between development and
economic security of the enterprise

Direct < > Equal
. < Complete
Non-linear > identification

Fig. 4. Directions of the relation between development and
economic security.

We believe that all the four directions are not mutually
exclusive. On the contrary, all scholars are right: relations
between economic security and development may be
direct, non-linear, complete identification and equal under
certain goals, conditions and circumstances. Comparison
of the essence of the concept of economic sustainability
with that of economic security elicits issues for
discussion. Thus, in [35] the definitions of enterprise
economic security contain features that do not have
analogues in the term “enterprise economic
sustainability”. Along with that, there exists an opposite
situation when the definitions of “enterprise economic
security” contain specific characteristics, e.g. the concept
“equilibrium”  (“equilibrium state”). For instance,
Yu. A. Simekh characterizes economic sustainability of

an enterprise as its potential to return to the state of
equilibrium in which it possesses positive dynamics of
performance or stay within the established boundaries
[36]. However, some scholars find this question
debatable. Thus, according to the systems theory,
equilibrium is a separate case of system sustainability
which indicates inexpediency of identifying it with
equilibrium or the ability to return to it [37]. So, analysis
of scientific literature enables us to assert that between the
concepts under study there are more similarities than
differences. On the basis of the conducted research, we
suggest common approaches to understanding the essence
of the concepts “enterprise economic security” and
“enterprise economic sustainability” underlain by various
classification features: static, dynamic (process);
resource-functional, adaptive-developmental, supportive
goal-oriented; complex (mixed). At that, different
approaches to enterprise economic security are
harmonization, guarantee and protective, those to
enterprise economic security are equilibrium (which is
debatable) and renewable (reproducing). We believe that
enterprise economic sustainability is of triple nature as is
economic security. It is characterized simultaneously as a
state, a process and a resource of an enterprise. At that,
having common resource provision and business-
processes of provision and support, economic security
may be identical to economic sustainability of the
enterprise. So, four possible situations can be elicited

(Fig. 5).

Directions of the connection of economic sustainability
and economic security of the enterprise

Economic security of the enterprise ensures economic
—» sustainability and/or is the condition of achieving it

Economic sustainability ensures economic security

— and/or is the condition of achieving it

N The concepts are identical and characterize the same
state of the enterprise in a concrete case

L, The concepts are different but equal for enterprises in

terms of their provision priority

Fig. 5. Directions of the connection of economic sustainability
and economic security of the enterprise.

Enterprise being in one of the mentioned situations
depends on the set goals, performance conditions,
multivariance of internal and external environments and
availability of resources (Fig. 6).

Economic instability is an important complicating
exogenous factor, the impact of which must first be offset
in the process of managing a competitive innovative
development of the enterprise. The red line in most
scientists’ researches defines component aspects of such
leveling.

At the first stage, it is necessary to determine
directions and vectors of influence of such conditions on
the basic financial and economic results of an enterprise
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(its market capitalization, capitalization rates, absolute
and relative indicators of economic efficiency, owners’
income levels, quality of profit, etc.).

L )

Ecqnom_lg Competitiveness
sustainability

ﬁ>[ Development J@

Fig. 6. Relation of economic security with key concepts:
competitiveness, development, sustainability.

Economic
security

The second stage of counteracting such an impact is to
calculate general, local and partial indicators of
assessment and analysis of the economic activity of the
enterprise. In doing so, both the classical methodological
approaches of such analysis and the specific ones (for
example, methods of measuring the probability of
bankruptcy) are used.

The third stage involves development of a system of
organizational and economic steps to ensure economic
security under corresponding conditions. This kind of
system represents a well-run mechanism comprising such
basic components as updating the system goals, setting
aims and objectives, determining principal tasks of
leveling uncertainty of the environment, singling out
subjects and objects of the mechanism, establishing
interrelations between the subjects and objects,
developing managerial measures and priority of
functional stages, developing proposals about controlling
and coordinating managerial processes.

It should be noted that focus on innovation is an
important element of sustainable development of the
enterprise. For instance, at enterprises of developed
countries sustainable development is ensured at the
expense of manufacturing and export of science-intensive
products. The countries are gradually closing down purely
industrial production and developing high-tech
intellectual services. One can state that, unlike in Ukraine,
development of enterprises in these countries is aimed at
increasing rates of the scientific and technological
progress, building up intellectual capital. All the
mentioned is a guarantee of establishing the appropriate
level of economic security and competitiveness of
enterprises. So, sustainable development of enterprises
should be based on application of radically new
progressive  technologies, = managerial  systems,
intellectualization and informatization of production,
environmental safety, etc.

Under conditions of uncertainty the following basic

functions of the enterprise aimed at ensuring
competitiveness and long-term economic security can be
singled out:
a) achievement of an optimal level of resulting indicators
of enterprise performance (the increased market value of
the enterprise, increased owners’ incomes, increased
economic efficiency);

b) achievement of an optimal “income-risk” ratio;

c¢) innovativeness (one of the key functions of the
enterprise which enables the enterprise to ensure
maintenance of its long-term economic efficiency and
competitiveness at each stage of its life cycle through
timely and reasonable implementation of innovations);

d) provision of quality of intellectual capital of the
enterprise (quality of intellectual capital is closely
connected with establishment of the innovation and
information level of the enterprise. Increase of the level of
intellectual capital quality is ensured through involvement
of new knowledge on the basis of qualitative personnel
recruiting (especially top-management of the enterprise));
e) provision of continuous environmental safety
(environmental protection in conformity with basic
requirements of environmental and green economy);

f) maintenance of the required level of social standards of
the enterprise, etc.

Continuous monitoring of performing the above-
mentioned functions is a prerequisite for reaching the
optimal level of economic security of the enterprise. In
addition, applying the suggested algorithm of leveling the
instability, it is required to determine possible increase of
the level of sustainable competitive innovation-oriented
development.

3 Conclusions

Thus, in our opinion, correlation of the concepts of
economic security — competitiveness depends on the
enterprise capacity, specific character of functioning
(necessity of licenses, permits, unique production, etc.)
and an industrial field. For instance, small enterprises
work in conditions close to perfect competition and,
therefore, their competitiveness is top-priority to them as
it underlies their economic security. Mining and
metallurgical enterprises work in conditions of oligopoly
and that is why the interrelations here are objective. For
enterprises-monopolists, competitiveness plays a smaller
part. Thus, sustainable competitive innovative
development and economic security of enterprises under
unstable conditions is an important task for top-
management activities. Scientific novelty of the present
paper consists in enhancement of theoretical and
methodological principles of forming competitive
innovation development and economic security of
enterprises that will facilitate better management under
conditions of uncertainty and instability. To achieve this,
the article determines interrelations and
interdependencies of corresponding economic definitions,
suggests methodological approaches to leveling the
negative influence of uncertainty and instability and
emphasizes the necessity of innovative development.
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