cenaparop. Takuil anmapaT MO€IHYE BUCOKHIA TEIJIOMACOOOMIH 1 BITHOCHO HEBEIUKUU TiApaBIiuHUN
omip. AJe palioHaNbHI MapaMeTpr KOHTAaKTHHUX MOBITPOOXOJIOIKYBadiB BUZHAUEHO TLTBKH AJIS HOMI-
HAJBHOTO PeXUMY poOOTH TypOOKOMITpEcopa MPH HOPMAIBHUX IMOYaTKOBHUX YMOBAaxX, TOMY HEOOXiTHi
JOJATKOBI JTOCTIMKCHHSI JUIS BCTAHOBIECHHS NapaMeTpiB KOHTAKTHUX TMOBITPOOXOJIOJKYBadiB NpHU
pexuMax BiIMIHHHUX BiJl HOMiHAJIbHHX.

B momanpmomy mmaHyeThCs IPOBEACHHS JAOCITIDKEHD AKi ITOJATAIOTh Y BU3HAYCHHI PamioHalb-
HHUX MapaMeTpiB KOHTAaKTHOTO MOBITPOOXOJOKyBaua AJsl BCiX PEeXHUMIB poOOTH TypOOKOMIIpecopa,
Ta YAOCKOHAIEHHIO KOHCTPYKIi1 KOHTAKTHOTO MOBITPOOXOJIO0AKyBaya.
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PROTECTION TECHNOLOGY OF DATA PROCESSED IN DISTRIBUTED
INFORMATION SYSTEMS

Purpose. To solve the problem of protecting information from unauthorized access in any information system which is
based on control and delimitation of access rights of subjects to protected objects, primarily to file objects designed to store
processed data.

Research methods. The implementing access control is to use one of the abstract models like discretionary, mandated
and role-based access control.
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Scientific novelty. An innovative approach to protecting data processed in distributed information systems through the
methods of access control to the objects being created — to the file objects and to the clipboard. Those allow to exclude the
access object from the delimiting policies because of automatic markup of created objects.

Practical significance. Practical implementation of this approach, provided that the markup (created attributes) directly
in the created file allows to identify and solve the problem of implementing the delimiting policy of access to data processed
in a distributed information system by considering different ways of data exchange between components of a similar system.
This implements data flow management within the system.

Results. The considered data protection technology in the information system based on the use of access control meth-
ods allows: to get a new property of delimiting access policy in a distributed information system by using different methods
of data exchange between components/computers; to increase the efficiency of the information security system by managing
data flows in the system.

Key words: distributed information system, data protection, unauthorized access, control and delimitation of access
rights, delimiting policy, object created, data flow management.
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Problem statement. Protecting information from unauthorized access in any information system
is based on control and delimitation of access rights of subjects to protected objects (access control),
primarily to the file objects, since they are designed for storage of processed data. There are different
ways of exchanging data - files- between the components (computers) of the distributed information
system.

This determines the urgency of managing data flows in a distributed system, when transferring a
file from one computer information system to another the access rights to the file are transferred with
it. As a result, the other computer has the rights set by the delimiting access policy to files transferred
between computers. The delimiting access policy should be set within the system, not a single compo-
nent (computer) of the distributed information system. Since encryption is the widely used method in
the practice of additional protection of data processed in the information system, it applies to crypto-
graphic data protection aimed at managing encrypted data flows in a distributed information system.

Analysis of the recent research and publications. Principles of access control to the created ob-
jects.

Access control is to use one of the relevant abstract models [1, 2].

Currently, the most widely used models are discretionary, mandated and role-based access control.

Discretionary Access Control (DAC) implies the Happison-Puzzo-Ullman model [3]. The basis
for constructing a delimiting access policy is the task of the administrator of the access matrix includ-
ing the rules of subject-to-object/object-to-subject access. The task is implemented by transposing the
access matrix. The DAC method can be arbitrary or forced for users to manage data flows depending
on whether the unprivileged user is included as the "owner" of the created object in the administration
scheme [4].

Mandatory Access Control (MAC) is based on the abstract Bella-LaPadula model [5]. The access
control with forced management of information flows is based on the formalization of the task, rules
under security labels (mandates) - numerical values that reflect the corresponding security of subjects
(access levels) and objects (privacy levels) in a hierarchy. Each subject and object of the system is
assigned a certain security - a security label. The delimiting access policy involves an arithmetic com-
parison of the labels based on the original specified rule.

The idea of Role-Based Access Control (RBAC) [1] lies in the maximum approximation of the
logic system to the real division of personnel functions in the organization. The method defines roles
in the system as a set of actions and responsibilities associated with the activity. In fact, the role model
is discretionary access control in implementing the relevant group access policy (delimiting policy for
user groups). The advantages of this model include the possibility of a certain formalization of roles,
hence, the possibility of setting and further replicating some typical delimiting access policies for the
respective roles. Thus, the basic ones include abstract models of discretionary and mandated methods
of access control.

Objectives of the article. Here, both the existing abstract models of access control and technical
solutions that implement them use two equal entities - the subject and object of access. The purpose of
the rules involves what access rights subjects to objects (or vice versa) have. The subjects of access in
the delimiting policy are users identified by accounts in relation to users to the rules set, the actions
that might cause harm.
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Presentation of the main research and results. The tasks of data processed protection in the in-
formation system include the protection of user-generated objects (files and clipboard), since the objects
are to store data processed in the system. This focus on the completely new approaches and hew methods
of access control that eliminate the shortcomings of known methods for solving this problem. [6].

The proposed principles of access control to the created objects [6] are based on their automatic
markup when creating or modifying an object. Also, they eliminate the essence of access object from
the delimiting access policy. They are as follows:

the "object" is excluded from the access control scheme, when the delimiting policy uses two enti-
ties: the subject identifier (account information) created by the object, and the subject identifier re-
guesting access to the created object;

access rules are established between: access subject (account information) requesting access to the
object, and access subject (account information) that created this object;

when creating /modifying the subject of the object, the object gets the account information of the
access subject, who created this object - the object is marked (account information of the subject is
stored in the attributes of the object created);

when requesting access to any object, the access manager (a key element) receives the markup of
the object, reading its attributes, and analyzes the request for irreversibility of the specified access
rules, resulting in the requested entity access to the object or refuses it.

Thus, the delimiting policy is implemented (access rules are set) between access subjects to ob-
jects created by them, not subjects to objects.

The access control to created objects. The Mandatory Controls Access method to created files.
The security labels (access levels) or mandates are assigned exclusively to (interactive) users [8]. The
access level can be set /selected for any user entered the system. However, only file creators receive se-
curity labels, access to which is controlled and delimited (data processed by the users is to be protected).

e Fig.1. The delimiting access policy of
@aitn Nomoup
P the Mandatory Access Control method to the

300 a4 : created files

Yuenmie sanmuen T Wns Losen = Yposems gocryna
[ F e — D cucrens T AUTHORITY Note that the configuration of
T —— g;‘;‘n‘v‘:::f;;a R the delimiting access policy does
& roopum £ 10 Testac CR— not require the assignment of securi-
7 -t i N S ty labels to the file objects that

T i 8 rocn TEST-PC Orepormuit

= 8 e Testpc causes the key gaps of the MAC

sz"""""““""‘ £ enon TR gt method (special challenges in inclu-

“% | Mpaswna nepeqanpasnenns . . .

%-f,r" e sion in the system object control

S

/\;/ﬂ YWanemg:ux 3 SCheme).

B Consider the Access Manager.

Security labels are assigned to
controlled users creating files which require delimiting access rights. The access manager automatical-
ly marked a file created by any user: the attributes of the file automatically include the account infor-
mation of the entity (access level - the mandate) created the file. Similarly, the previously unmarked
file is marked when modifying a controlled user.

Accessing the file created during the system operation, the access manager analyzes markup in the
file; if it is available (access rights are not delimited), the manager analyzes the compliance of the
request with the mandate rules of file access and the file got from the user.

Note that the primary advantage of this method, including simplifying administration, is the cor-
rectness of the mandate scheme of access control in the general case. In any folder and conditions, the
created/modified file is clearly marked and subjects to the specified delimiting access policy for fur-
ther requests.

The Discretionary Access Control method to the created files. The DAC method can address the
most pressing current issues of information security: anti-malware protection (attacks to increase the
privileges of running a malicious program with the systems and system rules).

Three entities identify the access subject [9]:

source user ID launching it;

effective user ID addressing the object;
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process (full-track name of the process file) is specified within the interface.

When setting the user ID -primary and effective, a mask "*" can be used- "Any" (the specified rules
apply to all users). The process name can be specified either by the full-track name of its processed file
or by a mask (use environment variables). For example, the mask C: \ ProgramFile \ * covers all pro-
cessed files, the mask "*" specifies that the rule applies to any process. The rules for accessing the creat-
ed files are set by the administrator from the interface and are displayed in the interface.

Note that the assigned access rights do not include the " in response” right. By default, the ban on
the created files execution is an effective protection against malware [10]. The task of the delimiting
access policy is as follows. The controlled access subjects are set from the list of specified access sub-
jects in the field "Select creators".

The file creator is assigned access rights to other subjects’ files created for the selected controlled
subject.

To this effect, they select the entity to which access rights belonged in the "Select access entities"
field. The relevant access rights-read, text, delete, rename- are allowed or denied for the selected pair
of subjects in the left and right fields of the interface. The specified rule is displayed in the corre-
sponding line in the interface.

The access manager operates like in the mandatory method, except that the access rules for the re-
quest correctness analysis are selected from the appropriate access matrix. A key difference in creating
files and not controlled by users is they must be marked/identified in order to prevent their further
execution including system rights.

The specific feature of the control access method for creating files (according to the data) is the
ability to isolate (according to the processed data) the operation of critical applications [11].

The MAC and DAC mechanisms can operate together when implementing the delimiting access
policy to the created files. The request for access is authorized if it contradicts neither the mandate nor
the discretionary rules of access. The access manager analyzes first the mandate rules of access, then
discretionary.

These methods significantly cover a number of other methods of data protection including guaran-
teed deleting. Here, the rules of guaranteed deletion should be set for access subjects creating files,
which in any folder should be deleted, not for folders in which saved files are automatically deleted
[12]. To be sure, the simple administration and the correctness of the task protection is relevant. A
guaranteed deletion rule for folders requires for setting it for all storage folders of temporary files cre-
ated by most applications since they store protected data as residual information.

Encryption and control access method to the encrypted files being created. The MAC, DAC or
both methods to the created files are to address the problem of forcible storage of information encrypt-
ed for access subjects. When setting up a file encryption policy, you need to specify access objects
with MAC or security label - credentials. Encryption keys are also to be assigned to the entities. The
open (not secret) account information of the subject stored as an attribute of the created/modified file
is enough to select the encryption key to decrypt the file. The technical solution is patented [13].

Clipboard access control. The clipboard is intended for temporary storage of data used to ex-
change data applications; when the administrator sets the delimitation access policy, we have not yet
created this data. Control and delimitation of access to created objects written to the clipboard apply
the above principles of control and delimitation of access rights.

Here, the discretionary access control includes access process in the subject, but with some reser-
vation.

Between the accounts, the system by default differentiates the clipboard access right. The delimit-
ing applies to sessions of different users. If you start the process with the rights of another account in
one session (without rebooting the system or changing the user), for example, using the utility "runas",
the clipboard between accounts is not delimited - this case should be avoided.

As for implementing the DAC method to the clipboard, note that it is completely similar to the
method of access control to the created files. Access rules - permission or ban on receiving information
from the clipboard - from the interface are shown in Fig. 2. The access manager operates similarly.

Thus, the above methods as protection mechanisms implement completely isolated data pro-
cessing as individual/grouped users and individual applications/application groups in the system.
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network. In both cases, the transferred file is an object to which the access rights of the subjects are to
be differentiated on all computers in the distributed information system. The delimiting access policy
is implied for the distributed information system, but not for an individual computer.

Each created file mapped to the account information of the creator of the access subject (the sub-
ject ID or security label, possibly both, depending on the method of control and access) allows control
and delimitation of access rights. The manager uses the account information as an attribute of the file,
when analyzing the request for consistency of the specified delimiting access policy. When imple-
menting a delimited access policy for a distributed information system, file attributes stored directly in
the file allow them to be transferred together with a similarly marked file between the information
system computers.

Below are the possible delimiting access policies considering the control access methods imple-
mented in the system to the created files.

A delimiting access policy based on security labels (access level) is quick to set up. The access
levels (quantitative values) are posted as attributes in the files. A list of access levels and arithmetic
comparison rules of security labels are created for the distributed information system. When creating a
user on each computer, he is assigned an access level from the list specified for the system. Here, un-
der the implemented technology of distributed information processing on individual computers of the
system, information of not all levels of access can be processed. As a result, users on one of the sys-
tem's computers may be assigned not all access levels from the full-list system.

How to ensure access control in this case. Any file, created during the system operation either on
the computer of a creator or on the computer to which it is transferred over the network, receives a
label security of the user who created it. Hence, access to it on any computer is possible only within
the delimitating policy set for the information system. This extends to encryption - a user can decrypt a
file with the appropriate level of access - security label, because the encryption keys are assigned to
security labels, not specific users.

The clipboard access control as an object is necessary for inter-machine data exchange in the in-
formation system in files.

The possibility to modify the attribute of the file transferred to another computer naturally re-
quires for the correct access control method. Below is the example how to meet the requirement. Let
the data be transmitted over the network using e-mail through the application "The BAT". You need to
allow this application to read only data written to the clipboard, which is configured from the interface
(data transfer is possible only by transferring the appropriate file). The e-mail and the attached file
transfer to the remote computer and are automatically saved by the application in the appropriate file.
The markup of the newly created file marks the application is running; the further access to the letter is
available for the user who has the level of access. Thus, we have a marked file which contains a letter
including an attachment in the appropriate format received by mail from another computer. If you are
about opening the file attached to the letter, "The BAT" application prompts the user to either save or
open the file. If you are about saving the file, it is saved/created in the place selected by the user. As a
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result, the original markup of this file changes - its new markup shows the security label of “The BAT"
user. We must prevent this change in attributes. If you open the file, "The BAT" application creates a
temporary file, which will then be read by the application- the editor "Word". The markup of the
source file changes, which in both cases is created on a remote machine by "The BAT" application

To solve this problem, you can prevent "The BAT" application to mark the attachment files (not
e-mails) created in the appropriate service folder. The administrator should specify programs and fold-
ers that will be/will not be marked in these folders depending on the delimiting policy.

Here, the DAC method is implemented similarly, the only variance reflects the content of the at-
tributes of the files created, including the transferred files between computers, and, the method of ana-
lyzing access rules. The delimiting access policy in the distributed information system significantly
expands possibilities for the "computer ID" (name) to be included in the subject of access. Thus, the
users registered on different computers of the system with the same names/accounts can uniquely
identify in the delimiting access policy. A delimiting access policy in the distributed information sys-
tem is far more difficult than in the mandated access control, however, substantially broadens practical
possibilities due to the delimitation of access rights between applications used in the distributed infor-
mation system.

Conclusions and direction of further research. The data protection technology in the infor-
mation system with the use of access control methods enables- the new property of the delimiting ac-
cess policy in a distributed information system by using different methods of data exchange between
components/ computers; -the efficiency of the information security system by managing data flows in
the system.

The data protection technology is to be realized in terms of different operating systems. The paper
covers the tested hands-on application [14], which implements data protection technology within the
operating system of the Microsoft Windows family.
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