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Abstract. The ability to bring benefit to the society with the help of the artificial intelligence technologies
within the short time drives the developers in many spheres. Modern developments are used to confirm the
economic theories, in law-making, technical developments in the field of verification, data updating,

security and control.

Ambient Intelligence:
Understanding

Concepts and

Ambient Intelligence combines several important areas
of computing which are connected through new
technology available. It allows developments which
change the way system help us or can potentially help us
in our daily life.

While the advent of the internet was certainly a
ground-breaking milestone, digital technologies have not
stopped evolving. The time when we had to turn on the
computer and login to browse the worldwide web is
coming to an end. Now, an important strand of
information processing technologies is centered on the
so-called « ubiquitous computing».[1] This concept
derives from the philosophical or psychological
observation that the best technologies are those that fade
into the background when used. [2] Together, they
connect people and deliver practical information through
the cheaper, more efficient and more tailored services,
while weaving themselves into the fabric of everyday
life.[3] This is the essence of Ambient Intelligence
(Aml), a concept built around the idea that, in a not so
distant future, autonomic smart environments, based on
profiling  technologies, embedded sensors and
sophisticated autonomous software, will take an
unprecedented number of decisions for us and about us,
to cater to our inferred preferences.[4]

The topic of the artificial intelligence is quite urgent
and needs the scientific and practical evaluation of the
prospects for its application. The speed of the artificial
intelligence development will be determined by the
external and internal factors. The external factors mean
the speed of the data exchange within the “brains” of the
artificial intelligence, within its network, as well as the
speed of calculations, associated with it, and the
availability of the information scopes, on the basis of
which it will form its assumptions. The internal factors
include the availability of energy to maintain its vital
activity and the presence of channels for the receipt of

: Corresponding author: gushko77@gmail.com

the new information, so that the artificial mind,
figuratively speaking, would enrich itself.

ISC-SAI 2021 - current trends

The realization of IV International Scientific Congress
“SOCIETY OF AMBIENT INTELLIGENCE - 2021~
allows us understand what we mean by the notion
“artificial intelligence”; what trends and solutions will
make it possible to use it as efficiently as possible not
only in the business processes of the companies, but also
in all the spheres of modern society.

The Congress calls for the organization of the many -
sided, open scientific platform for the cooperation of the
academic community and the real sector of the economy
with the aim of obtaining the new knowledge, the
exchange of information and the advanced experience,
the examination of modern tendencies in the economy,
the key factors and peculiarities of information's
technological development in a society on conditions of
globalization.

In order for all the participants to understand the
essence of the events, the branding of the locations and
all the materials of the Congress was realized (fig.1)
through the brand positioning at different stages, taking
into account all the possible communications with the
audience.

SOCIETY ~
OF AMBIENT &
INTELLIGENCE ~

IVINTERNATIONAL SCIENTIFIC CONGRESS

N

Fig. 1. Logotype ISC-SAI 2021.

The urgency of the information contents of the
Congress is one of the main factors of its successful
promotion. Many of the web resources, living on the
Internet areas, do not meet the expectations of their

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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owners, - the fact, happening quite often and being a
very unpleasant circumstance - they do not return the
funds that were invested into the creation and the SEO
promotion of the product.

The Congress website is an online brochure of the
scheduled event with widened functionality for the
registration and promotion. Since there is no time for the
searching optimization in this sphere, the concept of the

About  Topics&Trends Organizers Speakers Mission Committees Dates&Payment Submission Background Venue  Contacts

JOIN THE CONGRESS

Fig. 2. Internet-Resource ISC-SAI 2021.

One of the most important factors in the success of
business development is being in contact with the
customer. The attraction of each new participant means
the advertising budgets, and the longer the Congress can
work with the already attracted participant, the higher
will be the return of the investments. Thus, it is
necessary to constantly work with the participants, by
measuring their level of satisfaction.

The organizing committee used indices that allow us
examine the change’s dynamics in the relations of the
participants with the brand within some time, to compare

CUSTOMER SATISFACTION INDEX

Internet resource was realized: the page, aimed at the
client's performance of the target action, consisting of
ten structured blocks with the description of information.
The resource provides the complete information of the
events: a detailed description of the event and the format
of its realization, the date and location, a list of speakers
and the general information of them (fig.2).
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the data obtained with the average indicators of the
branch:

* NPS (Net Promoter Score) — the consumer loyalty
index, reflecting the readiness to recommend the
Congress to the other clients;

* CSI (Customer Satisfaction Index) - the index of
participants’ satisfaction.

The presented researches are aimed at the identification
of the positive and negative sides of the event, as well as
at the determination of the various criteria influence on
the attitude of the participants towards the Congress

(fig.3).
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Fig. 2. Indices NPS/CSI ISC-SAI 2021.

To visualize and to analyze information about the
Congress indicators, the processes and their efficiency, a

[N}

dashboard of indicators was realized. The dashboards of
indicators are the effective management tool that meets
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reasonably all the changing needs of the Congress

Congress participants

2018 2019 2020

Participants Countries
504 21 16

+70 A& +12 A

Speakers

Fig. 3. Indicators Dashboard ISC-SAI 2021.

Conception of Congress:

e the work of the Congress is planned in the format of
the panel discussions, according to the directions;

e the arrangement of the discussion panels according to
the directions foresees the invitation of speakers from
the academic and business spheres;

o the realization of the international student’s
competition of projects (the competition of cases’
decision), according to the Congress directions. The
competition will be held at two stages: the 1-st stage
(national) — is the competition of the research
projects/business-ideas; the 2-nd stage (international)
is the decision competition of the cases, represented
by the companies-partners of the Congress (the
competition of projects);

e the organization of a platform of the legal clinics
with the purpose of the experience exchange, the
study of the best foreign and national practical
trainings of the legal clinics, dealing with the
different directions of the juridical education;

e the activity of the organizational and scientific
committee is exercised via the procedure of the
collective acceptance of organizational decisions
with the division of responsibility levels of each of
the organizers;

o the realization of the communications’ format
“business — universities — schools”.

The Program Committee separated the following
urgent directions for the discussion and approbation of
research in the field of the Ambient Intelligence at the
Congress:

Information Technologies and Business Innovations;

Business Communication and Linguistics;

Digitalization of Society in National Legal Systems;

Social Work and Artificial Intelligence;

Ecology and Living Space;

Mechanical Engineering and Mechatronic Systems

The investigations in these directions unite scientists,

practical researchers and business representatives. This

alliance foresees presenting of the solutions that may be

Organizing and Programming Committees (fig.3).
Submissions ISC-SAI 2021

Section 3 9 10
Section 5 16 15

Partnhers Section

9 8 6

+9 A 1Y +1 A

Organizers

-

adapted to the modern requirements, by offering the new
models of distribution, the new behavior of the clients
and the new business-models at that. The researchers
offer the stable plans that will help to reduce the global
rise in temperature, to eliminate the poverty and to
protect the environment from the further destruction.

The information technologies play an important role
in the creation of the new economic possibilities and
business-innovations today. The aim of this direction is —
to study the role of the modern information technologies
in the acceleration of the economic growth and the
creation of the new economic possibilities, the
development and the realization of the digital economic
policy and the influence of the digital economy on the
national and the international investments and the
creation of cost.

The digital technologies develop intensively with the
growing scope of information, the increase of the vast
information tracks and data bases. They are widely used
in all the spheres of social life, in the activity of the state
and the social institutes, - the fact, characterizing the
significant development of the modern society. And due
to that, the law becomes not only the tool, which
provides the digitalization of the economy and the other
branches, but it changes its forms, contents, structure and
mechanisms. Therefore, the new digital reality presents
the new demands to the science of law and to the legal
practice. It allows develop the efficient tools and models
of legal regulation. And the juridical investigations in
this direction offer the new legal solutions for the
practical researchers.

Due to the tools of the information technologies, the
style of communication in the modern world has suffered
the radical changes, by giving the place to the
revolutionary method of communication, which ignores
the traditional barriers. The new approaches to the
research of the theoretical and the applied problems of
the intercultural communication, the transportation of the
pedagogical strategies of language training in education,
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The artificial intellect has already become the
integral part of all the spheres of life, which offers the
unique methods of data processing to the modern world.
And the social sphere has the new qualitative and
organizational transformation today, due to the use of the
information technologies. The investigations in this
direction foresee the use of the artificial intellect in the
social sphere and the prognostication of demand on
social services.

It's important to understand that the transformation of
the society and its "digitalization" helps, first of all, to
promote the tools for the solution of different urgent
tasks: the increase of labor productivity, the reduction of
the part of the monotonous or dangerous procedures for
people and, at last, for the widening of human
possibilities.

The digital transformation happens slowly,
unequally, it's faced with the great number of the barriers
- both technological, political and the social ones. The
formation of the digital society is gradually freed of the
hard labor and the new professions are created, but the
realization of the modern tools are spread at the very
different levels and they may cause the unexpected
social effects already today.

Thus, the introduction of the environmental intellect
into life in all sections of the society, including the
educational one too, doesn't only push a person to the
life side of the road so far, but it makes him (her) to
develop in the new directions.

The realization of the platform in the ISC-SAI 2021
format by the University community with the
combination with the real sector of the economy will
promote for the unification of the professionals and the
researchers of the different districts, who discuss the
modern calls of the digital society in the thematic tracks.

The Congress participants are offered to present both
the theoretical and practical results and to take part in the
discussion panels on the urgent problems of the present
time too. The presentations of the practical works of the
professionals from the different countries, the discussion
of challenges, concerning the introduction and
development, and the exchange of the conclusions and
the corresponding results are foreseen.
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Abstract. The purpose of the study- is to substantiate the problems and prospects of forming a "green "
economy and a way to implement sustainable development at the national level. Regional and global
levels in the long run. The active growth of "green" enterprises, the introduction of innovative
technologies and the reduction of waste and harmful emissions in various sectors of Ukraine's economy,
the transition to energy-saving technologies and biofuels and "greening" of agriculture promise to ensure
the country's energy security. This allows for increased incomes and formal employment in these sectors
of the economy in the short and long term, while providing more environmental, economic and social
benefits, which in general leads to a higher level of well-being of the population and the country. At the

same time, although the transition to a "green

economy will require large-scale investments, these

investments can be mobilized through sound government policies and innovative financing mechanisms.

1 Introdaction

In recent decades, the economic growth of both
Ukraine and world countries has been achieved mainly
through the use of natural resources; humanity did not
allow reserves to recover, but allowed ecosystems to
degrade and disappear. The shortage of clean drinking
water on the planet, depletion of the soil, deforestation,
energy overruns, carbon emissions, and other problems
make it possible to create a socio-ecological and
economic catastrophe. It is the transition to a "green"
economy that will reduce the impact on the
environment per capita without reducing the quality of
life. But for the transition to a green economy,
conditions conducive to this must be created. These
conditions include: relevant national regulations,
policies, subsidies and incentives, the global
marketplace, legal infrastructure, trade and financial
aid protocols. The conditions prevailing today are
favorable and conducive to the continuation of the
"brown" economy and the era of misallocation of
capital. “Greening” of many sectors the economy can
bring sustainable and positive results such as asset and
output growth, decent employment and poverty
reduction. In Ukraine, there is a huge potential for the
development of a new innovative model of sustainable
development - "green economy". This is confirmed in
the article by the adoption of a number normative legal
documents, the introduction of nature-saving
innovative technologies at enterprises, the development
of organic farms and the growth of "green" enterprises
in Ukraine. However, there are many problems and
obstacles on the way to the formation of a "green"

*Corresponding autors: nvzakharchenko777@gmail.com

economy in Ukraine. And this is also discussed in this
study. The purpose of the article is to identify the
prerequisites and justify the need for Ukraine's
transition to a "green" economy as an innovative model
of sustainable development. To achieve the goals in the
article were set such following parameters as: 1) to
define the basic terms and concepts; 2) substantiate the
prerequisites and necessary for the development of a
"green" economy in Ukraine; 3) reveal the problems
and obstacles to the formation of a "green" economy in
Ukraine; 4) present a SWOT- an analysis of the
development of the "green" economy, which will
determine the advantages and prospects for the
development of the "green" economy. It is in the
substantiation of the goal and the tasks set that the
relevance of the study and its novelty.

A necessary condition for achieving innovative
development is to change the system of social values in
order to transform the established market form of
management in a socialized and green environment.
Thus, a "green" economy that develops on such a basis
must create conditions for maintaining the health of the
current generation, improving its material well-being,
spiritual and social development, and all this will serve
as the basis for the progress of human civilization in
the future. A number of components of the "green"
economy, as a rule, include the production of
environmentally friendly products and the provision of
adequate services, the implementation of socially
responsible investments, the formation of corporate
social responsibility [1].

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).



SHS Web of Conferences 100, 01002 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001002

2 Literature review

Ukraine is currently going through difficult times in the
transition to a new format of management in the world
system. Against the background of deteriorating socio-
economic and political situation, Ukraine did not miss
COVID-19, which  brought many negative
consequences. The issue of ecological crisis and non-
reproduction of natural resources has also become
acute. The global terrestrial ecosystem has lost its
capacity for natural self-regulation and reproduction,
and society must now become its main regulator, and
its own future depends on how it performs these
functions. Mankind is faced with the dilemma "if
people do not remove the contradiction between
themselves and nature, the latter will solve it at the
expense of humanity.

Recently, scientific research on solving economic and
environmental problems has been widely deepened,
which has given impetus to the formation of an
innovative model of sustainable development - the
"green" economy. These fundamental works are the
subject of attention of domestic and foreign scientists.
In particular, the following works are devoted to the
development of these issues: Georgeson L. & Maslin
M. [2], Yi H. & Liu Y. [3], Aldy J. [4], Carfi D. &
Schiliro D. [5], Jackson T., & Victor P. [6], Vona F.,
Marin G., & Consoli D. [7], Iermakova O. [8], Boronos
V., Plikus I. & Sokolenko L. [9], Kaletnik G. &
Lutkovska S. [10] and others.

Scientists emphasize the need to use new ways to
address environmental issues, in connection with
which they justify the development of a "green"
economy as one of the promising ways to form an
innovative model of Ukraine. But the research can not
be considered complete. They need further
concretization and deepening.

Currently, the "green" economy is developing
around the world. Its role in economic development
and employment is justified in a study by Georgeson L.
& Maslin M. [2] and is estimated at $ 1.3 trillion. in
the United States. Compared to China, OECD
members, and the G20, the United States has a larger
share of the working-age population in the green
economy (4%) and higher per capita sales. To remain
competitive, the United States is implementing energy
and environmental policies at the federal level in this
sector of the economy, which are vital to combating
climate change and protecting the environment.

This can be a "breakthrough" strategy for Ukraine
in this direction, including the introduction of modern
innovative industrial technologies based on supporting
the development of high-tech industries (increasing
production of domestic aerospace technologies,
instrumentation, electronic technologies,
nanotechnologies, medical technologies), and eco-
technologies and energy-saving technologies in all
sectors of the economy (Kaletnik, G. & Lutkovska S.
[10]). The authors prove that the development of
"green" business is impossible without the formation
and use of appropriate management capacity,
innovators-managers who will be able to competently
"start" all other potentials of the innovation system.

Ukrainian rate to implement an "innovative model
of sustainable development", which provides an
increase in the quality of life of the population through
innovative economic development, was announced by
the Government of Ukraine, but did not implement
certain measures to achieve this strategy. The authors
Boronos V., Plikus, 1., Sokolenko L. [9] in their study
among the main reasons indicate the inefficiency of
management at all levels. The authors propose
measures to accelerate the integration of Ukraine's
economy into the world economy by forming an
innovation-oriented economy, an economy based on
environmentally friendly technologies, which are the
basis of innovative changes in Ukraine and provide
"green growth" to which the world aspires.

That is why, lermakova O., argues the innovation-is
an integral part of the "green economy", which
improves people's well-being and ensures social
justice, significantly reducing risks to the environment.
Most developed countries consider the "green"
economy as innovative and a priority in the long run.
In order to promote the implementation of the
principles of the concept of "green economy" in the
regions of Ukraine, the author proposes the
introduction of areas of smart specialization, which
should be tested in accordance with sustainable
development goals in Ukraine in the context of social,
economic and environmental goals.  The study
emphasizes that the glocalization of the innovation
paradigm of the concept of "green economy" is
manifested through a combination of local socio-
ecological and economic environment of the country /
region with integration into global networks, thus
providing environmentally friendly innovation with
appropriate resources (financial, human, technical,
information) from local and global sources, facilitating
access to them and creating opportunities for their use,
which requires proper institutional support "[8].

In the works of Vona F., Marin G., Consoli D. [7]
the main methodological novelty is a new measure of
environmental employment, based on the content of the
tasks of professions. To this end, the data of local
labor markets in the United States and the reasonable
consequences of "green" employment were studied.
The analysis showed that one additional green job is
associated with 4.2 new jobs in "non-green" activities.
The authors determined that environmental
employment is pro-cyclical, highly skilled and requires
a 4% wage increase and is geographically linked.

Interesting are the studies of Yi H., Liu Y., which
showed that "... cities located in the province with a
clean energy policy have 54.3% more green jobs and
61.8% more green enterprises compared to cities
located in the province without such a policy", which
explains variation between cities in China [3].

The transition to a sustainable low-carbon economy
is a huge problem, which is primarily related to the
investment mechanism. In particular, investments
should focus on resource productivity, renewable
energy, clean technologies, business ecology, climate
adaptation and ecosystem protection.  Traditional
investment models will change, say authors T. Jackson,
P. Victor [6]. The function of innovations, which is
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focused on achieving socially significant goals of
innovative sustainable development of the state, will
remain important. = The authors substantiate that
investments in renewable energy are competitive.
Other investments can only pay off in the long run.
And investing in ecosystem improvement and climate
adaptation may not be profitable at all, although they
protect vital ecosystem services for the future and can
also promote employment. That is why investing in
"green" innovation can only benefit on a long-term
basis.

Therefore, the definition of problems and prospects
for the development of "green economy" in the
formation of a model of sustainable development of
Ukraine requires further in-depth study, as developed
countries at the present stage form a policy of neo-
industrial type.

3 Research methodology

To solve the set tasks were used such general and
special methods as: morphological analysis — during
clarifying the conceptual and categorical apparatus of
scientific research; system-structural approach — in
completing the theoretical and methodological basis of
ensuring and carrying out the formation of concepts of
"oreen" economy as a way of implementing the course
of sustainable development of Ukraine's economy;
economic and statistical — in the study of the dynamics
organic farms and eco-based production of Ukraine;
graphic — to reflect their trends; functional — in
characterizing the effective tools of formation and
regulation of the "green" economy in Ukraine; SWOT-
an analysis and grouping — for further directions and
prospects of the "green" economy, -classification-
analytical — to identify obstacles and drivers of the
"oreen" economy of Ukraine; logical — to build a
structure and describe the results of the study.

The statistical, factual and informational basis is
compiled by the works and developments of leading
domestic and foreign scientists and practitioners on
research issues, current legislation, reporting data of
Ukrainian enterprises, the results of their own scientific
research, official publications of domestic and
international organizations, Internet resources

4 Resalts

In scientific research, the concept of "green economy”
is an integral attribute of innovative and sustainable
development, namely meeting the needs of both
present and future generations, ensuring a harmonious
way of combining economic and social activities of
society while preserving and properly reproducing the
environment. Sustainable development is considered as
a model of functioning of an integrated and innovative
socio-ecological-economic  system  with  limited
parameters, which provides a balanced dynamic
balance between its components for a long time. The
principles of sustainable development and the model of
green economy are the basis of the development
strategy of the EU "Europe 2020" and countries with a
high level of quality of life. Ukraine, territorially
located in Europe, has been an independent state since
1991 and is currently undergoing a difficult stage of
economic and social transformation.

The "green economy" according to a UNEP report - is
"a low-carbon economy that uses resources efficiently
and is in the interests of society as a whole." In a green
economy, income and employment growth is driven by
public and private investment in measures and projects
that reduce carbon emissions and pollution, increase
energy and resource efficiency, and work to prevent
biodiversity loss and ecosystem services. These
investments need to be catalyzed and supported
through targeted public spending, subsidies and
incentives to promote the development of "green"
sectors, the development of markets for "green"
technologies and innovations, improve regulatory
policies and financial aid flows, the transition to
"green" public procurement [11].

The rating agency Dual Citizen has developed the
Global Green Economy Index (GGEI), which has
established the efficiency and progress of the "green"
economy in 130 countries.

The results of the expert survey showed that
Ukraine ranks 120th among the world's leading
countries [3].

This confirms the significant existing obstacles to
the development of Ukraine's economy. But it should
be noted that there are prerequisites and drivers for the
development of "green" economy (table 1).

Table 1. Obstacles and drivers of development of the "green" economy of Ukraine.

Obstacles

Drivers

Insufficient awareness of green modernization of the
economy, energy and resource efficiency

Informing about green modernization of the economy: local
authorities; public organizations; international organizations;
independent search for information

Outdated legislation and administrative barriers to green
modernization

Simplification of the procedure and development of the legal
framework

High cost for energy and resource efficiency measures

Calculation of expected economic efficiency from energy and
resource efficiency measures and attraction of own reserves and
partial attraction of credit funds

Obsolete energy and resource-consuming equipment

Application of new technological solutions for the introduction of
energy and resource efficiency

Management does not understand the benefits of energy
efficiency

Proving the economic attractiveness and technological feasibility of
the project to increase energy and resource efficiency

Long payback period for renewable sources

Schemes of preferential business lending

Lack of experience and professional skills in implementing

Environmental management training
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environmental management systems

Disinterest and ignorance of potential buyers in
environmental goods and services

Information and advertising

High costs of financing the production of environmental
goods and services

Improving the company's image and expanding the market

Difficulties in obtaining loans for green modernization - a
complex bureaucratic system

Deregulation

Low environmental awareness of staff

Informing staff, raising environmental awareness

Lack of processing of some types of waste in Ukraine

Promoting the introduction of new technologies for waste
processing

Source: created by the authors based on [8;9].

A new strategy of the state environmental policy of
Ukraine until 2030 came into force on January 1, 2020.
Law 2697-VIII "On Basic Principles (Strategy) of the
State Environmental Policy of Ukraine until 2030".
What will be implemented in Ukraine according to the
new document? The law defines 5 strategic innovative
and environmental goals: 1) formation in society of
ecological values and principles of sustainable
consumption and production; 2) ensuring sustainable
development of Ukraine's natural resource potential; 3)
ensuring the integration of environmental policy in the
decision-making process for innovative and socio-
economic development of Ukraine; 4) reduction of
environmental risks in order to minimize their impact
on ecosystems, socio-economic development and
public health; 5) increase liability for damage caused to
the environment, in accordance with Ukraine's
international ~ obligations.  Therefore, = Ukrainian
economy needs to prepare for change in advance - to
develop business while preserving the environment
[12].

Today, "green" economy offers solutions to some
of society's most pressing environmental problems:

design and construction of energy efficient buildings;
recycling and safe waste management; development of
renewable energy;, wastewater treatment. "Green"
economy includes three groups of companies: 1)
companies whose activity is the production of
environmental goods and services (traditional
"Environmental goods and services sector"); 2)
enterprises that have taken active and independent
actions to change their products and / or processes,
taking into account sustainable development ("green"
companies / enterprises); 3) all other firms that take a
number of measures to improve the efficiency of the
process or change their image [13].

"Living Planet" and the State Ecological Academy
of Postgraduate Education named the enterprises of
Ukraine, which, in their opinion, are the most active in
implementing  environmental  technologies  and
reducing emissions. They belong to innovative and
socio-environmentally oriented enterprises, whose
main mission is to preserve nature, introduce new
environmentally friendly technologies and promote the
development of environmental potential in the global
market (table 2).

Table 2. Ukrainian companies that most actively implement environmental technologies and reduce emissions

Name of Company Characteristic Location
Agro-industrial holding MHP: Particular attention should be paid to related to Regions: Vinnytsia, Cherkasy,
SE "Victory Nova", environmental - corporate social responsibility, they Zhytomyr, Kyiv, Sumy, Ivano-
PJSC "Myronivska Poultry help communities in their highest priority issues: co- Frankivsk, Ternopil, Lviv,
Farm", NVF "Harvest" financing of utilities, repair or construction of new Donetsk
Katerynopil Elevator LLC [14] roads, etc.

NIBULON LLC [15] is one of the largest domestic producers and exporters | Regions: Mykolaiv, Zhytomyr,
of agricultural products (wheat, barley, rapeseed, corn, | Luhansk, Khmelnytsky,
sorghum, soybeans, sunflowers, etc.). Cherkasy, Kharkiv, Vinnytsia,

Sumy, Poltava

PJSC "Dickerhoff Cement for 10 years provides delivery of high-quality cement to | Volyn region

Ukraine" [16] the territory of our state

PJSC "Zaporizhstal" The company implements resource-efficient Zaporozhye region

[17] technologies. More than 10 billion hryvnias were

invested in modernization at the plant

PJSC "ArcelorMittal Kryvyi Rih" | Increases investment in the environment and continues | Dnipropetrovsk region
[18] to modernize its shops, which includes new treatment

facilities

Source: created by the authors based on [14;15;16;17;18].

Ukraine has significant potential for the production
of "green" products. Most Ukrainian "green" farms are
located in Odesa, Kherson, Kyiv, Poltava, Vinnytsia,
Zakarpattia, Lviv, Ternopil, and Zhytomyr regions.
The size of Ukrainian certified "green" farms: from a
few hectares (as in most European countries) - up to
several thousand hectares of arable land. According to
the Federation of Organic Movement of Ukraine, the
area of certified agricultural land in Ukraine involved

in the cultivation of various "green" products is more
than 400 thousand hectares. According to this
indicator, Ukraine ranks 20th among the countries of
the world and first — among the countries of Eastern
Europe. At the same time, the share of certified "green"
areas among the total agricultural land of Ukraine is
about 1%. The "green" sector in Ukraine specializes
mainly in the production of cereals, legumes and
oilseeds and dairy products. If in 2002 there were 31
"green" farms registered in Ukraine, which received
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the status of "green", in 2015 there were 210 certified
"green" farms, and in 2018 — 501 "green" farms, and
the total area of agricultural land on which "green"
production is carried out was 309100 ha. Studies by the
Federation of the Organic Movement of Ukraine show
that the modern domestic consumer market of "green"
products in Ukraine began to develop in the early
2000s. In 2006, its volume amounted to 400 thousand
euros, and in 2015 —up to 17.5 million euros, in 2018 -
33.0 million euros [19].

There are about 5,000 "green'enterprises in
Ukraine. "Green"enterprises are branched out in all

spheres of economic activity of Ukraine, namely the
sphere of crop production, animal husbandry,
household chemicals, dairy production, grain crops and
cereals, confectionery production. The largest share of
the "green" market belongs to confectionery and
chocolate products (16.04%), vegetable oils (14.74%),
eco-vegetables (20.22%), eco-fruits and berries
(14.28%). The largest percentage of "green" enterprises
is in Kyiv region (23.08%), Dnipropetrovsk (7.94%),
Kharkiv (6.36%), Odessa (6.28%), Lviv (6.2%),
Vinnytsia (5.08%), and the smallest - Luhansk (0.82%)
and Donetsk (1.9%) (table 3).

Table 3. "Green" enterprises of Ukraine by region

Region Number of enterprises The most famous representatives
Vinnytsia 254 ORGANIC-D, MAK-VAR ECOPRODUCT, BIO-FERM ORGANIC PLUS
Volyn 105 OLD PORITK, TSUMANSKY LISGOSP
Dnepro 397 ELIKSIR, SENCO-UKRAINE, ECOSAD
Donetsk 95 BIOPOLE, RADIST, CHOCOLATE WORKSHOP
Zhytomyr 110 GALEKS-AGRO, FITOSUROVINA, ORGANIC MILK
Transcarpathian 161 PAN-ECO, DZERELA KARPAT, STOVCONTINENT
Zaporozhye 180 MELITOPOL MEAT COMBINAT, RODNICHOKS8 GURSOY
Ivano-Frankivsk 153 ECOPRODUCT, PROMETEY (FARM), EXPORT TREYD GROUP
Kyiv 1154 Arpolcr beyk-end Milling, Agro-ros, EST-ETUAL GROUP
Kirovograd 139 EKKO-CONTINENT, UKRAGROHIM
Luhansk 41 MVL-Ukraine, Prodgroupservice, NEONOLIN-ECO
Lviv 310 Fruit, group of company, Apro
Mykolayivska 169 STODOLA, Nature's Sunshine Products (NSP), SINTA
Odessa 314 BILOCHI-etno-farm, Bolgrad sirorobniy zavod, Progresfarm, Hlibio
Poltava 139 Agnus, Agroecology, Bilocerkivska promyslova group
Sumy 89 AGROSVIT, LEV_GROUP, FIRM-ECO-SOY A
Ternopil 149 ZHIVA-ZEMLYA, Tepli gryadki, AGROZAGOTZBUT
Kharkiv 318 My Garden, Ecopolza, Mudriy dachnik, Internet — kramnitsa
Kherson 224 Amrita, Ecoferma Onuka, Euro-Service-Group
Khmelnytsky 150 ECOAGROPOSTACH, Global-Organic-Group
Cherkasy 159 Spivpratsya, Academ of organic gardening Ekogarden
o Gold Parmen, PLISKIVSKIY AGROPROMYSLOVIY COMPLEX, ECO-
Chernihiv 144 PRODUCT, PAN-ORGANIC
Chernivtsi 220 Lilak

Source: created by the authors based on [19].

5 Discussion

For Ukraine, "greening" of market is quite promising,
especially in terms of exports to the EU, as such
products are set at "zero" rates and quotas do not apply,
and prices are usually on average 30% higher than
conventional counterparts. In this segment, the
European market is already represented by Ukrainian
companies engaged in the production of birch sap,
concentrated juices, sublimated, fresh and frozen fruits,
cultivation and sale of cereals, etc., although the
volume of their supply is clearly insufficient. Ukraine's
"green" exports are amount to $ 350 million and

continues to grow, while "green" imports are about $
700 million. The global volume of "green" trade in
2020 has tripled - to $ 2-3 trillion [20].

At the same time, "greening" of agriculture
involves not only the production of organic products,
but also the cultivation of energy crops and their use
for energy purposes - for the transition to biofuels.
Thus, on the one hand, Ukraine strengthens its
competitiveness in European markets by exporting
products, and on the other hand, it reduces the need for
traditional energy sources, contributing to the country's
energy security. SWOT-analysis of the concept of
"green" economy development in Ukraine is presented
in table 4.
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Table 4. SWOT-analysis of the concept of "green" economy development of Ukraine

Strengths

High quality products / services
Promoting stakeholder involvement and empowering local communities
Growing demand for "green" products and services that minimize environmental impact
Weaknesses
Low level of awareness about the organization of products among consumers
Higher price for "greens" than for traditional products or services
Lack of knowledge and competencies, which becomes a major obstacle to the development of "green" economy

Lack of a clear understanding of the possibilities of obtaining financial benefits from the transition to "green" economy
Opportunities

Global challenges of climate change and sustainable development

Search and generation of new ideas in various areas of business

Creating skilled jobs

Promoting energy, food and water security

Poverty reduction

Threats

Unregulated regulatory framework, which complicates the work of "green" economy

Lack or insufficiency of public and private funding for appropriate development and adaptation measures

Loss of jobs and the gradual disappearance of the "brown" economy

Lack of a single global approach to shaping green development shared by all countries and businesses, leading to controversy

Lack of correct measurement of "green" growth

Challenges to changes in consumer and production patterns and lifestyles that are commonplace

Source: created by the authors based on [20, 21].

The emergence of new solutions in the economy
leads to the formation of new conceptual approaches,
namely a balanced socio-ecological and economic,
which covers the "green" economy, innovation and
information and digital economy based on the principle
of preserving the environment, "smart" and "green"
production technologies, which are aimed at reducing
the consumption of energy and material resources,
automation of calculations, software, development of
nano- and biotechnologies and creating added value
through innovative intelligent solutions. The transition
to a "green" economy objectively stimulates innovation
effects, which must be supported by a favorable
competitive environment and effective regulatory tools.
It is important to emphasize that the concept of "green"
economy does not replace the concept of sustainable
development, but develops it and is a means of its
practical implementation. "Green" development can be
ensured only if the integration of environmental and
economic policies so that social progress, economic
growth and improving the quality of life of the
population occur against the background of reducing
threats to the environment [20].

In this way, the main advantages of the transition to
a "green" economy are: 1) increasing wealth and
ensuring the growth rate of GDP, as one of the main
indicators of economic well-being; 2) the creation of
new jobs to replace disappeared in the "brown"
economy, which requires investments in retraining the
workforce; 3) creating the value of natural capital as a
source of human well-being and building it up in the
interests of socio-economic progress. Among the
factors influencing the "green" economy to increase the
well-being of people and the welfare of the world
economy are: 1) investing 0.03% of GDP by 2050 in
the form of payments to forest owners intended for
forest conservation can increase the added value in the
forestry industry by more than 20%; 2) investing in
"green" agriculture $ 100-300 billion per year until

2050 will lead to increase in soil quality and an
increase in the yield of the most important crops. This
will partially solve the problem of food for the
population; 3) increasing efficiency in the agricultural,
industrial, municipal sectors will reduce the demand
for water by 20%; 4) reorientation of government
spending on improving fisheries will provide for the
restoration of the world's fish stocks; 5) the allocation
of 1% world GDP to improve energy efficiency and
increase the use of renewable energy will create
additional jobs, as well as ensure the provision of
competitive electricity [21]. 6) the creation of "green"
cities will increase the efficiency and productivity of
labor; 7) "greening" transport will reduce negative
impact on the environment and social costs. All these
measures can increase income and formal employment
of the population in these sectors of the economy in the
short and long term, while providing more
environmental, economic and social benefits. To
transform the economy, needed concentrated pools of
assets, similar to those controlled by long-term
investors, such as: state financial institutions,
development banks, sovereign wealth funds, as well as
some pension and insurance funds that are free from
obligations on short-term payments. Slelust also
rationally apply subsidies, which may facilitate
Ukraine's transition to a "green" economy. Taxes and
other market-based instruments can be wused to
stimulate the necessary investment and innovation to
finance the transition.

6 Conclusion and perspectives for the
research

The "green" economy puts forward new requirements
for business models and their management, changing
technologies and the environment of their formation
and implementation on the principle of advanced
development and digitalization and gives preference to
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information and innovation-oriented business models.
This creates new challenges for new types of
entrepreneurship. On the one hand, conditions are
created for the emergence of new opportunities - the
search and generation of new ideas in various areas of
entrepreneurship, on the other - it causes a lack of
knowledge and competencies, which becomes a major
obstacle to the development of "green" entrepreneurs.
The introduction of "green" economy in Ukraine will
help solve many environmental, economic and social
problems that currently constrain economic growth in
the country.
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Abstract. The article studies modern concepts and theories of digital transformation of society, analyzes
structural changes in the economy during the fourth industrial revolution, presents different views of experts
on the expected positive results of Industry 4.0 in the context of globalization. The authors suggest models
and correlate increment rate dynamics with the information globalization index in the world and individual
countries, and identify trends in the development of digital transformation in the context of slowbalization.
The study considers possible consequences and risks of Industry 4.0 and ways to level them, outlines the
priority areas of digital transformation to ensure high competitiveness of national economies in the period of

slowbalization.

1 Introduction

Modern society exists in the world where information
technology is integrating into all spheres of human life.
The digital revolution has introduced a new way of
thinking, social behaviour, building an ecosystem, and
doing business, the latter changing to new standards of
strategic positions in various sectoral spheres of public
life and real economy and adapting to innovative
conditions at an unpredictable rate.

Global labour division according to individual
countries’ specialization in producing certain goods and
services is the determinant of developing world
economic relations and one of the most important trends
in the world economic progress. The countries taking
advantage of opportunities and benefits of participating
in global labour division experience positive rates of
their economic and social growth.

In terms of digital transformation, this period of
social development is characterized as the Fourth
Industrial Revolution, or Industry 4.0. Transition to the
Industry 4.0 concept shows that in the future such
business processes as supply of raw materials,
development and delivery of goods to consumers and
their maintenance will be carried out through
digitalization of services. That is why, the study of the
world’s digital transition to Industry 4.0 is of great
topicality.

2 Brief analysis of the researches

In scientific circles, prospects and directions of smart
technology development and digitalization have recently
been paid much attention to due to the constant global
transformations of economic systems. Theoretical

*
Corresponding author: puriy_av(@kneu.dp.ua

research on the issues of digital transformation and, in
particular, Industry 4.0 focuses on certain aspects of the
Fourth Industrial Revolution, namely: economic
problems of introducing Industry 4.0 and its impact on
the development of a state economic sector; peculiarities
of Industry 4.0 application to state regulations;
transformation of TNC strategies in the context of the
fourth industrial revolution; political consequences of
Industry 4.0 introduction and others.

Regardless of the significant number of publications
on this issue, the dynamic and rapid digital
transformation of economic systems daily creates new
challenges and risks of Industry 4.0 for society and
scientists requiring the development of relevant tools to
level them.

2.1 Role and extent of Industry 4.0 development
in different countries

Adapting to innovations, digital transformation has
reached a new level while its integration into all social
spheres is becoming mandatory. Such countries as
China, Great Britain, Singapore, New Zealand, Estonia,
the UAE, Japan, and Israel are considered the leaders in
digital technology development. When studying their
experience, it is possible to identify advantages and
disadvantages of social digitalization [1].

Industry 4.0 results in an increased amount of stored,
processed and available knowledge associated with the
array growth, namely: a set of approaches, tools and
methods of processing structured and unstructured big
data, a significant variety of human-perceived and
effective results in the context of their continuous
increase and distribution through numerous nodes of a
computer network [2, 3, 4].

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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According to experts, the fourth technological
revolution will deepen economic and social inequality
leading in a short run to even greater stratification of
population: technology owners and developers will
receive excess profit, while low-skilled staff will earn
meagre wages, and the middle class will literally
disappear. However, after staff retraining, the situation
will level off. Following the World Economic Forum
(WEF), more than 5 million jobs will disappear as a
result of the development of genetics, robotics and other
technological changes. In total, about 47% of vacancies
in the United States today are at risk of extinction due to
changes associated with automation and transition to the
digital environment. For example, 65% of today’s
schoolchildren will have brand new professions [5].
Robots and digital technology will form a new type of
production, while technologies that combine physical,
biological and digital worlds will form a new type of
consumption. This will lead to even greater
specialization of the service sector by creating
specialized business platforms that will bring together
certain groups of people in horizontal models of
interaction. Goods and services will be high quality and
cheap, but this can significantly reduce the cost of
human labour.

New technologies will provide for implementing
thoughts and ideas. However, they will increase the risks
for society to be controlled by new tools via an
overwhelming digital infrastructure and possible
implantation of chips in human bodies to manage their
consciousness. Many countries are now developing e-
government, e-procurement and other blockchain
systems. Most likely mass decentralization of power will
be possible as the state will not be the source of wealth.
Developed will be the states able to adopt a new
paradigm of development and change their regulatory
mechanism, which should become flexible thanks to
innovative technologies and be based on principles of
tripartism (close cooperation of state, business and
society) [6]. A state should adjust to an individual,
nature and new technologies, not the opposite. The
fourth technological revolution will also affect national
and international security as interstate conflicts will be
largely hybrid, and the boundaries between war and
peace will be blurred. The fourth wave will change not
only the space where a person lives, but also his/her
personality: worldview, values, behaviour, habits,
lifestyle, communication, consumption, time for work
and rest, approaches to education, and success criteria.

Common features of all the four technological
revolutions include development of science; use of new
energy sources, materials; invention of machines and
technologies; work organization; expansion of labour
specialization; emergence of new industries, significant
changes in transportation and communications; increase
of urban population; changes in the structure of society,
its values, style, and manner of interaction and behaviour
[7]. Concurrently, all the unresolved problems of
previous revolutions are carried over to the next ones
and deepened significantly.

Thus, summarizing the comprehensive scale of
Industry 4.0, it is possible to identify its main
consequences (Table 1) [8-12].

Table 1. Consequences of Industry 4.0.

At the
global
econom
y level

- a jump of labour productivity in processing
industries;

- creation of new markets and diminishment of
some traditional activities;

- formation of global centres of rapid industrial
growth;

- radical restructuring of the existing system of
the world labour division by reducing obsolete
elements of the technological chain of previous
systems, mainly in developing countries;

- reduction of the need for unskilled labour and
exacerbation of global unemployment.

At the - a sharp increase in the amount of scientific
social and technical information, emergence of
level fundamentally new approaches to its
processing and ways to manage hardware and
software tools for research and development;

- Dblurring of disciplinary and sectoral
boundaries in research and development,
interdisciplinary and convergent nature of
research;

- higher requirements to researchers’
qualifications, international competition for
talented highly-qualified employees and their
involvement in science, engineering, technical
entrepreneurship;

- compression of the innovation cycle: a
significant time reduction between acquisition
of new knowledge and creation of
technologies, products and services, their entry
into the market;

- a growing role of international standards

At the
individ
ual level

- digital reality as for people’s activity and
communication space affects their personal
level, namely: development of higher mental
functions, values, motivation, interaction
manner and behaviour

As a result of such digital transformation, various
types of activity are transferred to the virtual dimension,
this determining increased enthusiasm among the digital
community leading to their worsened adaptability to the
outer world and strained interaction with other types. At
the same time, the manner of acting and communicating
of the virtual world is transferred to the real-life one. As
such, digital technologies expand and transform human
abilities creating the basis for new realia. Using new
digital technologies, a person creates objects of the
secondary (multimedia) nature, which are easily



SHS Web of Conferences 100, 01003 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001003

transformed and controlled through communications,
interaction, and exchange of multimedia products.

Under the Fourth Technological Revolution,
information technology will be the main driver of
development [13]. Nevertheless, society cannot avoid
traditional manufacturing that, however, will take place
in laboratories, data processing research companies,
high-tech automated engineering plants, robotic shops,
high-performance data centers, etc. In Ukraine, on the
other hand, IT industry is traditionally contrasted with
others; in particular, with mineral processing and
agriculture, while in developed countries, they rely on
technologies and actively implement them in the national
economy. Therefore, the leaders of the "Global
Innovation Index 2019" are Switzerland, Sweden, the
USA, the Netherlands, Great Britain, Finland, Denmark,
Singapore, Germany, Israel; in the post-Soviet space the
best results are shown by Estonia (24th place), Armenia
(33rd), Latvia (34th) and Lithuania (38th), then Russia
(46th), Ukraine (47th place) and Moldova (58th). The
worst are Belarus (72nd place) and Azerbaijan (84).
Turkmenistan and Uzbekistan are not represented in the
ranking. Kazakhstan is the 79th with its closest
neighbours - Kyrgyzstan (90) and Tajikistan (100) that
showed, according to international experts, lower results
[14].

2.2 Benefits and ambiguity of multiplying
effects

The development of digital transformation affects not
only business efficiency, but also economic performance
and preparedness for the future. Governments invest
heavily in their digital economies to contribute to value
creation and prosperity.

All-out digitalization has contributed to the rapid
development of globalization, and global processes have
led to rapid informatization of public communication.
Therefore, under modern conditions, development of
Industry 4.0 and globalization rate itself are significantly
correlated with each other and generate a multiplying
effect [15, 16].

However, in the recent decade, global economy has
been experiencing a transition from total globalization to
more constrained slow stabilization. Today’s realia
indicate growing tension between economic nationalism
and globalization, which is becoming one of the
determent trends at the threshold of the next decade [17].

Over the past four decades, ideas, products, money,
and people have been crossing borders freely following
globalization growth. This has led to rising income
inequality. However, the integration rate has slowed
markedly due to transition to domestic or local
development and emergence of slowbalization. The
close correlation between globalization and digitalization
of society necessitates forecasting development of
Industry 4.0 in the context of slowbalization of society.

In order to assess the degree of inclusion of
individual countries in the process of globalization, four
globalization indices are used to build a ranking of
countries according to their degree of involvement in

global flows: A.T. Keamey’s globalization index, the
KOF-globalization index, the CSGR globalization index
and the Global Index. [1]. As such, the KOF-
globalization index includes three dimensions of
globalization: economic, political and social. The index
is treated as a combined indicator that allows assessing
the level of a country’s integration in the world and
comparing different countries by its components. All the
countries being surveyed within the Index are assessed
by 24 indicators combined into three main groups of
global integration:

1) economic globalization includes the following
indicators: the international trade volume; the level of
international business activity; trade flows; international
investment; tariff policy; international trade restrictions
and taxes, and so on;

2) social globalization is expressed through such
indicators as the level of cultural integration; the
percentage of foreign population; international tourism;
international personal contacts; the volume of telephone
traffic, postal items, cross-border money transfers;
information flows; development of information and
communication infrastructure;

3) the third one - political globalization is
characterized by the following indicators: membership in
international organizations; participation in international
missions (including the UN missions); ratification of
international multilateral treaties; the number of
embassies and other foreign missions in the country. The
globalization level index is calculated as a sum of these
components with the weight ratio of 36%, 38%, and 26%
respectively.

All countries under this investigation are ranked
according to the Globalization Index, which indicates
their place among other countries studied. The final
value of the index from 0 to 100 points is obtained by
evaluating 24 indicators combined into three
components: globalization in the economic, social and
political spheres. The higher the index value of the state
is, the more it is involved in world processes (Fig. 1).

KOF

80

Fig. 1. Dynamics of the Globalization Index (KOF) in the
world and some countries.

Globalisation has slowed from light speed to a snail’s
pace in the past decade [19]. This is caused by the
following factors:

- first, transportation costs have been stabilized;
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- second, transnational companies have found that
global expansion ‘burns their money’, while national
competitors have advantages over them;

- third, trade tends to focus on the services difficult to
sell abroad;

- fourth, Chinese production has become more
independent and the need in parts import has reduced.

Nowadays, society is in the fifth period of digital
transformation occasionally called slow stabilization or
slowbalization. Trade tension is caused by the changes
continuing since the financial crisis of 2008-2009. In
comparison to the world GDP, cross-border investments,
trade, bank loans and delivery chains are being cut or
stagnating. Globalization is giving place to a new epoch
of slowdown or slowbalization, concurrently there are
limited sources for Industry 4.0 development. In the
context of economic egoism of leading national
economies, efficient use of digital communications,
development of technological infrastructure and
application of new technologies can be constrained by
national boundaries (Fig. 2).

Increment rate of KOF,
unit fraction

Fig. 2. Increment rate dynamics of the KOF Globalization
Index, unit fraction.

Analysis indicates that the KOF Information
Globalization level has also slowed down reaching its
climax in 2008 (Fig. 3).

fraction

2010

Increment rate of KOFInGl, unit

Years

Fig. 3. Increment rate dynamics of the KOF Information
Globalization Index, unit fraction.

Gradual reduction of increment rates of global
information globalization reveals a current stage of
decline in digitalization of society due to the law of
marginal utility. That is why, after the decline stage a
new wave of communication digitalization can be
expected.

Analytical researches enable conclusions about
stagnation both of the globalization index and the
information globalization index in the world, this
confirming the  beginning of communicative
slowbalization of national economies.

The authors studied density of interrelations between
the analyzed global indices in 1970-2018 and those for
some countries (Ukraine, Latvia and Uzbekistan) in
1991-2018 (Fig. 4).

100

90

KOFInGl, unit fraction

KOF, unit fraction

@ World ©® Uzbelastan ® Latvia Ukraine

Fig. 4. Correlative dependencies between the KOF
globalization index and the information globalization index
(KOFInGI)

The analyzed dependencies are presented by
equations with determination factors R2 (Table 2)

Table 2. Correlative dependencies between the KOF
globalization index and the information globalization index in
the world and in some countries.

Correlation type of the R?
Country information globalization and
the globalization indices
World ¥V worid = L.9781x— 44,156 0.9602
Latvia Vigepig = 1.0228x+ 12,44¢€ 0.9399
Uzbekistan | ¥yzpekistan = 2.1181x—22.984 | 0.8156
Ukraine Yokroine = 1.0292x— 2,5499 0.864

High determination indices indicate that the obtained
observations conform the models (Table 2), while the
increased level of society’s information communication
ability is accompanied by the increased world
globalization level.

Yet, further slowbalization can cause different
consequences for Industry 4.0 development in different
national economies. To model the determined
dependencies, there are specified annual average
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increment rates of globalization indices in 2009-2018
(Table 3).

Table 3. The increment factor of globalization indices in 2009-
2018 of the world and some countries.

Country The increment factor, unit fraction
World 0.00485
Latvia 0.01816
Uzbekistan 0.03032
Ukraine 0.00872

As is seen from Table 3, increment levels of the
globalization indices vary, which is conditioned by the
analyzed countries’ internal and external space. In total,
low rates of globalization increment in the world provide
evidence for slowbalization beginning.

The KOF increment factors (Table 3) and determined
correlations between the globalization and information
globalization indices (Table 2) enable modelling forecast
values of the information globalization (KOFInGI) in the
world and some countries in 2025-2050 (Fig. 5).

KOFInGS, unit fraction

il \\ (1 e I7H0 KIS | atVid
kraine - - Word® - @ = Utbokstan®
kraine* =@ =

Fig. 5. Dynamics of actual and forecast values of dependency
of the KOF globalization index and the information
globalization index (KOFInGI) of the world and some
countries.

The obtained modelling results indicate significant
impacts of available digital potentials of each country’s
transformation at the beginning of slowbalization.
Economic egoism of national economies can not only
encourage Industry 4.0, but also become its digital
constraint. That is why, the countries with a higher level
of information globalization at the beginning of
slowbalization (Latvia, Ukraine) will have rising
development trends of Industry 4.0 and the economic
situation will cause the rapid advance of information-
communication technologies in these countries. On the
contrary, In Uzbekistan, the society’s digitalization level
developed steadily constraining Industry 4.0 and this

might cause decelerated rates
information globalization.

Thus, the obtained results reveal ambiguous trends of
Industry 4.0 development under slowbalization
conditions.

For this reason, during the slowbalization period; on
the national level, Industry 4.0 is to encourage high
competitiveness of national economies by their
prioritized areas of activity including:

- combining production and ICT;

- combining a client and production data;

- maximally using potential of mechatronic systems;

- managing production in an autonomous, flexible
and efficient manner.

No doubt, digitalization provides a variety of
advantages like numerous multiplying effects from
including all the industrial chains into a single
informational space. Yet, the impact of digitalization on
society and economics is controversial due to some
reasons:

- first, transition of economics to a new level, which
is implemented by digitalization, leads to destruction of
the older industrial system and welfare distribution, this
characterizing digital technologies as ‘undermining’;

- second, introduction of new technologies is
characterized by excessive optimism, i.e. a total effect
from using digital dividends is much weaker than
expected, in other words, there is a steady trend of
reducing the world average economic rates of labour
productivity with only 15% of enterprises’ digitalization
projects being successful;

- third, there is irregularity of distributing the positive
effect from introduction of digital economy both among
countries and population groups inside a country;

- fourth, digitalization is to a greater extent more
profitable for trade companies and banks, while
‘scattered”  technologies (robotization, blockchain
technology, neural networks, artificial intelligence,
quantum virtual and augmented reality) used to optimize
production cause reduction and elimination of jobs.

As to positive aspects, it should be noted that the
digital space is becoming an environment for new
generations allowing exploring the world in a new way
and creating radically new research tools. Human
creative potentials are also evident as when used along
with digital, computer and information technologies,
they make a person essentially incomplete and open to
changes.

of the country’s

2.3 Basic risks of Industry 4.0 and their levelling

Along with numerous positive aspects of digital
transformation, experts define some basic risks as well:

- vulnerability (unauthorized impacts,
cyberterrorism) and illegal application of technology
(video surveillance control, etc.);

- application of artificial intelligence, robotization,
automation: increased social alienation caused by loss of
jobs, elevated unemployment, social tension, mass
surveillance, potential leakage of commercial secrets,
etc.;
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- application of blockchain technology associated
with vulnerable security of the blockchain system itself
and the service infrastructure on its basis, irremovability
of information in the network (inability to correct errors
and change incorrectly input data), application of tokens
as a tool of ‘money washing’, financing of terrorism;

- application of imported microelectronics. The basic
part of software (software of operating systems and
database control systems) and computer equipment used,
for example in Ukraine, are brought from abroad. It is
not impossible that they can contain special spy chips;

- application of cloud technologies and distributed
calculations — dependency on reliability of the
telecommunication system; dilution of responsibility for
information security and reduced control because of its
distribution among companies-users, an entity and a
cloud platform’s owner.

- Internet functioning stability;

- impacts on social conscience. Development of big
data technologies, expansion of the network space,
achievements in cognitive and behavioral sciences have
conditioned appearance of effective methods aimed at
implicit data collection and concealed control over group
behaviour;

- increased complexity of business-models and lack
of highly-qualified staff.

To level all the mentioned risks and apply Industry
4.0 potential to conserving basic principles of sustainable
economic development, the society’s cognitive paradigm
should be oriented at:

- development of the cybersecurity system and the
cyberpolice structure;

- formation of the most vital employment skills in
future, namely: the elevated level of emotional
intelligence; communicative ability; time management;
technical skills; creativity and creative approaches to
problem solution;

- introduction of the ‘closed educational system’
without using IT;

- professionals of the future (a solar/wind power
technician, a software designer, a data analyst, a digital
content manager, a digital security analyst, blockchain
designer, an unmanned aircraft dispatcher, a ‘smart
house’ designer, a 3D-print designer, an augmented
reality designer, an advisor on personal life issues, an
urban and farm economist, a genetic engineer, a personal
education guide, an end-of-life manager, an avatar
designer, an extinct species revival specialist.

- acquisition of experience in building an effective
system of cross-cultural communication;

- formation of creative innovative thinking based on
innovating technologies;

- introduction of environmental and
education.

Thus, digital transformation of society and software
will allow exploring the world in a new way and creating
radically new research tools. Being an open system and
transforming the world in the autopoetic communication
process, human beings infinitely expand, transforming
themselves and the environment.

energy

3 Conclusions and recommendations

Rapid development of technologies to make modern life
better, potential of fast communication connections with
each continent; access to information and its fast
perception, processing, transmission by mobile technical
devices; the community’s participation in power
execution, opportunities to improve life standards,
accelerated development of national minorities and
national regions are positive consequences of digital
transformation of society.

Development of digital technologies of doing
business is accompanied with risks to inviolability of
personal life and private data conservation. No
limitations on mass media concentration may lead to
mass conscience manipulations as well as state or
criminal structures control over an individual. Thus,
there are negative factors affecting social conscience in
the information space.

Besides, there are also significant adverse effects of
digitalization including time insufficiency for personal
life; application of digital technologies for entertainment
industries only and not as an educational or a business
resource; 24-hour surveillance of human existence;
constant pressure on an individual who has to get
adapted to new technologies; rapid access to information
causing its distortion and elimination.

The renovated world is noted for accelerated rates of
‘digital dictatorship’ expansion. If the world community
does not start discussing current events as problems,
humanity will have all the chances of losing their own
identity, culture values, morals and ethics.

Business digitalization and digital transformations of
the present day are limitless opportunities for innovative
advances. This very fact is both a key advantage and a
threat for people. Despite of the fact that computers are
able to find an answer better, it is the human who asks
the question.
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Abstract. Digital technologies have radically changed all financial relations in society. A new financial
business ecosystem based on the use of digital technologies is rapidly forming. The article examines the
recent changes in the financial sector under the influence of new technologies. The benefits received by
consumers of financial services and financial institutions from the introduction of digital technologies are
assessed. The survey of financial services consumers conducted by the authors of the article to some
extent reflects the situation with the use of digital financial services in Ukraine. However, the process of
digitalization is still far from complete. The formation of a new ecosystem, along with opportunities,
generates new risks. There are new, often complex and not always clear to the general public financial
products and services. The low level of financial and digital literacy forms a platform for manipulation,
falsification and outright fraud. The problem of cybersecurity is relevant. The situation with employment
in the financial sector in the medium and long term is rather uncertain. System errors are a risk factor too
which can cause significant damage to both individuals and legal entities. The article provides examples of
system errors and identifies their main cause - low qualification of information technology professionals
working in the public sector. The vision of the future development of the financial sphere within the
framework of digitalization is formed, the necessary changes at the private and public levels are
determined.

In-depth studies in the field of digital and information
technology have been made by K.Skinner [8, 10]. The
o ) ) impact of artificial intelligence on the near future of
The modern digital =~ technologies provide many digital business is described in sufficient detail by Kai-fu
opportunities for the development of the financial Lee [5]. The concept of blockchain technologies
business, but they contain many threats and dangers too. application in finance was opened by M. lansiti, K.
Digital technologies in finances are real, although they Lakhani [2], R.Bukht, R.Heeks [15]. The scholar
are far from completion. New financial instruments, such writings of mentioned scientists consider the impact of

as virtual assets, they endanger the existence of a digitalization on socio-economic processes, including the
fundamental financial model that is based on credit financial sphere. The most successful examples of

money issued by the banking system. Many questions fintech implementation in the financial sector in Ukraine
about the functioning of neofinance and neobanking are Privatbank with the Privat24 system and Universal

1 Introduction

arise at the household level. Although digital financial
technologies simplify and accelerate many business
processes, they require users to be financially and
digitally literate. Under the new conditions, public
bodies to control financial business, which is now
rapidly virtualizing, has become increasingly difficult. It
is necessary to improve state supervision and ensure the
interests of society in obtaining reliable instruments of
payment and storage of valuables. A new financial
system will have to form in the next decade, and all
actors in this system have to work to make it fair, secure
and efficient for society as a whole.

1.1 Literature Review

The question of the functioning of the financial system
in a digital economy has been raised by many scientists,
public institutions and non-governmental organizations.

* Corresponding author: petrishina_to@kneu.dp.ua

Bank with the monobank system. The creation and
introduction of the monobank to the market is described
in the book-interview with the original author by D.
Dubilet [13]. Significant attention is paid to the use of
digital technologies in the financial sphere by
intergovernmental associations, such as the EU and the
UN. Digitalization concepts of the financial sphere are
presented in EU Directives and UN reports. In Ukraine,
the process of digitalization of the financial and credit
system led by the NBU. This is clearly reflected in its
regulations, regulatory acts and legislative initiative (in
particular, the preparation of legislation on the
implementation of PSD2 regulations and the
implementation of the open banking concept). The
Verkhovna Rada of Ukraine and the Ministry of Digital
Development joined the digitalization and virtualization
processes by adopting in the first reading on December
2, 2020 the draft Law on Virtual Assets [21], which in

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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particular  legalizes cryptocurrency. Despite the
significant quantity of materials, there is still space for
further scientific research, because the finance
digitalization process of itself is still far from complete.
It should be noted that in existing studies, much more
attention is paid to the benefits of digitalization and
much less risk.

2 Problem statements

In view of the above, there is a task to substantiate the
basic principles of functioning of the modern and future
financial system in the digital economy realities and
identify safe areas for its development. At the same time,
attention is paid not only to the benefits but also to the
risks of the neofinance functioning for modern society.
Social environment in the form of researchers, private
financial institutions and the state should form an
understanding of the processes of digitalization in
finance and a vision of opportunities and threats in the
future. The purpose of the article is to form a vision of
financial processes future based on an analysis of present
changes that digital technology has brought to the
financial industry.

3 Material presentation and results

First of all, the society of the 21st Century is
characterized as informational and digital. Digital
technologies are penetrating all spheres of social and
economic life. The formation of a digital society has
many advantages that cannot be overlooked (speed of
information transfer, work with data for the benefit of
business and society, a new culture of entertainment),
but also has a number of obvious and hidden threats.

The debate about the new world continues at all levels:
from domestic and educational to state and global.

In 2019, the UN produced a report on the Internet
and technology called «The Age of Digital
Interdependence» [1], which set goals until 2030 for UN
member states in the use of digital technologies for the
benefit of society. The basic principle announced in the
document is the availability of all users to the Internet
and their ability to use specialized services (public
services, finance, medicine etc). One of the tasks for
governments is ensuring access to financial services
(through mobile money, identification / authorization
and e-commerce).

The front office decisions of financial institutions are
on the surface. Recent advances in remote customer
service, the ability to transfer funds quickly and cheaply
not only nationally but also internationally,
mobile phone payment form a new ecosystem of
financial institutions’ relations with the client. These
financial services have been developing rapidly over the
past decade. Particularly noteworthy is their positive
impact on the development of financial services in
developing countries (in a number of African countries,
mobile banking is practically the only available banking
service for the general population) and in the context of
the COVID-19 coronavirus pandemic on a global scale.

But most digital financial decisions are hidden from
consumers and concern the back offices of financial
institutions

The financial institutions back office functioning
models have undergone revolutionary changes over the
past 3-5 years, which has provided cost optimization in
internal business processes at almost every government
level.

In a broad sense, the back office of a financial
institution provides internal business processes for asset
and liability management. In a banking institution, these
are such operations as assessing the quality of the loan
portfolio and individual borrowers, opening, closing and
maintaining customer accounts, execution of trade and
depository agreements with securities. In insurance
companies, the operations and internal business
processes of the back office are similar to banking, but
have insurance specifics (for example, actuarial
calculations).

The use of technologies related to data collection and
processing, together with high-performance computing
capabilities, has allowed automating decision-making
processes in the field of pricing, capital allocation,
investment and insurance portfolio management.

The use of cloud computing provides shared access
to communication networks and data warehouses, instant
access to libraries, the use of applications, the ability to
use computing resources at any point where there is
Internet. Management decisions based on cloud
technologies optimize the costs of the back office.

Budgeting has received a new impetus, as
coordination between the main back office and structural
units has reached a new level through the use of a single
technology  platform, reporting standards and
regulations, electronic document management, bringing
financial responsibility centers closer to performance
targets and indicators.

In 2020, financial institutions began to make more
active use of blockchain technology in the management
of both the front office and the back office. M. lansiti
and K. Lakhani substantiated in their scientific works
that the financial industry will become a pioneer in the
introduction of blockchain technologies [2].

Based on blockchain technology, the world’s first
cryptocurrency - Bitcoin (an asset that was incredibly
successful in 2019-2020) was developed.

Except the opportunity to issue a variety of
Steemcoins, the blockchain provides financial
institutions with many other opportunities: namely,

e security of payments and funds transfer;

e sending controlled mobile messages;

e tracking of insurance policies issued by various
companies to prevent fraud;

o fixation of various financial agreements;

e simultaneous messages of the same content without
the possibility of making changes by one party (the
same applies to any financial contracts);

e formation of a wvicious circle in the field of
reinsurance and co-insurance;

e automatic processing of claims in insurance under
previously tokenized policies;



SHS Web of Conferences 100, 01004 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001004

e checking specialists for their qualifications in the
field of financial business (banking, insurance,
brokerage); and

o fixation of financial guarantees.

Digitalization of internal business processes has
opened new opportunities for banks, insurance
companies and other financial institutions to develop
personalized financial services and differentiate pricing.
Customers’ identification together with an array of data
about them allows you to develop personalized financial
services without significant additional operating costs.
This area perhaps has the greatest potential for
increasing the availability of financial services at a price
and rise in the number of financial institutions clients.

The state is represented in all financial processes of
society. Influence on money circulation and money
supply is provided through the institutions of central
banks, tax collection is performed by fiscal services,
regulation and control of the financial sector is through
regulators. Of course, the state cannot and has no right to
stand aside from technological processes in the financial
sphere.

Financial activities are subject to state supervision
and control. Economic regulations of regulators are
becoming stricter due to the growing volume and
complexity of financial transactions and require the
provision of increasing amounts of information with its
complex structuring. Models based on risk assessment of
financial institutions (for instance, Basel III in banking
and Solvency 2 in insurance) cannot be used without
appropriate information technology, processing power
and software.

The large-scale participation of the state in financial
circulation based on digital technologies has given rise to
such terms as RegTech and SupTech.

RegTech is a new domain within the financial
industry that applies technology to improve regulatory
processes, especially with regards to KYC (Know Your
Customer) and AML ( Anti - Money Laundering) [3].

Fuzzy terminology is a fairly common phenomenon
in today’s digital economy. Thus, the NBU talks about
decisions in the field of SupTech (supervisory
technologies) and RegTech (regulatory technologies).
SupTech can be defined as a set of technologies used by
supervisors and market regulators to perform their
functions and administrative tasks. Thus, SupTech
provides a system of reporting to banks on transactions
subject to financial monitoring. RegTech is a set of
technologies that optimize the bank’s compliance. It
means control system over compliance with regulatory
requirements [4].

Therefore, the front office digital technologies, first
of all, are improvement of marketing activity, and back
office - operational, investment and financial. The
combined characteristic is the transparency of all
financial institution business processes formed on a
single technological platform. Each transaction leaves an
«electronic footprint», each transaction is permanently
tied to the center of financial responsibility and to a
specific executor, and each decision can be subsequently
subjected to objective analysis. Transparency of business

processes builds trust in information for management
decisions.

In the coming years, technologies related to the use
of artificial intelligence will be introduced in the
financial sector, as well as in other economy and
business areas. Kai-fu Lee identifies four waves of
artificial intelligence: artificial intelligence of the
Internet, artificial intelligence for business, artificial
intelligence of perception and autonomous artificial
intelligence [5]. At the same time, in the author’s
opinion, the first two waves are already being realized,
gradually changing the financial and digital world.

Credit analysis and monitoring using neural
networks, extensive use of chatbots based on machine
learning technologies, and analyzes the market and
consumers  with  further forecasting (including
forecasting of consumer preferences, their behavior in
the market) have already been in use financial sector.
But many factors constrain the development of artificial
intelligence technology in finance and, first of all, this
concerns the misunderstanding by many consumers of
the technology itself, its complexity (many authors also
add the possible uncontrollability factor of Al systems).

Digital technologies have radically changed and
continue to change the financial sphere in a short time, a
fundamentally new ecosystem of financial business has
been formed, consumers of financial services have
gained many advantages, and customers have become
more thanks to technology.

But there is a lot of research on the threats that are
emerging in the new digital society. Many of them are in
plain view and this applies primarily to cybersecurity.
The issue of cybersecurity is extremely important,
because hacker attacks can instantly destroy both critical
infrastructure and the financial systems of entire
countries. At the same time, taking into account the
globalization, the issue of protection should be built at
the supranational level. The financial systems of
different countries are interconnected. At the same time,
many countries have limited opportunities to finance the
necessary cybersecurity measures.

At the household level, there is a speed of change in
financial services, their diversity, often
incomprehensible to many users or technical limitations
are threats. Gradually, a layer of people-leaders in the
use of digital financial services is formed, and people-
outsiders who are unable to master new financial
services due to lack of education or understanding, due
to lack of technical means (smartphones that support
financial services). But in the meantime, financial
institutions  strive for the maximum possible
digitalization of financial services because it
significantly reduces operating costs. In the near future,
there will be situations when a certain circle of people in
a specific location will be cut off from the opportunity to
receive financial services.

The scaling of financial services, the emergence of
new types and kinds of financial assets (including virtual
assets) will increase the number of frauds in the financial
market. In addition to outright fraud, there are activities
of financial institutions within the law, which are based
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on low financial literacy of the population and deliberate
information misrepresentation.

The most typical example of this phenomenon is the
issuance of fast loans through mobile applications (at 2-
2.5% per annum for each day of credit). This problem
could best be solved by proper financial and digital
literacy of society and control over the financial market
by the state.

The digital technologies impact on the labor market
is a more complex challenge. While it had previously
been assumed that automation and robotization of
processes could affect the segment of unskilled jobs,
now this threat has fully spread to the segment of middle
and highly qualified workers, the so-called White collar
workers.

It is already possible to identify a number of
specialties in the financial sector, which may soon be
unclaimed in the market. Such professions include
insurance agents, emergency commissioners, bank
clerks, call center employees, financial lawyers, and tax
inspectors. Mentioned and many other professions can
be fully automated using algorithms. Moreover, this list
will include IT services employees of financial
institutions with a certain time lag. Internal business
processes on IT issues will be outsourced en masse (this
is already being done now), and the algorithms
themselves will create the necessary software for doing
business (medium term). The rapid spread of digital
technologies in the Ukrainian banking sector is
accompanying by a decrease in the number of banking
institutions branches (Fig.1).
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Fig. 1. Dynamics of banking institutions branches in Ukraine in 2008-2020, units

Source: generalized basing on [6]

The global financial crisis affected the market
infrastructure that had already formed at that time. In
particular, the number of branches in 2008-2010
decreased by 7.8%. The main reason was not the closure
of banking institutions (their number rose from 175 to
182 during this period), but the development of banking
technologies. The crisis has provided an impetus for the
cost optimization search, and innovations and new
technologies are the only pathway to do that.

The Ukrainian banking services market had been
underwent the largest structural changes during the local
financial crisis of 2014-2016, when 84 banks left the
market [7]. The branches number was reduced by 53.5%.
After the market stabilization in 2017, the figure of
offices had continued to drop (until 01.10.2020 by 29%)
and this reduction has already had a purely technological
basis. In 2020, despite the Covid-19 pandemic, the
banking system operated profitably, but the accelerating
of the adoption process of remote access technologies
led to the further closure of branches - their number
decreased by 9% over the year.

The objectivity of the bank branches reduction was
described by Chris Skinner in 2014. Historically, retail
banks had an extensive branch network. In the 70’s, they
introduced Automated Teller Machines, in the 80’s - call
centres, in the 90’s - the Internet, and now, in the 2000s,
they are introducing mobile technologies [8]. And each

of these stages has contributed to a decrease in the
number of departments and staff, but there has been a
significant acceleration of these processes in recent
years.

The banking market of Ukraine was hit the hardest
during the crisis of 2014-2016 (Fig. 2). Recovery began
after 2017, when provisions for doubtful loans (NPLs)
had finally formed. At the same time, there has been an
increase in the share of commission income in the total
income of the banking system over the past 2 years,
which is always a sign of the crisis. In general, in the
Ukrainian financial market, banks now do not feel
competition from fintech companies, neither in the field
of payments nor in the money transfers areas. The
mobile Internet banking system is fully controlled by
traditional banks.

Privat24 is the most popular Internet mobile banking
system in Ukraine. It was created by Privatbank in 2001,
but in fact this system became widespread after 2010.
Then a version of the Privat24 mobile application was
launched for download on smartphones that support i10S
and Android operating systems. Innovations have made
Ukrainian Privatbank one of the most innovative banks
in the world. For instance, the bank was one of the first
in the world to use one-time SMS passwords more than
10 years ago.
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Source: generalized basing on [6]

The latest innovations, which have gained worldwide
recognition, include products such as a payment mini-
terminal, access to the Internet bank via QR code, online
collection, as well as dozens of different mobile
applications [9]. The well-known researcher of digital
banking Chris Skinner also noted the innovativeness of
the Ukrainian Privatbank in his work. The author noted
the introduction of an open API architecture and the
formation on this basis of a component-oriented banking
system and the introduction of the Sender system, which
allows companies to communicate with customers and
share values via chat without the cost of developing
applications. The Sender app received the Best of Show
award from the Finovate Fall conference, which took
place in New York in the fall of 2014 [10].

Talking about technologies in the banking sector of
Ukraine, we cannot but mention another successful
example - the Monobank project of the Ukrainian JSC
«Universal Bank».

Monobank is a retail product of JSC «Universal
Banky, which emerged in cooperation with the Fintech
Band. Credit cards are issued for customers, it is possible
to place deposits and receive other services within the
Monobank. This mobile application makes financial
management as convenient as possible. Monobank only
works on mobile devices [11]. The Monobank project
was created in 2017 by a team of specialists who once

worked on the Privat24 system. The work is carried out
by the Universal Bank license, which is part of the TAS
group. The project was very successful and won the
nomination «Best Ukrainian FinTech-startup» in the year
of creation, PaySpace Magazine Awards, and in 2018
won the main award in the category «Neobank of the
Year» FinAwards 2018. Now Monobank is used more
than 3 million customers.

Testing was conducted to assess the public's
perception of the business organization form. Testing is
an experimental method of diagnosis which are often
used in socio-economic research. Tests are classified on
various grounds. Thus, according to the types of
properties, tests are divided into tests of achievement and
personality [12]. Simple personality tests to determine
the priorities of using mobile banking were used in the
research. Testing was conducted by the authors using
Google form among State University of Economics and
Technology students and teachers aged 16 to 65 years
(over 650 respondents). The question was formulated as
follows: What financial service do you personally use?
The following possible responses were suggested:

- Privat24;
- monobank;
- other financial institutions;
- I do not use financial services.
The study results are presented in the Table 1.

Table 1. Results of mobile banking users’ survey

Age of respondents / Financial | From 16 to 25 From 26 to 45 From 45 to 66
institution (system) years,% years,% years,%

Privat24 319 (68,6) 138 (97,9) 30 (68,2)

Monobank 138 (29,7) 33 (23,4) 6 (13,6)

Other financial institutions 6(1,3) 2 (1,4) -

I do not use financial services 2 (0,4) 3(2,1) 8 (18,2)

Total 465 141 44

Source: Formed basing on the results of survey among teachers and students of the State University of Economics and Technology

and University Colleges

In general, the survey corresponds to the client profile
formed by Dmitry Dubilet (the original author and one
of the Fintech Band founders). According to his
observation, the bank's main clients belong to the age

group of 20-40 years, often self-employed persons, those
who choose the bank independently (monobank is not
engaged in corporate lending, maintenance of pension
accounts or salary projects of large enterprises). The
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monobank pricing model is extremely simple -
Privatbank's tariffs are reduced by 10-30%. This avoids
or reduces the number of offices, the utilities’ cost, a
large number of staff [13]. The research results also
indicated that the vast majority of respondents represent
Monobank not as a structure of JSC «Universal Bank»,
but as an independent digital bank.

There are fintech companies that provide transfer and
payment services in Ukraine, but their activity are small.
Monobank is more popular among young people, and
Privatbank is a national leader. Few people do not use
financial services at all (do not use either the elderly or
for religious reasons). The situation in the banking
market under the influence of technology causes two
trends - banking productivity increasing and rise of
return on invested capital while reducing the number of
employees in the industry. Of course, this will also apply
to other financial institutions. In general, this confirms
the conclusion of a study conducted by Thomas Picketti
that, except for a relatively short time in the twentieth
century, the rate of return on investment exceeds the
level of return on labor [14]. This conclusion is made in
more detail, but through the prism of artificial
intelligence, and in the study of Kai-Fu Lee [5].

R.Buht and R.Hicks in their research give other
views, which relate, on the contrary, job growth in most
areas of activity through the introduction of digital
technologies [15].

In our opinion, the number of people employed in the
financial sector will decline due to the introduction of
digital technologies, but this is more a short-term or
medium-term trend. Neither banks, nor insurance
companies, nor most other financial institutions will be
able to completely get rid of branches, even in the long
run.

The number of branches and employees will reach a
certain minimum level and stabilize. In addition, a new
demand for financial services is expected to appearance,
and more affluent customers will be served by people.
The trend when wealthy citizens prefer to do without
digital services, described by Nellie Bowles in a well-
known article Human Contact Is Now a Luxury Good.
The author emphasizes that in almost every type of
socio-economic activity (medicine, education, business
services etc.) there is a people layer who want to
communicate with human professionals, rather than with
their digital substitutes. The availability of digital
technologies and their relatively low cost (the cost
reducing process of both equipment and services is likely
to be continued for a long time). Undoubtedly, the use of
digital technologies no longer stresses a person status
[16].

Banks and other financial companies will be sure to
leave branches and individual employees for VIP
services. Those who have not adapted to the new
realities will also need physical care. Supervisors may
establish a list of services that financial institutions will
provide both online and offline to resolve potential

conflicts.

Competition in the financial sector will intensify and
digital technologies will play an important role in this.
The adoption of the EU Directive on payment services in
the domestic market (Payment Services Directive
2015/2366) introduced the concept of «open banking
[17]. The main content of this is the admission to the
payment services market of non-banking financial
companies, including fintech companies. «Open
bankingy is based on the possibility of third-party access
(their list is determined by law) to the bank customers’
accounts and clients’ data through the API (Application
Programming Interface). Such access can be used both
for the implementation of payment services (they are still
focused on) and for the development of new financial
services by non-banking financial institutions (the same
fintech companies). Banks essentially create their own
competitors by providing such access.

But consumers of financial services will receive
many benefits, including the improve security of
payments and money transfers, the reduction of
commissions, which will affect all participants in the
financial system, the receipt of new financial services.

The PSD2 directive was adopted in 2015, but
provided for a two-year implementation period and step-
by-step entry into force and came into force only in
September 2019. In Europe, banks are actively
developing and implementing the Open API to not only
meet PSD2 requirements, but to make money. The most
popular is the launch of the freemium API (free access to
accounts within the requirements of PSD2 with paid
access to information and services not covered by
PSD2). Most of payment institutions failed to implement
enhanced customer authentication (SCA) requirements
in a timely manner. This prompted the European
Banking Authority (EBA) to recommend postponing the
implementation of the SCA until 31 December 2020
[18].

According to the National Bank of Ukraine plans, the
implementation of PSD2 in Ukraine is scheduled for
completion in 2022 [19]. Today, implementation is
impossible due to outdated legislation.

Technology is evolving so rapidly, and its application
in business processes is becoming so profound that the
financial processes forecasting becomes very vague (the
idea of not being able to make objective forecasts at all
deserves the attention). It seems that there is a huge field
for speculation of a new type due to a combination of
rather complex financial instruments (for instance,
atypical derivatives with a complex structure) and digital
technologies, which are currently understood only by
narrow specialists (blockchain, artificial intelligence,
machine learning). At the same time, the speculative
component of financial markets, which is enormity
today, will grow, while the real (issue of securities for
project financing) will decrease. At present day, the most
significant is the dynamics of the first cryptocurrency -
bitcoin (Fig.3).
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Fig. 3. Dynamics of the bitcoin exchange rate versus the US dollar in 2016-2021

Source: generalized basing on [20]

The standard deviation of the series is 5283, and the
coefficient of variation of 83.56% indicates an extremely
high level of risk associated with the asset.

Cryptocurrency apologists and «crypto-optimists»
insist that bitcoin is money (although not controlled by
the state). From our point of view, a currency with such
fluctuations and complexity of application cannot
perform the basic functions of money such as a measure
of value and a means of payment. But it probably
performs the function of accumulation. It is more correct
to consider bitcoin and similar assets as virtual (digital)
goods. This is exactly the view presented in the first
reading of the Law of Ukraine 923-IX of September 29,
2020 «On Virtual Assets» adopted on December 2, 2020.
The Ministry of Digital Transformation of Ukraine, not
even the National Bank of Ukraine, has been designated
as the regulator of the virtual assets market [21]. The
growth of the market for virtual assets, including virtual
financial assets, cryptocurrencies and other quasi-money
(monetary surrogates) can be predicted with a high
probability. The risk is offset by extremely high potential
returns and there will always be investors who will
invest in virtual assets. The situation with bitcoin is an
indicator of investor interest in virtual assets.

Against the background of the COVID-19
coronavirus pandemic, there have been trends of
increasing money issuance by central banks, declining
interest rates and a collapse in many commodity
markets, in the tourism and hotel business, and in
passenger traffic. There is more «extra» money in the
world, which explains the surge in interest in bitcoin.

The state should limit speculation in the market, but
the main efforts need be aimed at protecting the interests
of pension funds depositors, life insurance companies,
time and current deposits. Investing in speculative assets
ought to be prohibited for institutions licensed for such
activities.

Failures of information systems related to the human
factor, especially in the field of public administration,
are a very important danger. The salaries of IT
professionals in the public sector are much lower than in
the private sector. In Ukraine, this difference is
extremely high. This creates a low quality of information
logistics, software and personal data protection. The

authors observed the investigation of a case where two
different people had one pension account (one of these
people is a pensioner and the other one is of non-
retirement age). The investigation was conducted by
three services (Pension Fund, Fiscal Service and
Employment Service) and did not reveal anything . The
result was obtained by the authors themselves by simple
physical verification of documents and facts. The series
of passports were different (AK and AM, which is very
similar in Ukrainian paper passports), and one person
refused to be assigned a taxpayer identification code for
religious reasons. Such situations occur periodically in
the public sector and most of them are due to low
qualifications of performers or low quality software.

The variety of risks posed by digital technology in
the financial sector is striking in both quantity and
possible consequences. The finances digitalization
process is ongoing, which means that both the number of
opportunities and the amount of risks will increase.

The state and representatives of the financial business
should form a partnership that will aim to form a stable
global system based on the following principles:

1. Accessibility - financial services should be available
to absolutely all inhabitants of the planet with the help of
today's information and communication technologies.

2. Fairness - discrimination in access to certain financial
services depending on a person's social status is
inadmissible. This will be achieved primarily through the
pricing policy of financial institutions.

3. Competitiveness - digital platforms ought to be
available to all participants as well as the software
necessary for conducting monetary transactions.

4. Monopolization of any financial services at the
national and global level is not allowed (except for the
issuance of money in the short and medium term).

5. Protection of personal data - financial institutions
must reach the consent of the individual to use his data
when conducting financial transactions or transferring
data to other financial institutions.

6. Control and regulation - only state control and
regulation can keep the global financial system from
complete chaos and thus protect the interests of
individuals and legal entities.
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4 Conclusion

Digital technologies are shaping a new financial
ecosystem. There have been increasing in the efficiency
and productivity of financial institutions both at the level
of the front office and at the level of the back office the
last 3-5 years. Customers have received many benefits
and conveniences, and internal business processes have
become much more optimal. But there are amount of
new risks and threats which do not attract as much
attention as the benefits of new digital technologies. The
increase in financial services consumers through mobile
and Internet technologies contributes to the growth of
financial institutions income, but is the reason for the
reduction of jobs in the industry. The article this is
illustrated by the banking system of Ukraine example -
income from commission activities and interest income
grew against the background of the continuing decline in
the number of banking institutions and employees in
recent years.

Very serious challenges for the new financial system
related to ensuring a high level of cybersecurity. The
banking system demonopolization in the area of
payments and remittances, provided for in the EU
Directive PSD2, will raise the level of competition in the
financial sector, but will lead to the emergence of a large
number of new small market participants. At the same
time in Ukraine in the field of funds and payments
transfer is dominated by commercial banks with their
payment services (Privat24, Monobank). The situation
will not change, at least in the medium term. But the
opening of the payment services market for non-bank
financial institutions (in particular, fintech companies)
may stimulate the emergence of a new type of fraud.

Use of blockchain technologies, data science,
machine learning and especially artificial intelligence,
show their effectiveness in many processes and
operations. But according to analysis result, these
technologies need further thorough research before they
are ready to enter the market in full. The volume of
financial speculation and outright fraud is growing (this
is clearly represented by the dynamics of the bitcoin
exchange rate versus the US dollar) with the
development of virtual assets. The idea of the
uncontrolled money functioning in the case of its
implementation can plunge the world into financial
chaos.

The link of state control and management in the

financial sphere is problematic, because the vast majority
of regulatory processes have already been digitized
(which led to the emergence of such terms as SupTech
and RegTech). At the same time, information technology
specialists in the public sector earn much less than in the
private sector. This is already affects the government
regulation quality in the financial sector.
The solution to the problems of digital finance future lies
only in the field of effective public-private cooperation,
which should be based on the principles of financial
services total accessibility, their fairness, fair
competition in financial business, ensuring maximum
protection of personal data and improving public
supervision and control over the financial institutions.
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Abstract. This paper explores the determinants of industry’s value added growth related to transition of
Ukrainian industrial policy from vertical to horizontal type in 2015. The method used is econometric
modelling through building multiple linear regression, where the real rates of value added growth from year
to year represent the dependent variable. As explanatory variables the real rates of capital investments,
structural changes, institutional indicators of regulatory quality and index of economic freedom as well as
dummy-variables denoting the periods associated with industrial policy transit were introduced into the
model. The main finding of the study is the revealed negative effect of horizontal industrial policy on
industrial sector productivity. Other results showed the significant contribution of capital investments
growth rates and government support’s share in the State budget expenditures. The included institutional
determinants as well as structural changes indicator didn’t play any significant role in providing of
industry’s value added growth. The results of modelling were used in recommendations for matrix

Policy

(combination of vertical and horizontal instruments) policy implementation in Ukraine.

1 Introduction

Industrial policy stands as one of the most important
tools in the field of creating a structurally balanced,
competitive economy, within which the latest
technological and institutional trends are implemented.
Adjustment of conceptual approaches and targets for its
development and implementation is called for, in the
light of the new challenges of the Industry 4.0, "green"
modernization and  inclusive  development in
transformational economies, integration processes in
Central and Eastern Europe and the growing numbers of
participants in international trade agreements. If the goal
of industrial policy in the XIX-XX centuries was to
create a strong industrial sector, at the present stage it is
adjusted to environmental, social, and institutional
aspects as the prerequisites for the implementation of
any technological solutions.

The signing of the Association Agreement between
Ukraine and the EU was also the basis for a revision of
the dominant — vertical (sectoral) — approach to the
selection of industrial policy instruments. EU member
states and other developed countries ensure a balance
between sectoral and horizontal means of supporting
industrial development, forming a so-called matrix
model of industrial policy.

In Ukraine as a result of the armed conflict in the
Donbas region depleting the economic potential of both
the temporarily occupied territories and the country as a
whole, and the introduction of the European integration

: Corresponding author: o.liakhovetz@gmail.com

vector of development, the share of sectoral support in
the state budget has been reduced. Such a "transition"
from the dirigiste model of industrial development
management, which, to some extent, led to the
oligarchizing of the Ukrainian economy, to the liberal
model, created an additional "shock" in the domestic
market which has led to a significant decline in
conditions of COVID-19 pandemic. In mining and
quarrying industry, the volumes of production fell by 4.2
(I quarter), by 8.7 (Il quarter), and by 0.8% (III quarter)
in 2020; in manufacturing the indicator fell respectively
by 4.3, 14.7, and 5.6%.

Domestic industry, left alone with outdated fixed
assets, products that do not meet international standards
(in particular — European), import dependence, loss of
the Russian market, critical lack of investment and credit
resources etc., responded with a significant drop in
production, reduced numbers of enterprises and outflow
of investment and labor, negatively affecting the growth
rates of the economy.

Hence, the assessment of the possible impact of state
support for industrial development in Ukraine is
especially relevant, to offset the negative effects of a
market economy, as well as the impact of other factors —
economic, institutional, and political, which will adjust
the course of industrial policy to accelerate economic
growth of the industrial sector. This constitutes the goal
of this research.

1.1 Literature review

in

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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The state industrial policy is developed for negating
negative and exploiting positive externalities of a market
in the conditions of certain restrictions, namely:

1) lack of information, which is manifested in the
inability to accurately identify industries, sectors or
activities that are significantly affected by externalities,
and therefore does not allow to fully compensate for
their negative impact;

2) political commitment, through which the
governing bodies cannot resist lobbying and rent
orientation in order to prevent the transformation of
industrial policy into tools for rent transfer to related
insiders.

These factors determine the ineffectiveness of
institutional mechanisms for modernization of the
industrial sector, including direct state support.
Mathematically, this will be reflected in the feedback
between sectoral aid and the growth rate of productivity
of the industrial sector [1], which can be represented as:

gi=vysite, (D
where g; is a variable that indicates the efficiency of the
sector, for example, productivity; s; — government

intervention as a sectoral policy; y — parameter that
represent the success of industrial policy; € — model
error.

The success of an industrial policy will be manifested
in the sign of the coefficient y: if it is greater than zero,
the policy is effective, if less, then vice versa. The
theoretical generalization developed by D. Rodrik [1]
demonstrates that, in fact, the policy will always be
ineffective. Considering a simple model (2):

g =01-6) 4, @

where A — productivity growth rate; 6; — the extent of
market failure, D. Rodrik mathematically confirms that
the impact of government support will always have a
negative sign of the relevant parameter, so the
relationship between government aid and productivity
growth is negative in the model, which assumes that the
government pursues only public interests — maximizing
the growth of productivity of industries. Even if a state
applies the optimal level of subsidies and other
assistance, it cannot fully eliminate all market failures,
so vy <0. This becomes the basis for legislative regulation
of the extent of government intervention. Based on this,
regardless of whose interests a state pursues, the policy
of intervention will bring a negative result.
Determination of the effectiveness of state
mechanisms in support of the industrial sector is
reflected in a set of econometric models by R. Beason,
D. E. Weinstein [2]; C. Criscuolo, R. Martin, H.G.
Overman, J. Van Reenen [3]; A.O. Krueger, B. Tuncer
[4]; R.Z. Lawrence, D.E. Weinstein [5]; J.-W. Lee [6];
R. Stollinger et al. [7]; J. Wang [8]; H.-Y. Joo, H. Suh
[9]; J. Chen, L. Xie [10]; Y. Higuchi, G. Shimada [11].
Despite the existing discourse in the economic scientific
community about the essence of industrial policy, its
tools and their effectiveness, empirical research using
statistical and economic modeling is quite small.
However, some results were obtained from the analysis
of developed countries — EU member states, Japan,

Turkey, and the Republic of Korea.

R.Z. Lawrence, D.E. Weinstein [5] tested a popular
hypothesis that state protectionism in Japan has
increased the competitiveness of manufacturing
companies at the global level by building an econometric
model of the impact of industrial policy on the overall
productivity of the industrial sector. The model included
variables such as the level of technological
backwardness, cumulative growth rates in industries
since 1960 as effects of "learning-by-doing", R&D
expenditures, the share of imports in domestic
consumption, the share of exports in total intake, the
level of tariff protection and individual industrial policy
measures. The simulation results refuted the hypothesis
of the usefulness of state protectionism. On the contrary,
the stimulating role of imports to increase the
competitiveness of domestic producers was proved,
especially in the period 1964-1973, which led the
authors to conclude the beneficial nature of the liberal
model for the Japanese economy.

A.O. Krueger, B. Tuncer [4] assessed the dependence
of the growth rate of industrial sector output (emerging
industries) on the growth rate of state protectionism in
Turkey, in particular, in the framework of tariff policy.
They’ve built an econometric model of the dependence
of these variables, considering the cost function of the
industrial sector. The main assumption was that effective
government support should have resulted in lower
production costs per unit of output. As a result, it turned
out that in the protected industries there was no increase
in productivity per unit of output to give the justification
for such state protection. However, researchers
suggested that the reason may lie in the inappropriate
incentives structure.

Based on the correlation analysis, a negative
relationship between the types of government support
and the growth rate of production in Japan was found by
R. Beason, D. E. Weinstein [2] in different periods from
1955 to 1990. Researchers also built a linear function of
industrial policy’s influence on the productivity of the
industrial sector (3):

¥, = {L(DTAX) L(DJDB), L(DSUB), L(DTAR),
L(TAR), L(NTB)), 3)

where L(°) is the lag field of policy of variables; DTAX —
tax relief variable; DJDB — Japan Development Bank
loans variable; DSUB — subsidies variable; DTAR — the
difference between the sectoral tariff rate and the
average tariff rate; TAR — effective rate of protection in
the sector; NTB — the percentage of subsectors within a
given sector covered by quotas.

As a result, it was concluded that state support in
Japan was not directed to high-tech sectors, seemingly
due to the erroneousness of government decisions in the
choice of priority areas of development, and such
support did not lead to productivity growth in the studied
areas.

J.-W. Lee [6] studied the impact of state industrial
policy on productivity growth in the Republic of Korea's
industrial sector. The empirical results of econometric
modeling, which evaluated the effectiveness of measures
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such as non-tariff barriers, customs tariffs, tax incentives
and credit incentives, disprove the popular notion of the
success of government intervention in the Korean
economy. Empirical results have failed to confirm any
positive effect of government interventions on labor
productivity. Some positive effects were achieved only
through tax privileges. As a result, the author believes
that the Republic of Korea's success would be more
significant without government intervention.

Other scholars, J. Chen & L. Xie [10] considering the
predominantly sectoral approach to industrial policy in
China tested the correlation between the policy measures
and industrial performance from 2003 to 2015 on several
regression models (including explanatory variables of
capital, population, the level of informatization, transport
level, human capital level, opening-up level, and the
extent of government intervention). They concluded that
sectoral industrial policy was the main locomotive of
development in industrial sector in spite of extension of
horizontal (functional) instruments in recent years.

In the context of the EU member states, researchers
R. Stollinger et al. [7] determined the impact of different
types of state aid provided to EU countries on export-
oriented sectors of the processing industry, using three-
stage regression. Among the types of assistance were
considered the following: state subsidies for
environmental protection, aid for R&D, regional
development,  assistance to  strategic  sectors
(shipbuilding, steel, aviation, etc.) and other types of
horizontal support. To make the results more valid,
government efficiency indicators (to control the quality
of institutions), the share of wages in value added (as an
indirect indicator of competitiveness), and the weighted
import tariff rate (as an indicator of trade protection)
were added to the model. The simulation results revealed
that the only significant type of state support could be
the expenditures on the internationalization of
production, which should occur along with the
improvement of governance efficiency. Thus, for some
countries with a very low level of public administration
efficiency, such assistance may be counterproductive.
However, there is a group of countries with a high share
of exports, but with a low level of government
efficiency, so, depending on the institutional conditions,
different strategies can be applied to increase exports.
Overall, both in terms of value added and in terms of
growth, sectoral processing aid in the EU has not yielded
any significant results.

More recent studies allow estimating the
performance and configuration of government support
for industrial sector by innovation-driving, employment-
increasing, and environmental-protecting measures.

The comparison between Singapore and Hong Kong
industrial policies and forms of government intervention
into innovative activities in the research of J. Wang [8]
suggested that stronger state presence on the market
leaded big companies to a significant progress in
innovative development while some horizontal measures
in Hong Kong became the base for some innovations
emerging from small and medium business. However, in
general innovative development in Hong Kong was
slowing down. The author tested the hypotheses using

the negative binomial regression for industries in
Singapore and Hong Kong. The approach was based on
the accounting of the quantity of patents issued by each
country. The conclusion was to strengthen the
government intervention to stimulate innovative
industrial development.

The environmental issues of industrial exporting
small & medium companies in Korea and China were
studied by H.-Y. Joo and H. Suh [9]. The scholars used
the distinction of market, environmental and export
performance between the companies as dependent
variables to reveal the mediating effects of different
countries in the relationship between government
support and company performances. As the result, the
assistance for introduction of eco-innovations has
become the most significant outcome of the
interventions.

Y. Higuchi and G. Shimada [11] discussed the
controversy of interventionist policy on the examples of
Asian and African states. The have widely analyzed the
employment in industrial and other economic sectors
over years. The model of decomposition of gross
domestic product (GDP) per capita ensured the
perspective of “training-infrastructure-finance” (TIF)
strategy of government intervention in industrial
production sphere in African countries in order to set up
the high rates of industrial productivity growth. Thus the
combination of horizontal (training and infrastructure
development) and vertical (direct financing) measures
would provide the comparative advantages over Asian
countries in the labor-intensive industries.

A team of EU researchers led by C. Criscuolo [3] has
found a positive contribution between the regional
selective support in European countries and the job
growth, considering that only some regions of the EU are
eligible for such assistance. The greatest effect was
observed for small enterprises, while for the large ones it
was insignificant. The following econometric model (4)
was evaluated:

Vit = MNGE,; + Nt Tt Vi, @

where NGE,; — Net Grant Equivalent, which is the key
policy variable and is defined as the maximum
investment subsidy available in ward area 7 in year ¢ and
ranges from 0 to 35 percent; ., — employment; 1, — area
fixes effect; 1, — time dummies; v, , — error.

The modelling revealed that the program reduced
unemployment and increased employment in the
manufacturing industry, but no impact on productivity
was found. This gives grounds to consider the model of
effectiveness of state support for industrial
modernization in Ukraine, which includes both direct
expenditures on sectoral development and the
expenditures on R&D in relevant sectors, as well as the
implementation of strategies for the development of the
industrial sector.

1.2 Data and methodology
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Since the growth of the industrial sector makes a direct
contribution to the economic growth in general, it is
necessary to assess whether the state budget
expenditures for the restructuring of the industrial sector
and its modernization are productive. The share of public
expenditures to support the industrial sector in total state
budget expenditures is presented in Fig. 1.

6

3
0 II Il I Il I I. Il

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

ES

B The share of expenditures to support industry in the total expenditures of the State Budget of
Ulkaaine, %
B The share of direct financing of industrial enterprises in the totall expenditures of the State
Budget of Ukraine, %
Fig. 1. The share of expenditures of the State budget of
Ukraine on support for the industrial sector in 2000-2019, %

Modernization transformations and growth of gross
value added in the industrial sector cannot be carried out
without a corresponding inflow of capital investments.
To stimulate economic growth in the sector, the
dynamics of the growth of the latter must be positive.
Empirical data for Ukraine in 2002-2018 indicates the
connection between these two indicators (Fig. 2). The
coefficient of correlation is equal to 0.77, which
confirms a strong relationship between the variables.

In addition, as an important component of the impact
on the productivity of the industrial sector can be
considered its natural and stimulated restructuring,
which, as mentioned above, should go from low to high
value added activities
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Fig. 2. Real growth in value added of industrial sector and
capital investments, %, 2002-2018

Taking into account the model of endogenous
economic growth proposed by B. Buhm and L.F. Punzo
[12], in which structural shifts are the key factor, the
inclusion of this factor in the econometric model will
reveal the extent of the impact of structural adjustment
of the industrial sector on its growth rate. The
measurement of structural changes was carried out by
determining the quadratic coefficients of structural
changes (up to the previous year) (Fig. 3), calculated
according to the tables "Input-output" in basic prices for
the period 2001-2018.
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Fig. 3. Quadratic coefficient of structural changes in the
industrial sector (chain), 2002-2018

The quadratic coefficient shows how many
percentage points, on average, the industrial activities’
shares deviate from each other. During the researched
period. In order to ensure statistical homogeneity and
comparability, the indicators of gross value added in
different years were aggregated. Thus, in 2012-2018, the
production of chemicals and chemical products, basic
pharmaceutical products and pharmaceuticals and rubber
and plastic products were combined into the chemical
industry to meet the indicators of 2001-2011.

The dynamics of the quadratic coefficient of
structural changes indicates a significant impact of the
crisis of 2008-2009 on the change in the structure of
industrial production. There was a reduction in the share
of the extractive industry in GDP from 6.6% in 2008 to
5.1% in 2009. The share of the food industry increased
(from 4.9 to 6.5%, respectively), which is a characteristic
of economic stagnation, when the reduction of industrial
production calls for less raw materials and investment
goods, and more consumer goods part becomes more
significant. In fact, the volumes of gross value added of
metallurgy decreased by two times (from 5.3% to 2.5%).
Significant changes also took place in 2012, when the
next phase of the decline in industrial production took
place. If in 2011 the mining industry reached 7.8% of
GDP, in 2012 its share decreased to 6.5%, while
metallurgical production increased from 1.6 to 2.3% of
GDP. As for the processing industry, most of the
activities producing consumer goods (food production,
textile production, wood, and paper production), as well
as mechanical engineering products, collectively reduced
their shares in GDP. In 2016-2018, low growth rates of
gross value added (GVA) in the industrial sector were
accompanied by weak structural changes, as evidenced
by the low values of the coefficients.

In total, for the studied period from 2002 to 2018, the
coefficient of structural changes was 1.52, which
indicates a significant structural adjustment of industrial
production for the studied period. The share of the
extractive industry in GDP increased by 2%, but, in
addition to the production of furniture and other
products, repair and installation of machinery and
equipment, in virtually all branches of the processing
industry there was a reduction in the share of GDP.
Metallurgical production and production of metal
products (4% of GDP), mechanical engineering (2%),
food industry (1.8%), chemical industry (1.1%), textile
production (0.3%), etc. suffered the most. The change in
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structure could not but affect the growth potential of the
industrial sector.

It is expedient to assess the effectiveness of the state
policy of sectoral and horizontal support of the industrial
sector in the context of a specific institutional
environment. As D. North pointed out, institutions
provide the incentive structure of human interaction [13].
Together, such motives constitute a set of motivational
levers that ensure the effective transfer of impulses from
the state and the institutional environment to the market
agents and encourage them to develop and, in this case,
to achieve the goals of industrial modernization. To take
them into account, indicators were selected that satisfy
two conditions: 1) the availability of data for the
researched period; 2) quantitative reflection of the most
significant features of the institutional environment of
modernization of the industrial sector.

In the view of the aforementioned, the Index of
Economic Freedom (assessed by the Heritage
Foundation) was chosen measured on the basis of 12
quantitative and qualitative factors grouped into four
categories ("pillars" of economic freedom): 1) rule of
law, property rights, state integrity, judicial
effectiveness); 2) the amount of government intervention
(government spending, tax burden, fiscal health); 3)
regulatory effectiveness (freedom of enterprise, freedom
of labor, monetary freedom); 4) open market (freedom of
trade, freedom of investment and financial freedom)
[14]. Each of the components is given the same weight
in the scoring, so the deterioration of one of the
indicators causes symmetrical changes in the indicator
itself. The range of components of the institutional
environment covered by this indicator is wide, which
allows to reduce the number of input variables.

Another indicator, which is not fully reflected in the
Index of Economic Freedom, but, nevertheless, has a
significant impact on the activities of the industrial
sector, is the Regulatory Quality measured by the World
Bank [15].

Considering the characteristics of basic institutions in
this model does not seem possible because they are low-
dynamic and difficult to quantify.

An important step of the modeling process is to take
into account the fundamental change in state policy on
industrial development after the signing of the
Association Agreement between Ukraine and the EU.
The Agreement, first of all, requires compliance with
new principles in implementing state economic policy,
namely shifting emphasis from sectoral to horizontal
support, affecting the structure and volume of state
funding for industrial development. For this purpose, we
use two dummy variables: first take into consideration
the industrial policy for 2005-2014 years (equals 1 these
years, and 0 in others); second represents the industrial
policy for 2015-2018 years (equals 1 these years, and 0
in others). The modeling also assumes that the influence
of factors is manifested in the same time period in which
there is a certain rate of growth of GVA in the industrial
sector.

The initial array of data for model development for
Ukraine is presented in B Table 1.

Table 1. Initial data for modelling

gi* PS; CI; SG; EF; QL;

2002 | 11.8 5.54 6 0.13 | 48.2 | 30.1

2003 | 11.6 637 | 246 | 0.15 | 51.1 | 30.1

2004 | 13.5 5.98 249 | 047 | 53.7 | 3941

2005 0.8 3.54 4.1 0.48 | 55.8 | 32.35

2006 9.3 3.54 153 | 032 | 544 | 31.86

2007 8.6 3.54 27 038 | 51.5 | 36.41

2008 | 3.3 330 | 053 | 0.69 51 33.01

2009 | J19.1 | 093 | 0324 | 1.06 | 48.8 | 32.06

2010 8.0 0.54 9.5 | 0.81 | 46.4 | 33.97

2011 5.1 3.34 24.6 | 041 | 458 | 29.86

2012 1.5 3.60 7.3 0.62 | 46.1 | 29.86

2013 7.7 3.60 9.1 0.41 | 46.3 | 30.33

2014 109 | 2.21 25.7| 0.48 | 493 | 29.33

2015 14.8 | 0.33 199 0.18 | 469 | 29.81

2016 23 0.63 18.7 | 0.27 | 46.8 | 36.06

2017 1.4 0.51 23.4 | 0.19 | 48.1 | 40.38

2018 1.5 0.65 222 | 0.16 | 51.9 | 40.87

* g —real growth rate of industrial sector value added, %; PS —
share of governmental support of industry in the state budget
total expenditures, %; CI — real growth rate of capital
investments in industrial sector, %; SC — structural changes in
industrial sector, units; EF — Index of Economic Freedom,
points; QL — quality of legislation, point; i — relevant year.

As the result we estimate the following multiple
linear regression (5):

gi=a+t b1 PS; + b,CI + bsSC; + b4EF; + bsQLi +
+A1D1i + A2Doi + &, 5)

where D1, D, — dummy variables which splitting up the
industrial policy into periods of 2005-2014 and 2015-
2018 years; a, A1, A, bi...bs — regression coefficients; &
— error; i — year.

Given that the factor values are different, the data
were standardized, and the model was evaluated in the
standardized form (6):

Hg) = a+ Pit(PS) + Pot(CL) + B3t(SC) + Pat(EF; )+
+ Bst(QL)+K 1Dy + KoDoi + u; (6)

where #(*) are relevant standardized variable, o, PBi...[3s,
K, K; are coefficients of standardized regression.

Let us specify, that the dummy variables were not
standardized that is why the model still has an intercept
a. Standardized data are presented in Table 2.

Table 2. Standardized data for modelling

gi PS; CI; SG; EF; QL;
2002 | 11 14 | -004 | -1.1 | -04 | -08
2003 | 11 1.8 09 | -1.1 | 05 | -0.8
2004 | 13 1.6 1.0 0.2 1.3 1.6
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2005 1 0.0 04 | 01 | 02 | 20 | -02
2006 | 0.9 0.4 04 | 04 | 15 | 04
2007 1 0.8 0.4 1.1 | 02| 06 | 0.8
2008 | 0.4 02 | 06 | 1.0 | 05 | -0.1
2009 | 2 1.0 | 21 | 25 | 02| -03
2010 | o7 11 | 09 | 15 | -10 | 02
20111 04 0.3 09 | 00 | -1.2 | -09
2012 o3 0.4 00 | 08 | -1.1 | -09
20131 0.9 0.4 0.1 00 | -1.0 | -07
20141 42 03 | -1.7 | 02 | -01 | -1.0
2015 16 13 | -14 | -1.0 | -0.8 | -09

2016 | 0.1 -1.1 06 | 06 | 09| 07
20171 0.0 -1.2 09 | 09 | -05 1.8
2018 | 0.1 -1.1 08 | -1.0 | 0.7 1.9

2 Main findings of the study

2.1. Interpretation of the model results

Using method of least squares we suggest the following
estimations of standardized multiple linear regression

(7):
t(gi) = 2.35 - 1.33-¢(PS;) + 1.03-¢t(CL;) — 0.28-¢(SC;) +
+0.21-4(EF;) — 0.13-¢(QL)) — 2.17-Dy; — 4.54-D2, (7)

Statistical estimations of the coefficients and quality
of the model are presented in Tables 3, 4, and 5.

Table 3. Regression statistics

Multiple R 0.93095
R? 0.86667
Adjusted R? 0.76296
Standard Error 0.48686
Observations 17

Table 4. Analysis of variance

Source of |df| Sumof | MS F |Significance F
Error Squares
Regression | 7 | 13.87 1.98 | 8.36 0.0025
Residual 9 2.13 0.24
Total 16 16
“—"no data
Table 5. Parameters estimation
Coefficients| Standard | t Stat P-value
Error
Intercept 2.346 0.708 3.3145 0.0090
1(PS,) 11.334 0.529 [12.5240 | 0.0326
1(CIt) 1.033 0.312 3.3110 | 0.0091
1(SC)) 70.280 0.292 10.9591 | 0.3626
{(EF,) 0.210 0.190 1.1050 | 0.2978
1(OL,) 0.126 0.307 70.4119 | 0.6900
(Dy) 2.173 0.748 [12.9067 | 0.0174
t(Ds) 14.536 1.287 [13.5245 | 0.0065

Statistical estimations of the coefficients and quality
of the model give grounds to confirm the theoretical
calculations of D. Rodrick on the negative impact of
state support on the productivity of the industrial sector.
Together with the real growth of capital investment and
the type of policy, this factor turned out to be significant,
and the model as a whole was adequate. The coefficients
of the model (except for those near the dichotomous
variables) show on how many standard deviations o will
the rate of GVA growth of the industrial sector g
increase if the explanatory variable increases by one
standard deviation o,. Budget expenditures for various
purposes to ensure the development of the industrial
sector with an increase of one sigma (2%) cause a
reduction in the growth rate of GVA in the industrial
sector by 1.33 sigma (or 12.8%). In turn, capital
investment, increasing by one sigma (by 19.1%), causes
an increase in growth by 1.03 sigma (by 9.9%).

In the model (7), the coefficients for the variable
structural shifts and institutional factors were statistically
insignificant.

Within the sample, structural shifts had negative
effects on the growth of the industrial sector, which may
indirectly indicate the destructive nature of such
structural changes. The index of economic freedom, in
turn, as a reflection of the institutional environment of
the economy, has a positive effect on the growth of the
industrial sector. And the low quality of the Ukrainian
legal framework governing the economic activity of the
industrial sector has forced Ukrainian businesses to
adapt and develop their own mechanisms of life in the
current environment, so a slight improvement in the
legal framework, which reduced protectionism and
decreased sectoral subsidies, together with the
incompletion of deregulation and judicial reforms, had a
negative impact.

Binary variables, which denote the implementation of
elements of sectoral or horizontal industrial policy,
demonstrate their negative impact on the growth of the
sector. However, the negative impact of the 2005-2014
policy reduces the value of the standardized variable of
the growth rate of GVA in the industrial sector by 2.17
units, which still leads to its positive values in general

(7):

a—K;=235-217=0.18. %)

In turn, the policy of 2015-2018, which is
characterized by a sharp reduction in government
support, with the elimination of the impact of other
variables, causes a significant decline in the growth rate
of gross value added:

a—K>=235-454=-2.19. 8)

This is somewhat at odds with the inverse relationship
between the growth of government support and the gross
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value added of the industrial sector. The solution to this
contradiction lies in the plane of structural changes in the
course of modernization: the allocation of resources to
support medium- and high-tech activities, rather than
traditional, stagnant industries, can change the results of
modeling. Hence the thesis of the need for state support,
which, although not able to eliminate all the "failures",
can stimulate the modernization of the industrial sector
through reasonable intervention.

2.2 Policy recommendations

The obtained results show the necessity of revision the
conceptual base for industrial policy in Ukraine
especially in terms of introduction of new Ministry on
Issues of Strategic Industries of Ukraine. Its major
designation is promoting the development of high-tech
sectors of manufacturing.

The provision of optimal proportion between
horizontal and vertical measures of matrix industrial
policy should be ensured considering:

- historical background to neutralize market shocks
while changing the paradigm of economic policy;

- business readiness and level of competitiveness to
keep it in reforms;

- economic expediency, in particular, in considering
old low-value-added economic activities for support;

- institutional and budget capabilities, which
influence the speed of reforms;

- determination of sunrise industries of medium- and
high-tech levels and their specific needs;

- careful selection of policy instruments to maintain their
congruency to goals of industrial development.

3 Conclusions

Thus, the empirical analysis of the model allowed us to
confirm the theoretical assumptions about the
impossibility of full compensation for the distortion of
market mechanisms through government support, as well
as the importance of capital investment and changes in
industrial policy. It was also found that the structure of
state support and its scope should be revised to improve
the effectiveness of horizontal instruments. In the
environment of weak institutions of Ukraine, the
instruments of horizontal policy most likely are less
effective than sectoral policy measures. The
implementation of selective instruments is limited in
terms of international agreements on Association with
EU or WTO. Thus, Ukraine should construct the
configuration of its mixed vertical-horizontal model of
industrial policy in order to achieve the maximum
economic effect (increasing the growth rate of gross
value added to state resources, increasing the share of
exports of medium and high-tech products, and wages in
the industrial sector).
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Abstract. The article is devoted to the problem’s research of cybercrimes at the enterprise and the efficient
methods of its solvation. The main trends of the cybercrime’s development in the national and the global
scope are defined. The analysis of the normative-legal acts on cybercrime is made. The main risks of
cyberthreats before the illegal alienation of the enterprise assets are determined. The specific peculiarities of
cybercrimes in the information technologies of enterprises accounting are revealed, the main ones of which
are: cyberspace, the anonymity, harmful program products, the electronic (digital) track. The practicability
of the internal audit use for the system opposition to cybercrimes at the enterprise is grounded. The main
competences of the internal audit employees for the efficient work in the cyberspace of the enterprise are
formulated. The recommendations, concerning rules of behavior for the employees in the cyberspace, are
elaborated. The method of the internal audit is improved by the additional involvement of the modern ways
of watching the electronic (digital) tracks of ill-intentioned persons in the cyberspace of the enterprise. The
order of the juridical registration, concerning the methods use of watching the electronic (digital) track in

practice of the internal audit at theenterprise, is offered.

1 Introduction

The rapid development of information technologies and
their spreading practically in all spheres of the social-
economic life of any country have become the main
trend of the humankind development at the beginning of
XXI century. The mentioned development caused the
digital transformation of the processes, connected with
collection, storage, processing and widening of
information. The following advantages of digitalization
have become undeniable for business: the increase of
speed and transparency of business-processes; the
growth of labor productivity; the reduction of costs on
work with information; the transition from the paper
documents to the electronic ones; processing of the data
great volume; synchronization of information flows;
acceleration of the managerial decisions-taking and
others. In spite of the advantages, the new technologies
are used to commit crimes, to inflame hatred, to falsify
information and to interfere in private life [1]. According
to the data of the World Economic Forum report, the
cyberattacks belong to the five main dangers, threatening
to the mankind so, as the natural disasters and the
climate changes [2]. The cybercrimes, which main
purpose is the expropriation of property (including the
robbery of assets from the bank accounts) from their
owners, are of special danger. According to the
investigations data of McAfee and the Center of
Strategic and International Research (CSIS), the world
economy has lost more than 1 trillion of USA dollars in
2020 due to the hacker attacks [3].

The information technologies of
accounting are significantly popular

enterprises
among the
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cybercriminals, namely: “SAP R3”, “BAS”, “OneBox”,
“MS Dynamics”, “Perfectum”, “IT-Enterprise”, “1 S:
Enterprise 8, “Parus 8” and the programs on the distant
control of the enterprises bank account. The reason of
such liking is the concentration of information on the
available assets of the enterprise in the accounting, the
possibility of manipulations with the accounting
documents for their alienation, the distant access of
employees to the accounting programs (especially actual
in the period of COVID-19 pandemic) and others.

The objective necessity in protection of its assets
appears for the enterprise’s management with the
purpose of avoiding the losses from cybercriminals. The
most practicable method of such protection is the
organization of the internal audit’s service operation in
the structure of the enterprise. However, the specificity
of the struggle with the principally new cybercriminality
requires the definite innovations for the traditional
methods of the internal audit, which will correspond to
the modern provocations of swindling in the cyberspace
of the enterprise.

The problem of the internal audit is presented in the
modern scientific literature by the wide interest of
scientists. The analysis of the latest sources and
publications on this problem allow select the main works
results of the leading scientists. Thus, P. Rosati, F.
Gogolin ta T. Lynn [4] confirm, that the incidents with
the cybersecurity affect the quality reduction of the
financial reporting’s audit. G. D'Onza, G. Sarens and S.
DeSimone [5] determined, that the management
system’s maturity of risks depended on the development
of the internal audit functions. J. Christopher [6]
researched the negative consequences for the functioning

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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of the internal audit from its role’s manipulation by the
enterprise’s Board and higher leadership. M. N. Ivanova
and A. Prencipe [7] examine the influence’s
(swindling’s) components of the companies’ higher
administration on the audit remuneration. JR. Cohen, JR.
Joe, JC. Thibodeau and GM. Trompeter [8] reveal the
problem essence of the internal control, according to the
audits of the financial reporting, being the subject of the
intensive learning by the Council on Supervision of
Public Company Accounting. N. Betti and G. Sarens [9]
made the analysis of the internal audit’s function
development in the digitalized business environment.
The obtained analysis showed, that the digitalized
business environment influenced the functions of the
internal audit from the three aspects: 1) the flexibility of
the internal audit planning and the necessary knowledge
will increase, but the risks of the information
technologies will gain the great importance, especially
the threats of cybersecurity; 2) the higher demand on the
consultation measures, being performed by the internal
auditors; 3) the digitalization modifies the work practice
of the internal auditors in their everyday tasks. The new
technologies, such as the tools of the data analysis, are
gradually introduced into the departments of the internal
audit, but the digital skills are considered to be the
important asset. Y. Chen, B. Lin, LZ. Lu and GG. Zhou
[10] proved the existence of the quality influence of the
internal audit functions on the efficiency increase of the
firm operation. The authors demonstrate that the
competence of the internal audit makes the operational
efficiency of the firm better, but the interrelation
between the independence of the internal audit and the
operational efficiency of the firm is insignificant. D.
Weekes-Marshall [11] investigated the role of the
internal audit in the process of risks management of the
countries, being developed. T. Bondarenko, R. Dutchak,
O. Kondratiuk, O. Rudenko, A. Shaikan and E.
Shubenko [12] grounded the perspective reality of the
internal audit for the solvation of conflicts in accounting
of the enterprise with the help of the tools of the artificial
intellect (artificial neuron networks and machine
training). Yu. M. Popivnyak [13] revealed the
identification methods of cyberthreats in the sphere of
the accounting information’s use and defined the means
of its protection from stealing, damaging or loss in the
cyberspace. L. P. Polovenko with S.V. Merinova [14]
analyzed the instruments of the social character and
offered the operating mechanisms, giving the
opportunity to watch and to reveal the indications of the
social engineering operatively at the early stages,
warning of cyberthreats at the enterprise and opposing to
the social hackering. L. Smidt, A. Ahmi, L. Steenkamp,
D. P. and D. Lubbe [15] made the estimation of the
generalized software’s maturity level for the fulfillment
of the internal audit functions. They determined that the
internal audit in the whole world is still at the relatively
low level of development, in spite of the intensified
introduction of information technologies and the
generation of the great data in the organizations.

The conducted analysis allows come to the
conclusion, that the problem of the internal audit of
cybercrimes in the information technologies of

enterprises accounting has no any system research. Some
fragments investigations of the presented topic are met in
the scientific literature: the internal audit, cybersecurity,
information technologies and others. The traditional
methods of the internal audit do not correspond to the
modern specificity of cybercrimes. That’s why the
absence of the internal audit’s system approach to
overcome the problem of cybercrimes at the enterprise is
left to be the unsolved part of the lined problem.

The aim of the presented article is to research the
nature of the cybercrime phenomenon in information
technologies of accounting and to elaborate the
theoretical-methodic principles of the internal audit for
the improvement of enterprises cybersecurity.

In order to achieve the set aim, the methods of the
research, which basis is the dialectical method of
cognition (knowledge), is used in the article. At the same
time, the following scientific methods are additionally
used in the research, namely: the historical one — at
studying the trends of cybercriminality; the analysis — at
the research of cybercrime components, information
technologies of accounting and the process of the
internal audit; the synthesis - at studying the indications
and the ways of cybercrime at the enterprise, new
competences of the employees and new methods of the
internal audit; the abstracting — at the formation of the
internal audit’s new tasks; the induction — at the
influence’s definition of some cyberthreats on the
general level of the enterprise’s cybersecurity; the
deduction — at the research of connection between the
complex of the internal audit measures with the
demonstrations of cybercriminality; the explanation — at
the revealing of the cybercrime essence in information
technologies of accounting; the classification — at the
types’ definition of the fixation methods (programs) of
electronic (digital) tracks; the systematization — at the
regulation of the enterprise’s cybersecurity components;
the concretization — at the determination of the
cybercrime’s commitment methods; the generalization —
at the formation of documents for the juridical fixation
of the behavior rules for the personnel in the cyberspace
of the enterprise and the fixation methods use of the
electronic (digital) tracks in practice of the enterprise’s
internal audit.

2 Presentation of the main research
material

The auditor company ‘“PricewaterhouseCoopers”
published the report on “World Research of Economic
Crimes and Swindling of 2020: Questioning Results of
Ukrainian Companies” in 2020. According to the data of
this report, it’s determined that 51% of the Ukrainian
organizations had suffered from the swindling cases
during the last 24 months. This indicator is higher than
the average one in the world (47%) and it grew,
compared with 48% in 2018. More than 1/3 of the
respondents in Ukraine have suffered from 2-5 incidents
of swindling for the last 24 months. The main subjects
of swindling essentially in the Ukrainian organizations
have become: the employee of the organization — 25%,
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the third side — 41%, the conspiracy between the
employee and the third side — 25%. The Ukrainian
respondents answered the question: “What was the
approximate sum of your organization’s direct losses
from swindling during the last 24 months?” in the
following way: 38% - less than 50 000 USA dollars,
13% - 50 000 - < 100 000 USA dollars, 13% - 100 000 -
< 1 mIn.USA dollars and 9% - 1 mln.USA dollars or
more. However, only 59% of the Ukrainian
organizations made the investigation of their worst case
of swindling.

According to the data of the conducted research by
“PricewaterhouseCoopers”, cybercrimes occupy the
fourth place among the TOP-5 ones from the most
widely-spread types of economic crimes: 31% of the
organizations in Ukraine suffered from them; 16% of the
Ukrainian respondents are not only waiting for their
cyberattacks at their organizations in the next two years,
but they are convinced that the cyberattacks will be the
most significant for their organization from the view-
point of financial losses or the other consequences.
Besides, the most part of the organizations in Ukraine is
not ready enough for cyberattacks, only every third part
of organizations in Ukraine has the program of
cybersecurity [16].

The Article 8 of the Convention on Cybercriminality
from 23.11.2001, which was ratified with the warnings
and the statements by the Law of Ukraine “On
Ratification of Convention on Cybercriminality” from
07.09.2005 Ne 2824-1V foresees that the criminal
responsibility in relation to the internal legislation of the
state is established for the premeditated committal,
without any right for it, of the actions, resulting in the
property loss of the other person by the following:

a) any introduction, change, destruction or
concealment of computer data,

b) any interference into the functioning of the
computer system,
gaining the economic advantages for themselves or
another person, without any right for it, with the
swindling or unfair purpose.

According to p. 8 of the Art.1 of the Law of Ukraine
“On Main Principles of Cyber-Security Ensuring in
Ukraine” from 5.10.2017 Ne 2163-VIII, the cybercrime
(computer crime) — is the socially dangerous guilty
action in the cyberspace and/or with its use, the
responsibility for which is foreseen by the Law of
Ukraine on Criminal Responsibility and/or which is
recognized to be the crime by the international treaties of
Ukraine.

The Criminal Code of Ukraine from 5.04.2001 Ne
2341-1II (further on - CCU) determined the list of the
main cybercrimes, for which the punishment is foreseen,
namely:

violation of the copyright and adjoining rights (art.
176 of CCU);

taking possession of the unfamiliar property or
acquiring the right for the property by the deception or
the trust abuse (art. 190 of CCU);

illegal actions with the documents for remittance,
payment cards and the other means of access to the bank

accounts, electronic money, equipment for its production
(art. 200 of CCU);

illegal use of the brand for the goods and services,
the firm name, the qualified indication of the product’s
origin (art. 229 of CCU);

non-sanctioned interference into the operation of the
electronic-computing  machines  (computers), the
automation systems, computer networks or the systems
of the electric connection (art. 361 of CCU).

Thus, you should understand that, according to art.
176 of CCU, art. 190 of CCU, art. 200 of CCU, art. 229
of CCU or art. 361 of CCU, the cybercrime is any crime,
taking place with the help of the computer engineering,
information technologies, computer systems, the
compatible (united) communication systems and the
Internet system.

According to the data of the General Public
Prosecutor’s Office of Ukraine, being reflected in the
annual reports (“United Report on Criminal Offences”)
for the period of 2016-2020 [17], the number of the
crimes, being committed in the cyberspace of Ukraine, is
equal to the following (Table 1):

Table 1. Registered Number of Cybercrimes in Ukraine during

2016 - 2020
CCU Number of Crimes

Articles | 2016 | 2017 | 2018 | 2019 | 2020
art. 176 | 157 95 126 148 118
art. 190 | 46019 | 37014 | 33290 | 32358 | 26830
art. 200 | 176 390 609 711 724
art. 229 | 168 121 111 62 123
art. 361 | 865 2573 | 2301 | 2204 | 2498

The data, presented in the Table 1, demonstrate the
scope of the cybercrime phenomenon in the social-
economic life of Ukraine. The mentioned data don’t
allow separate the exact indicator of cybercriminality in
the very information technologies of the enterprise’s
accounting. The reason — the methods of filling in the
mentioned report don’t foresee the analytical criterion
“cybercrimes at enterprises”’. However, the data in the
Table 1 characterize successfully the environment, in
which the enterprise functions and its employees live,
namely:

- traditionally high scope of swindling quantity;

- the rapid quantity growth of the non-sanctioned
interference into operation of the electronic-computing
machines (computers) and the illegal actions with the
documents for the remittance, payment cards and the
other means of access to the bank accounts;

- the periodic activity of the copyright violation
and the illegal use of the brand for the goods and
services, the firm name.

Ukraine took the 25-th place among 160 countries in
the National Cyber-Security Index (NCSI) in 2020 with
the indicator of 68,83 (68,83%). The presented indicator
demonstrates the level of Ukraine’s readiness to prevent
the cyberthreats and to control the cyber-incidents. At
the same time, the digital development level (DDL) of
Ukraine in 2020 was equal to 58,1 (58,1%). The
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difference between the estimation mark of NCSI (68,83)
and DDL (58,1) is equal to 10,73. The positive result
shows that the development of cybersecurity in Ukraine
during 2020 anticipates its digital development by
10,73%. The countries-leaders in the National Index of
Cybersecurity (NCSI), where the development of
cybersecurity anticipates its digital development, are the
following: Greece (NCSI — 96,1, DDL — 65,44, the
difference — 30,66), the Czech Republic (NCSI — 92,21,
DDL - 69,37, the difference — 22,84), Estonia (NCSI —
90,91, DDL — 79,27, the difference — 11,64), Lithuania
(NCSI - 88,31, DDL — 70,95, the difference — 17,36),
Spain (NCSI — 88,31, DDL — 73,24, the difference —
15,07). It’s reasonably to indicate separately the
countries, where the digital society is more developed
than the national zone of cybersecurity, namely:
Denmark (NCSI — 81,82, DDL — 83,55, the difference —
(-1,73)), the Netherlands (NCSI — 81,82, DDL — 83,88,
the difference — (-2,06)), Germany (NCSI — 80,52,
DDL - 81,95, the difference — (-1,43)), Singapore
(NCSI — 80,52, DDL — 83,11, the difference — (-2,59)),
the USA (NCSI - 79,22, DDL — 82,33, the difference —
(-3,11)), Great Britain (NCSI — 77,79, DDL — 83,96, the
difference — (-6,04)), Switzerland (NCSI — 76,62, DDL —
85,13, the difference — (-8,51)) [18].

Ukraine took the 25-th place in the world (from 30
countries), the 10-th place among the European countries
and the 3-rd one in the post-Soviet space in the rating of
the National Cyber-Power Index (NCSI) for 2020.
According to the estimation of the Belfer Center of
Science and International Relations, the most all-
embracing cyber-powers among the world countries
(TOP-10) had: the USA, China, Great Britain, Russia,
the Netherlands, France, Germany, Canada, Japan and
Australia [19].

According to the information on the revealed
cybercrimes on the territory of Ukraine in 2020, being
located on the official web-site of the Cyberpolice
Department of the Ukraine National Police [20], the
most typical methods of cybercrimes realization in the
sphere of information technologies of enterprises
accounting are the following:

1) the ill-intentioned people ring up to enterprises
and pretend themselves as the employees of the bank’s
IT-support. They try to convince the enterprise’s
accountant-cashier to realize some “testing” operations
as if they check the payment system of the bank. They
made the illegal remittances of money to the accounts,
being controlled by them, as if they realized “the testing
of the payment system”;

2) the use of the harmful software (“virus”) in order
to receive the distant access to the accountant’s computer
and the access keys to the program of the remote control
of the enterprise’s current account. After that the ill-
intentioned person receives the complete access to the
current account of the enterprise and realizes the money
remittance to the private accounts already on behalf of
his/her name;

3) the evil-minded people leave the flash drives (as a
rule, of the famous brands with the high price) or the
CD-disk with the harmful software (“virus”) in the
accountant’s working place intentionally, after what the

accountant’s curiosity makes him/her to put such an
information bearer into the computer (to check the
information it contains) — and realizes the non-
sanctioned access to the accountant’s computer and its
programs in such a very way;

4) the creation of the faked copy of the enterprise’s
web-site page (with the famous brand) and the location
of photos of the not existent product on them with the
essentially reduced price (action or sale). The evil-
minded people receive the complete advanced payment
on their own accounts for the virtual product, after which
they send the joky message of the crime’s commitment;

5) the ill-intentioned person receives the access to
the enterprise’s letter-box, through the use of the harmful
software (“virus”), which is used by its employees to
post the invoices for the clients’ payment for the
received product or service. The ill-intentioned person
changes the account’s requisites of the enterprise for
his/her own requisites with the help of the definite
manipulations with the document. The buyer realizes the
money remittance to the bank account of the ill-
intentioned person, using the requisites of the false
invoce;

6) the destruction of the electronic documents (bill
of parcels, invoice, order), containing information on the
fact of the goods consignment’s loading to the certain
buyer, in the information system of accounting. The
information on the client’s liabilities and the fact of his
product’s receipt are lost in the result of such actions;

7) the conspirancy of the enterprise’s commercial
manager with its programist, concerning the regulation
of the accounting’s information system in such a way,
that the maximal discount is set for the concrete buyers
automatically at the definite manipulations in the
documents for the goods realization;

8) the employee of the enterprise’s staff service
appropriated illegally the copies of the documents (the
passport of the Ukraine citizen and the identification
number certificate) of the job seekers at the selection of
the candidates for the vacant positions, due to which
he/she arranged the credits for them;

9) the fabrication of the loyalty cards’ duplicates for
the systems of supermarkets, produced for the other
citizens, in order to pay by the money, accumulated on
the bonus accounts. Using the software’s vulnerability of
the trade network’s loyalty system, the evil-minded
people restored the bonus balance through the definite
program manipulations, which allowed them to realize
the money removal repeatedly by the unlimited number
of times;

10)the forgery of the Ukraine citizen’s passport (who
died) and his/her financial documents for the illegal
getting of credit on the personal account of the ill-
intentioned person in the bank with the following
making the ready cash in the bankomats;

11)the use of the electronic-computing technics to
take possession of data, concerning the enterprise’s
employees (passports of the Ukraine citizens and the
identification numbers). The swindlers arrange credits in
the Internet with the help of these documents, not giving
any information to their owners. The obtained assets are
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transferred to the personal bank accounts and are
removed as the ready cash in the bankomats;

12)the supermarket cashier of the trade system made
the copies of the buyers’ card accounts requisites
hiddenly with the help of a special device, with the
following removal of all the assets from the card. The
evil-minded person received the PIN-codes of the cards
by watching how the clients put them in at the POS-
terminal, while paying for the product;

13)abusing the official state, the bank employee
forged the bank documents for the illegal remittance of
clients’ money to the account under his/her control;

14)the controller-cashier in the bank institution, who
had an access to the automation client system, realized
the not-sanctioned issue and the activation of the bank
cards independently, after which he/she created the
official electronic bank documents — cheques on the cash
issue;

15)the change of the information, being processed in
the electronic-computing machine, with the purpose of
the illegal money appropriation of the bank’s clients;

16)the use of the harmful software (“virus”) to break
up the personal cabinets of the communal enterprise’s
clients and the entry of changes into the accounting
indicators of the consumed services;

17)the bank employee realized the forgery of the
bank documents, not giving any information to its
clients, for the illegal remittance of their money to the
account under his/her control;

18)the repeated replenishment of the mobile account
of the evil-minded person, who used one 500-UHR
denomination, to which the isothermal ribbon was fixed,
which gave the possibility to use it repeatedly;

19)the entry of the untruthful news into the
information system of the financial institution by the
bank’s employee and the forgery of the corresponding
documents with the purpose of the credit contract’s
arrangement for the not existent person. Later on, the
illegally obtained credit was transferred to the account of
the evil-minded person;

20)the use of the harmful software (“virus”) to break
up the electronic letter-boxes, accounts, logins and
passwords of enterprises’ employees for the collection
and spreading of the secret information, which can
potentially ruin the reputation of enterprises.

In order to have the objective estimation of the scope
and the variety of cybercrimes in Ukraine, you should
take into account that the significant number of such
crimes is left as not being included into the United
Register of Pre-Court Investigations. According to the
questioning results of the Ukrainian organizations,
conducted by ‘“PricewaterhouseCoopers”, it was
determined: 28% of the organizations in Ukraine will not
probably or will never inform of such facts to the state or
to the law enforcing bodies (compared with 12% of the
respondents in the world); more than half (54%) of these
respondents state that they are not sure in the fact that
the law enforcing bodies have the necessary qualification
in this field, but the other 41% - do not trust the law
enforcing bodies [21]. It’s reasonably to add to the
mentioned reasons too, that cybercrimes are very often
qualified mistakenly as the technical or the program

break in the operation of information technologies of
accounting; the conscious hiding of the facts, concerning
cybercrimes, with the purpose of keeping the reputation
of the higher leadership and the enterprise before
owners, investors, business-partners, clients and
controlling bodies; the complexity of the expertise
procedure of the cybercrime’s circumstances by the
cyberpolice employees (removal of servers, computers,
modems and others), paralyzing the enterprise’s
operation for the long time.

According to the above-mentioned state of
cyberthreats in Ukraine, the main aim of the evil-minded
people lies in the enterprise’s money (or goods)
alienation, being achieved by the illegal influence on the
behavior of the employees and the influence on the
functioning  of the accounting’s  information
technologies. The protection’s guaranties of enterprises
assets stipulate the necessity in the adequate managerial
decisions-taking on cybersecurity. Such decision should
take into account the principally new specificity of
cybercrimes in comparison with the traditional crimes
against ownership, namely: the intellectual character of
crime; the place of crime - cyberspace; the
unpersonification of cybercrimes; the remoteness of a
cybercriminal; the means of the crime commitment — the
harmful program product; the electronic form of the
cybercrimes commitment’s arguments; the possibility of
the fast remote change or the destruction of the
electronic (digital) tracks of cybercrimes commitment;
the additional need in special programs and equipment
for the fixation of the cybercrimes commitment’s
arguments and the others.

The optimal managerial decision for the system
opposition to cybercrimes in the enterprises accounting’s
information technology is the creation of the internal
audit’s service. Such selection is grounded by the fact
that the internal audit has the majority of the necessary
knowledge (competences) for the struggle with
cybercrimes in the information technologies of the
accounting at the enterprise, namely:

- on the object of control — the economic operations,
taking place in the cyberspace of the enterprise;

- on accounting (financial reporting, accounting
calculations, methods of accounting, primary documents,
the rules of operation in information systems and others);

- on the remote control programs of the enterprise’s
bank accounts (the order of entry into the system, the
creation and transaction of payment documents, the
requisites of cashless payments);

- on the means and methods of control (actual,
documental, calculation-analytical and others);

- on means of electronic communications (including
the information-communication technologies, the
program ones, the software-hardware means, the other
technical and technological means and equipment);

-on social engineering (provocation of the
employees for violation of security rules or illogical
actions).

However, the struggle specificity with the principally
new method of crimes against the ownership requires the
definite innovations into the traditional methods of the
internal audit that will correspond to the modern
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provocations of swindling in the enterprise’s cyberspace.
The internal audit in this context is appealed for the
improvement of the enterprise cybersecurity’s existing
level: to reveal, to avoid and to neutralize the real and
the potential cyberthreats in time.

The methods of the internal audit requires the
improvement in the part of the additional use of those
methods of security and control, that will allow solve the
following tasks: maintenance check-up of cybercrimes at
the enterprise; the reveal of the criminal actions in the
enterprise’s cyberspace; the fixation of the electronic
(digital) tracks in computers, systems, networks and
others; the renewal of the cybercrime’s commitment
circumstances (the actions of the employees, the
processes in the hardware and software); collection and
storage of the electronic (digital) evidences of
cybercrimes; the analysis of the operation’s principles of
the harmful program products (“virus”); the definition of
the place, from which the cyberattack has started; the
determination of the cybercrime’s subject; the
elaboration of the recommendation for the higher
leadership.

The service of the internal audit should improve its
own staff provision, for the complex elaboration and the
use of the mentioned methods at the enterprise, in the
following way: to involve the professional in
cybersecurity of the enterprise’s IT-infrastructure into
the complement of its service; to increase the digital
competence’s level of the internal auditors (the second
education, passing of the cources, certification, the self-
education, etc.).

As the weak place in cybersecurity of information
technologies of enterprises accounting is the human
factor (curiosity, trust, carelessness, inability to
understand), then, the methods of the internal audit
should foresee the maintenance check-up of the
employees’ mistakes in cyberspace. It’s reasonably for
the internal audit’s service to develop the ‘“Protocol of
Behavior Rules for Employees in Enterprise’s
Cyberspace”. The Protocol contents should reflect the
list of the rules, which the employees would be obliged
to observe at their work in the cyberspace. The main
recommendations of such rules are the following:

- the use of the complex access passwords (letters
and numbers, not less than 8 symbols, the different
decomposition of the keyboard (fingerboard);

- the logins and passwords should be kept in secret
from the other persons;

- the logins and the passwords of access to the
accounting and banking programs should be kept on the
physically separated information bearer (flash drives) —
the operation in which is possible only on the working
computer and at the presence of the put on flash drive
(token);

- the prohibition to use the found unknown flash
drives (or CD-disks) on the enterprise’s computers;

- to ensure the access to the enterprise’s internal
local network only through the identification of the
computer MAC- address;

- the use of the multi-level authorization of access
(sms dispatch with the temporary code to the employee’s
mobile telephone);

- the prohibition to use the social networks at the
working places;

- “hygienics” of the electronic mail — not to open the
letters from the incomprehensible addressers, the
prohibition to set the unknown programs, the transition,
according to the doubtful dispatch, the change of
passwords or the other ones;

- the physical access prohibition of the strangers or
their devices to the internal network of the company;

- the differentiation of access to Wi-Fi between the
guest one and the system one;

- the prohibition to set the programs independently or
for their renewal, not giving any information to the
professional in cybersecurity;

- the limitation of the remote access to the working
table from the private (home) computers of the
employees;

- the prohibition to realize the dispatch of the
enterprise’s accounting documents with the help of the
programs (Viber, Facebook, WhatsUpp, Telegram and
others) on the personal smartphones of the employees.

Such a document is formaly approved by the
enterprise’s leader in the form of the order and is
designed for the obligatory fulfillment, in the first turn,
of the higher leadership, the employees of the
accounting, the financial, the personnel, the warehouse
and the other services of the enterprise. The internal
audit service should conduct the trainings in
cybersecurity systematically (not less than once a month)
additionally for the increase of the digital competence of
the employees and their culture of safe behavior in the
enterprise’s cyberspace.

The traditional methods of the internal audit require
the addition by the special methods of watching the
electronic (digital) track in the enterprise’s cyberspace,
which will allow analyze the influence on the
enterprise’s employees, their actions with the electronic
documents, the operation of the software and the
hardware, the physical connection of computer systems
and others. The peculiarity of such methods is the fact
that they are represented by the computer program
products in the majority of cases. The recommended list
of such programs and their functioning design for the
internal audit are presented lower:

1) it’s recommended to use the special programs-
analyzers of traffic, which operation’s methods allow
recognize the structure of the different network protocols
with the aim of catching and analyzing traffic of the
enterprise’s networks, - namely: to examine the caught
packages and to decode them in the real time; to see IP-
connection (IP-addresses, ports, sessions), MAC-
addresses, the host’s name and others. You may refer
“Wireshark”, “tcpdump”, ”Comm View”, “Ultra
Network”, “RMON” and others to such programs;

2) it’s reasonably for the internal audit’s service to
use the programs of analysis and restoration of the
browsers’ history for the control and the analysis of the
electronic (digital) tracks, concerning the committed
actions by an employee in the Internet system at the
working place. The most popular among such programs
are: “Hetman Internet Spy”, “Starus Web Detective”,
“RS Browser Forensics” and others. The operation’s
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methods of the mentioned programs allow fot the
internal audit’s service fix the electronic (digital)
evidences of the cybercrime: the history of searching, the
visited pages of sites, the lists of loadings, the examined
documents in the browser, the read electronic letters,
correspondence in the electronic letter-boxes, revision of
the correspondence in the social networks, the reviewed
video-rollers and others. The value of such programs is
the fact that they allow restore the very that history of
the user’s events, which was removed by him/her in the
browser or formed on the disk with the purpose of
hiding;

3) all the information technologies of enterprises
accounting (“SAP R3”, “BAS”, “1 S: Enterprise 8” and
others) practically have the standard interface
mechanism of the history reflection of actions. The
mentioned history contains information of all the actions
of the user, being connected with the electronic
document. The revision of such a history allows watch,
who, when and how created or changed the existing
document in the program. The fixation’s arrangement of
the history of changes in the electronic accounting
documents and the obtaining of access for its revision
are taken place at the level of the information system
administration. Therefore, the methods of the
information technology’s functioning of the enterprise
accounting are the integral component of the internal
audit’s methods;

4) the use of the monitoring program products at the
enterprise (the hardware or the software products,
containing Keylogger as a modul), which allow fix the
activity of the users (or processes) and determine the
identification of their participation in the definite events.
It’s recommended to use one of the presented programs
for the tasks of the internal audit at the enterprise:
“Spytech SpyAgent”, “Spyrix Personal Monitor”, “All In
One Keylogger”, “Punto Switcher”, “REFOG” and
others. The use of Keylogger in the internal audit’s
operation will allow analyze the circumstances of a
cyber-incident at the enterprise efficiently: the access to
information, concerning the composition of the key
words and word combinations on the key-board of the
employee, the selection’s attempt of login and password
for the access, the time of the employee’s activity at the
computer, catching of the mouse’s clicks, catching of the
exchange buffer, monitoring of the file activity,
monitoring of the system register, monitoring of the
tasks’ turn, the documents, sent to the printer, the use of
the external bearers of information (USB, CD, memory
cards) informed immediately of the behavior and others.
The analytical information of the mentioned type of
programs allows to the internal audit determine groundly
the reason-result connections in the cybercrime’s
circumstances.

The use of the presented programs at the enterprise
should be agreed with the owner, the legal services, the
system’s administrator; they should be officially gained
with the corresponding licences, regulated in the
documents (principles, instructions) of the internal audit,
etc. with the purpose of the formation legitimacy of the
electronic (digital) evidences.

It’s reasonably for the internal audit’s service to
define the circle of the officials, who are intrinsic in the
risk of participation in a cybercrime, due to the character
of their functional duties. The following people belong
to such employees in the first turn: the higher leadership;
the accountants or the financiers, who realize payments
through the programs of the remote control of the bank
account; the storekeepers, who realize the loading of
goods; the secretaries, who receive the electronic letters
on the official e-mail, and others. It’s the internal audit’s
service priority to use the methods of cyberthreats
monitoring for the very such categories of enterprise
employees.

The presence of the special controlling methods
(programs) of the electronic (digital) tracks in the
enterprise’s cyberspace allows include groundly the
tasks on testing of cyberthreats (or cybercrimes) into the
programs of the internal audit at the enterprise.
Correspondingly, the reports of the internal audit should
reveal the result of the realized control of cybercrimes
and should contain the practical recommendations on
their maintenance check-up at the enterprise.

3 Conclusion

The rapid development of information technologies at
the beginning of XXI century caused the absolute
progress of human civilization. The appearance and
development of cybercriminality in the global scale have
become the attendant phenomenon of such a progress.
The main danger of cybercriminality lies in the illegal
expropriation of property from their owners by the way
of any interference into the functioning of the computer
system or the manipulation with the computer data.
Cybercrimes are principally different from the traditional
crimes against the ownership by the fact, that the crime
takes place in the cyberspace; the anonymity of
cybercrimes; the harmful program product is the means
of crime; the remoteness of a cybercriminal; the
electronic  (digital) form of evidences for the
cybercrimes’ commitment and others.

Cybercrimes in Ukraine take the fourth place among
the most widely-spread types of economic crimes in the
sphere of enterprises’ economic activity. The most
attractive  for  cybercriminality are information
technologies of enterprises accounting. The real
possibility of access to the information, concerning the
available assets of the enterprise and the manipulations
with the accounting documents for their alienation have
become the reasons of such attractiveness. The actual
level of cybersecurity at the Ukrainian enterprises is left
to be absolutely low — only every third organization in
Ukraine has the program of cybersecurity.

In order to protect the enterprise’s assets from
cybercriminals, it’s reasonably to organize the adequate
opposition at the level of the internal audit’s service.
However, the methods of the internal audit should take
into account the specificity of struggle with the crimes
against the ownership in the cyberspace of the enterprise.
Therefore it’s recommended to do the following for the
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efficient organization and functioning of the internal
audit’s service at the enterprise:

1) to involve the enterprise’s IT-structure
professional in cybersecurity into the staff complement
of the internal audit’s service and to increase the level of
digital competence of the internal auditors;

2) to eclaborate the rules of behavior for the
employees in the cyberspace of the enterprise and to
introduce them at the enterprise in the form of the
internal document “Protocol of Behavior Rules for
Employees in Enterprise’s Cyberspace”;

3) to add the traditional methods of the internal audit
by the special methods (programs) of watching the
electronic (digital) track in the cyberspace of the
enterprise, namely: the programs-analyzers of traffic, the
programs of the analysis and renewal of the history of
browsers, the information technologies of accounting (in
the part of the history analysis of the user’s actions with
the document), the monitoring program products (the
hardware or the sofrware products, containing Keylogger
as the modul); to develop the internal Principle “On
Programs’ Use of Watching Electronic (Digital) Track in
Cyberspace of Enterprise by Internal Audit” and to
introduce it at the enterprise.

Thus, the introduction of the above-mentioned
recommendations into the traditional practice of the
internal audit’s operation will allow create the reliable
system of cybersecurity at the enterprise, which will be
able to oppose to the modern cybercrimes.
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Abstract. The article explores the concept of information technology and clarifies the essence of
information technology in finance. The types of information technology in finance have been studied and
their classification according to business entities has been carried out. A brief description of the main
software products, the purpose of which is to ensure the implementation of the process of automation of
financial research is given. The main tools for managing household (or person) finance using modern
information technology are presented. The implementation of e-government in Ukraine is analyzed. The
evaluation of the effectiveness of e-government implementation with the help of E-Government
Development Index in Eastern European countries and in Ukraine is performed. A detailed analysis of the
E-Government Development Index in Ukraine using a system of indicators has been studied. Digital
technologies in the economy in general and in finance in particular have been studied separately. The
indicators of world indexes digital economy development for Ukraine and for Eastern European countries
are analyzed. The advantages and problems of the modern cryptocurrency market are clarified. The main
directions of using artificial intelligence in finance are determine.

following  scientists:  T. Baranovska, P. Buryak,
J. Champi, V. Denysyuk, M.Hamer, A.Kozyryev,
O. Kryvokon, T. Lepeyko, I. Lukasevych,
K. Malachevska, L. Melnyk, J. Nabatova, A. Onopko, O.
Prysyazhnyuk, O. Pushkar, A.Romanov, M. Royik,
Building an effective financial management system A. Shchedrin, H. Tytarenko, V. Utkin, J. Zhyhalkevych
involves achieving this goal by performing certain tasks and others.
of organizational, informational, managerial, financial, It should be noted that J.Nabatova and
legal, production, political, social types, and so on. This, K. Malchevska in their scientific works explore the
in turn, is constantly influenced by external and internal theoretical foundations of automation of the process of
factors, which together can have either negative or analysis and forecasting of financial results of the
positive effects, accordingly, posing a danger (risks) for enterprise, analyze examples of statistical programs and
the realization of the goal or contributing to its tools that make it possible to perform analysis. Also,
achievement. Thus, the financial management requires these scientists argue that “automation of analysis
the processing of a large amount of information, based significantly improves the quality and accuracy of the
on which the choice of the particular scenario of results, frees employees from long and routine work, as
behaviour is done. well as takes the management of financial results to a
Therefore, in order to improve managerial decision- new level, as it contributes to more informed and
making process in finance, in order to be able to be effective business decisions” [1].

competitive and successful in the market, to increase Information technology in public administration is

1 Introduction

The development of financial relations in the modern
world requires the implementation of effective financial
management in various spheres of human life.

profitability and efficiency, to be able to respond quickly
to external factors and adapt and change according to
modern requirements, it is necessary to use information
technology.

2 Related literature

Problems with the use of information technology in
management are highlighted in the scientific works of
domestic and international researchers.

In particular, the study of information technology in
enterprise management is highlighted in the works of the

discussed in the scientific works of the following
scientists: K. Andersen, L. Bakayev, O. Bakayev,
A. Bersutsky, J. Bersutsky, S. Bretschnayder,
P. Drucker, V. Glushkov, R. Kalyuzhny, N. Krasnozhon,
M. Lepa, Z.Pavlyshyn, V. Porohnya, T. Pysarevska,
V. Sytnyk, M. Tatarchuk, E. Toffler, O. Tsarenko and
others.

Thus, Z. Pavlyshyn notes that “using information
technologies in public administration with the ability to
find alternative ways to set data, perform the functions of
collecting, storing, processing, transmitting and using
knowledge, really increases the efficiency of public

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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administration, which allows to find the necessary
resources”. He also notes the tendency to increase the
number of government agencies that use information
technology, and emphasizes that without the use of
information technology is now impossible to compete in
the world market [2].

The problem of the application of information

technology in finance has been investigated by
M. Bastrikov, E. Burtseva, N. Emelyanova,
A. Gavrylenko, T. Gavrylko, O. Korystin, M. Kurkov,
A. Kwilinski, X. Li, L.Melnyk, I. Semakin,
N. Svyrydiuk, 1. Tkachenko, V. Tkachenko,
0. Tomashevsky, O. Shatunova, C.A. Wang and others.
In their works, they often mentioned digital finance, in
particular, the impact of cryptocurrency on micro and
macro indicators [3]. The following scientists have
studied the problems of digitalization of the economy in
more detail: O. Bilyk, R. Bukht, A. Cheko, G. Chmeruk,
A. Dobrynin, R. Hicks, G. Karcheva, J. Levitska,
V. Lyashenko, R. Narishman, V. Panasyuk,
N. Podolchak, M. Rudenko, A. Semenog, D. Tapscott,
A. Tugu, L.Zakharchenko and others. In particular,
N. Podolchak, O. Bilyk and J. Levytska analyze the
current state of digitalization and the main problems that
hinder the intensive development of the digital economy
[4].
We believe that scientists have made an invaluable
contribution to the development of research in the
application of information technology in financial
management, but, in our opinion, taking into
consideration the current processes of informatization,
digitalization and globalization, some questions need
more detailed and in-depth study.

3 The purpose of the research

The purpose of the article is to understand the existing
information technology in finance, to systematize it, to
identify its positive and negative impact on functioning
finance of an enterprise (business), a household (person)
and a state.

4 Methods

The methodological basis of the study were the
theoretical provisions set out in the works of domestic
and foreign authors. The methods of scientific
abstraction and system analysis were used in the work.

5 Results

According to the Law of Ukraine “On the National
Informatization Program”, information technology is a
purposeful organized set of information processes using
computer technology that provides high speed data
processing, fast information  retrieval, data
dissemination, access to information sources regardless
of their location [5].

Note that along with the term “information
technology”, the term “information and communication

technology” is widely used. Moreover, these two terms
are often used as synonyms in scientific works. In our
opinion, “information and communication technologies”
is a more general term, which consists of information
technology and telecommunications, media broadcasts,
all types of audio and video processing and transmission
of information.

Information technologies are implemented using IT
tools — software (programming languages, operating
systems, applications, etc.) and special equipment that
allows you to process, transmit and store information
(computers and computer equipment, modern
communications, etc.).

Information technology of management processes
refers to the methods and ways of interaction of the
control and managed systems of the organization on the
basis of use the modern tools for information
transformation [2].

Based on the above definitions, it can be stated that
information technology in financial management is the
use of modern tools for the transformation of financial
information or information necessary to make an
effective financial decision.

Due to the availability of different entities of
financial use, information technology in financial
management should be divided into information
technology in financial management of the enterprise
(business), information technology in financial
management of the household (person), information
technology in state financial management of banking,
budget, money and other systems. Also, given the rapid
development of digital technologies and artificial
intelligence, it is advisable to present separately the use
of digital technologies in finance and the use of artificial
intelligence in finance (Fig. 1).

Artificial Digital
intelligence 1 Information [ technologies
technologies u
@ in finance
Artificial Digital
intelligence > Enterprise economy
. oy
In economy | | (business) @
i.i . bl | Digital
Artificial State finance
intelligence [] >

in finance ‘

U

5| Household
(person)

—

Fig. 1. Structuring the using of information technology in
finance.

Source: authors’ own development.

Taking into consideration the global trend of rapid
development of  information  technology and
digitalization, globalization and internationalization, the
use of information technology in financial management
of the enterprise (business) is one of the most important



SHS Web of Conferences 100, 01007 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001007

stages in the management of any enterprise, as it allows
you to perform a comprehensive study of key financial
indicators of the enterprise and perform effective
planning and forecasting of its financial activity. The
process of finding financial and analytical information
and its research is quite extensive and time consuming,
requires the involvement of a large number of specialists
and a significant amount of various calculations,
including and using methods of economic and
mathematical programming and forecasting. That is why
the automation of financial analysis processes has
become natural and necessary, and it turned out to be
possible due to the rapid development of information and
digital technologies. Automation of financial analysis of
the enterprise allows you to accelerate the process of
evaluation of financial indicators, quickly and in the
shortest possible time to identify possible risks and
threats and plan further actions to minimize losses and
increase profitability, allows you to identify potential
domestic and foreign partners, suppliers, creditors,
investors, etc. and to study the competitor activity and
identify the most favorable markets in Ukraine and
abroad.

The main advantages of automation of indicators of
financial activity of the enterprise should include:

1) increase in productivity of financial managers:
automation of calculations allows you to accelerate
process of calculations and to release additional time for
comprehension and evaluation of the obtained indicators
and search and substantiation of alternative solutions to
complex financial problems;

2) increasing the scale of the study: automation of
calculations allows you to perform calculations using a
large amount of information and a significant number of
indicators, which indicate the possibility of a
comprehensive study of the impact of all (or the vast
majority) factors on enterprise financial indicators;

3) improving the quality of analysis: automation of
calculations allows you to get more accurate and
diagnostically reliable results of the analysis, which will
help to prevent and eliminate errors and allow you to
formulate conclusions and recommendations for more
efficient operation of enterprise finance.

The main tool in ensuring the implementation of the
process of automation of financial research is the
software represented by various software products
(programs, packages). The wide range of such software
products presented on the market caused the need to
systematize them according to the following criteria:

1. Depending on the functionality of the program for
financial analysis [1]:

1.1. General  purpose
programs):

STADIA is the universal statistical package, which is
a set of modern methods of analysis: categorical,
variance, correlation and spectral analysis, smoothing,
filtering, forecasting, regression, discriminant, cluster
and factor analysis, quality control methods, sequential
analysis and replacement of missing data, and also
contains a complete set of business and scientific
graphics (functions, dependencies, maps, charts, etc.)

[6];

programs  (universal

STATGRAPHICS is a comprehensive Windows
desktop product designed to perform statistical analysis,
data visualization and forecasting with the help of more
than 290 statistical operations, procedures and special
functions [7];

IBM SPSS is a platform of statistical software that
has the necessary set of functions for the analysis of its
own financial, statistical, informative data. The obtained
results are quite easy and clear to visualize, so the
program is universal for users of different levels. SPSS
offers two programs, SPSS Statistics, which is based on
a top-to-bottom approach, and SPSS Modeler, which
uses a bottom-up analysis [8];

STATISTICA is an universal package for
comprehensive statistical analysis, which implements
procedures for data analysis (data analysis), data
management (data management), data mining (data
mining), data visualization (data visualization). This
program allows you to calculate descriptive statistics;
analyze time series and predict, perform regression,
discriminant, cluster, variance analysis, analysis of
correspondences, etc. [9].

1.2. Professional programs:

SAS (Statistical Analysis System) is a program that
provides the ability to analyze spreadsheets, perform
statistical analysis, build forecasts, provides access to
data, allows you to write reports. The program contains a
significant number of built-in mathematical and financial
functions, including depreciation, compound interest,
cash flow, hyperbolic functions, factorials, combinations
and mechanisms etc. [10].

1.3. Specialized programs:

MESOSAUR is a program, used for time series
analysis (smoothing, filtering, autocorrelation, cross-
correlation, spectral, cross-spectral analysis), allows you
to perform regression analysis, solve parametric and
nonparametric problems [1, 117];

DATASCOPE is a statistical package that specializes
in performing multidimensional data analysis.

2. Depending on the country that uses the program
[1]:
2.1. Used in foreign countries:

EViews (Econometric Views) is a statistical package
that allows you to analyze econometric data of time
series, perform analysis and simulate and forecast data,
build regression models using a modern, innovative and
easy to use interface. This program is used in financial
analysis, in macroeconomic forecasting, in modeling
economic processes, in forecasting market indicators,
etc. [12];

Maple (Waterloo Maple) is a computer program,
which allows you with the help of built-in functions of
modern mathematics (more than 5000 functions) to carry
out modeling, interactive visualization, gives the chance
to combine results of calculations, formulas, text files,
graphic objects, sound effects in one electronic
document [13];

R is both a programming language and a software
environment that allows you to perform statistical
calculations, perform analysis and display the results of
calculations in graphical form [1, 14].

2.2. Used in Ukraine:
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Programs for analysis:

MS Excel: This program is one of the MS Office
programs and is currently the most widespread program
in Ukraine. It is used for financial analysis of domestic
enterprises. The Ukrainian market presents both ready-
made products developed in MS Excel, which can be
used in enterprises as needed, and directly MS Excel is
often wused by financiers, economists, managers,
accountants in enterprises for their own calculations.
This program is a spreadsheet that contains ready-made
built-in mathematical formulas, represented by a fairly
powerful mathematical apparatus, and also allows you to
create in the cells of the table needed to automate the
calculation of the formula. Tables can be linked together,
allowing you to process a large amount of information
while using many metrics. In this program regression
analysis can be performed, predictive calculations can be
made, sorted, highlighted, various graphical objects can
be built. MS Excel also contains a built-in programming
language Visual Basic for Applications (VBA), which
allows you to create algorithms for calculating certain
indicators. All tables and graphical objects created in MS
Excel are easily transferred to any other office program
MS Office, which, of course, facilitates the process of
further work with the obtained results of the analysis
(writing a report, sharing files or their separate parts,
etc.).

Google Sheets, Google Apps Script, Google
Analytics are programs offered by Google and are free
web software packages designed to perform financial
analysis. Google Sheets is a spreadsheet program using
powerful financial analysis tools, which is based on the
use of artificial intelligence technologies, which,
accordingly, allows you to get fairly accurate
calculations and predict balanced directions for solving
problems. Google Apps Script — with this program it is
possible to create macros, which simplifies the process
of financial calculations and automate the process of
preparing and writing reports. Google Analytics is a
program designed to perform web analytics on the
Internet: it analyzes Internet sites and mobile
applications [3].

Reporting Programs:

“1C: Enterprise” is a series of programs that belong
to one platform and are represented by different products
depending on the needs and specifics of the business.
This program allows you to automate the accounting of
enterprises in different areas of activity, different forms
of ownership, different scales and more. “IC:
Enterprise” offers the following programs:

a) “1C: Accounting” is automation of accounting
and tax accounting in organizations related to any type
of business. The program allows to carry out: accounting
of standard operations, accounting of inventories,
warehouse accounting, accounting of trade operations,
accounting of commission trade, accounting of
operations with container, accounting of bank and cash
operations, accounting of  settlements with
counterparties, accounting of fixed assets, intangible and
low-value assets, accounting for primary and secondary
production, accounting for semi-finished products,
accounting for indirect costs, VAT accounting, payroll

accounting and personnel accounting. Also, the program
“1C: Accounting” supports various tax schemes, allows
you to carry out the final operations of the month,
generate standard accounting reports, create regulated
reporting, keep records of activities of several
organizations, to carry out tax accounting for income tax
and single tax;

b) “1C: Commercial Enterprise Management” is
automation of management and accounting tasks at
enterprises engaged in any type of commercial activity;

¢) “1C: Manufacturing Enterprise Management” is
automation of management and accounting at the
manufacturing enterprise;

d) “1C: Salary and Personnel Management” is a tool
for the implementation of personnel policy of the
enterprise, as well as the automation of various services
of the enterprise, ranging from personnel management
and line managers to accounting staff. The program “1C:
Salary and personnel management” allows: to keep
records of activities of several organizations, to plan
staffing needs, automate recruitment, to manage
competencies and financial motivation of employees, to
plan staffing, personnel accounting and personnel
analysis, to regulate labor relations and to keep
personnel records, to carry out calculation and
accounting of wages and deductions of regulated taxes,
to compile regulated reporting;

e) “1C: Small Business Management” is automation
of operational management in small businesses;

f) “1C:. CRM” is automation of customer
relationship processes; helps to organize effective work
of departments of sales, marketing, service at all stages
of interaction with customers [15];

BAS is a line of programs that allow you to
automatically perform a wide range of tasks related to
the management of the enterprise in various aspects. The
main programs of BAS are: Accounting, Accounting
CORP, Integrated Enterprise Management, Document
Management CORP, Small Business, Retail, Trade
Management, Holding Management, ERP (financial
management, including accounting for deposits and
loans, acquiring (payment cards), flexible instruments)
for maintaining a payment calendar, expanded
capabilities for managing current payments, routes for
reconciling applications, flexible tools for generating
payment documents for future dates, inventory of cash
registers and bank accounts, analytical reporting on cash
flows, chart of accounts for international financial
accounting, translation of transactions into the IFRS
subsystem data of operative and regulated accounting,
deferred display of postings in the account, creation of
documents on standard operations, audit, the generator
of financial reports) [15].

Note that “1C: Enterprise” and its software products
are still the most widely used in Ukraine. However, it
should be noted that BAS products are increasingly
being developed and implemented in domestic
enterprises, as they offer a number of programs that are
similar to the programs offered by “1C: Enterprise”, but
more adapted to modern requirements, have an updated
interface, which is more user-friendly, expand the user's
ability to customize the program according to his needs.
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Therefore, we can predict that there is a high probability
that over time, new BAS products will compete and take
a worthy place next to 1C or even replace 1C.

Programs for Information Exchange and Reporting:

FlyDoc is a special program, the purpose of which is
the rapid exchange of documents in electronic form. This
program is installed directly in the program “1C:
Enterprise”. The transmitted information is available
only to the sender and recipient [15].

M.E.Doc is a program that allows to carry out
electronic document management (reports, agreements,
tax invoices, acts, invoices and other documents). With
the help of this program you can create tax invoices and
sign them with an electronic digital signature, register
them in the Unified Register of Tax Invoices, receive
receipts in return or necessary extracts from the register,
exchange registered tax invoices with receipts for their
registration with counterparties. The M.E.Doc program
allows sending electronic reports to the State Tax
Inspectorates, the State Statistics Service, the Pension
Fund, the State Employment Center, and the Social
Insurance Fund. In order to meet the needs of different
business entities, the following software products are
offered: Reporting, Reporting to the NBU for non-
banking institutions, Electronic document management,
VAT accounting, Excise and TTN, Salary, ARI
“Cashalot” (registration of electronic checks in the State
Tax Service), “SOTA” (online reporting) [15].

Information technology in household (person)
financial management is associated with the emergence
of modern programs, the purpose of which is to help in
the efficient distribution of income and expenses.
Currently, users are offered the following programs:
“Home Accounting”, Moneytracker, Personal Finances,
“Your Money”, MyBudget, IControlMyMoney, iCASH,
Electronic System “All PRO Money”, “DomEconom”,
“AbilityCash”, “Buddi” and others. As you can see, in
the modern world there are a significant number of tools
for managing household finance (a person) using modern
information technology, which is presented in the form
of computer programs, mobile applications, online
financial control tools.

At the state level, in the context of the development
of modern information technology, the evaluation of the
implementation of e-government in Ukraine deserves
attention.

According to the Concept of e-government
development in Ukraine, e-government is a form of
public administration that promotes efficiency, openness
and transparency of public authorities and local
governments with the wuse of information and
telecommunications technology to form a new type of
state focused on meeting the needs of citizens [16].

This Concept defines comprehensive measures aimed
at:

— modernization of  public services and
development of interaction between government, citizens
and business through information and communications
technology (development of electronic services,
development of open data, development of electronic
tools for involving citizens, development of electronic
identification and trust services);

— modernization of public administration with the
help of information and communications technology
(development of electronic interaction, development of
electronic document management, e-government in basic
industries and support of priority reforms);

— e-government development management
(formation of basic information and telecommunications
infrastructure of e-government, increase of efficiency of
e-government development management) [16].

There are the following levels of implementation of
e-government:

G2C (government to citizens) is organization of
feedback with citizens;

G2E (government to employees) is the relationship of
government with officials or employees);

G2B (government to business) is the relationship
between government agencies and business;

G2G (government to government) is automation of
relations and document flow between departments [17].

The effectiveness of e-government implementation
can be assessed using the E-Government Development
Index (EGDI), which is an aggregate indicator based on
three indices that reflect:

1) the level of development of online services
(Online Service Index);

2) the level of development of telecommunications

infrastructure  (Telecommunications  Infrastructure
Index);

3) the level of human development (Human Capital
Index).

Listed in Table 1 statistics of E-Government
Development Index in Eastern European countries show
that during 2014-2020 the implementation of e-
government developed quite rapidly: the meaning of this
Index increased on average from 0.50-0.66 to 0.71-0.85.

Table 1. Analysis of E-Government Development Index in
Eastern European Countries in 2014-2020.

Country 2014 2020 Growth
Ukraine 0.5032 0.7119 +0.2087
Bulgaria 0.5421 0.7980 +0.2559
Czech Republic 0.6070 0.8135 +0.2065
Hungary 0.6637 0.7745 +0.1108
Poland 0.6482 0.8531 +0.2049
Slovak Republic 0.6148 0.7817 +0.1669

Source: developed by the authors according to the source [18,
19].

Note that the meaning of this Index in Ukraine was
lower compared to other studied Indexes in Eastern
European countries: 0.5032 in 2014 and 0.7119 in 2020.
In Bulgaria this Index changed from 0.5421 in 2014 to
0.7119 in  2020. The highest E-Government
Development Index was in Poland in 2020 — 0.8531.
Although it is worth noting that the largest increase
during the studied period was recorded in Bulgaria
(+0.2559) and Ukraine (+0.2087).
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Detailed analysis of E-Government Development
Index in Ukraine and Bulgaria in 2020 (Fig. 2) showed
that the level of human development in Ukraine was
quite high (Human Capital Index was 0.8591 in Ukraine
and 0.8401 in Bulgaria), the level of development of
online services was above the middle (Online Service
Index was 0.6824 in Ukraine and 0.7706 in Bulgaria),
and the level of development of telecommunications
infrastructure was above the middle (Telecommunication
Infrastructure Index was 0.5942 in Ukraine and 0.7826
in Bulgaria). The results of the analysis showed that in
Ukraine and Bulgaria it is necessary to continue working
on the development of e-government.

i 0,8401
Human Capital Index o (8,
Telecommunications 0.7826
Infrastructure Index NN (,5947
Online Service Index __6,88%106

E-Government

_7| 0,7980
Development Index ;7119
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Fig. 2. Detailed Analysis of E-Government Development Index
in Ukraine in 2020.

Source: developed by the authors according to the source [19].

Thus, in the context of strengthening the innovative
development of information technology, the formation of
an effective e-government system should continue not
only with the support of public authorities, but also with
the assistance of all stakeholders, as only joint efforts
can ensure effective interaction of state and regional
structures, as well as local governments with business
(enterprises) and the person (households).

Information  technology in  state financial
management is primarily represented by the System of
Electronic Payments (SEP), which provides 96% of
interbank transfers in the national currency within
Ukraine. As of the end of 2019, 75 banks of Ukraine, the
State Treasury Service of Ukraine and the National Bank
of Ukraine were SEP participants [20].

The efficiency of the SEP in Ukraine is evidenced by
the annual increase in the amount and number of
payments processed in the SEP (Fig. 3).

During 2015-2019, the number of payments
processed in the SEP increased by 85 million units (by
28.4%), and the total amount of payments increased by
UAH 14 trillion (by 77.8%). In 2019, the SEP processed
384 million payments totaling UAH 32 trillion.

In today’s world, information technology is closely
linked to digital technology, which has recently become
increasingly active in all areas of human life, including
and the economy. The mechanism of digital technology
is the encoding of information and its transmission,
which contributes to a significant number of operations
in a short period of time. The main tools for the
application of digital technologies today are the Internet

and mobile phones (smartphones), computers, laptops,
tablets. Since these devices are widespread and widely
used by a large number of people in all spheres of life, so
the rapid development of the digital economy is natural.
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Fig. 3. Analysis of Payments processed in the SEP in Ukraine
in 2015-2019.

Source: developed by the authors according to the source [20].

Today, the part of the traditional economy is
declining and the part of the digital economy is growing
around the world. In European countries, the process of
digitization (digitalization) began in 2010, when the
European Commission decided to create a Digital Single
Market [21].

In Ukraine, for the first time the development of the
digital economy at the state level, taking into account the
European integration course of our country, was
announced in 2016, when the Ministry of Economic
Development and Trade of Ukraine developed a project
“Digital Agenda of Ukraine — 2020, which defined the
conceptual principles of digital economy implementation
[22]. Also in 2018, the Cabinet of Ministers of Ukraine
approved the “Concept for the development of digital
economy and society of Ukraine for 2018-2020, which
provided for the implementation of measures to
implement appropriate incentives for digitalization of the
economy, public and social spheres, awareness of
existing challenges and tools for digital infrastructure
development, acquisition of digital competencies by
citizens, as well as identified critical areas and projects
of digitalization, stimulation of the internal market of
manufacturing, use and consumption of digital
technologies [23].

According to this Concept, digitalization means the
saturation of the physical world with electronic-digital
devices, tools, systems and the establishment of
electronic-communication exchange between them,
which actually allows the integrated interaction of virtual
and physical, that is, it creates cyberspace.

The Concept also identified the main goals of digital
development, in particular: accelerating economic
growth and attracting investment; transformation of
economic sectors into competitive and efficient;
technological and digital modernization of industry and
creation of high-tech industries; accessibility of the
benefits and opportunities of the digital world for
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citizens; realization of human resources, development of
digital industries and digital entreprencurship.

The Concept provided a plan to reach a certain level
in the world rankings for the development of the digital
economy. Thus, in 2020 Ukraine had to occupy:

30th place in the Networked Readiness Index (WEF)
(in 2016, Ukraine ranked 64th place);

40th place in the Global Innovation Index (INSEAD,
WIPO) (in 2016 — 56th place);

50th place in the ICT Development Index (ITU) (in
2016 — 79th place);

60th place in the Global Competitiveness Index
(WEF) (in 2016 — 85th place) [23].

The effectiveness of the implementation of this
Concept can be assessed by analyzing the global indexes
of digital economy, which were officially published in
2016-2019 (Table 2) [24-27].

Table 2. Indicators of the world indexes of digital economy
development in Ukraine in 2016-2019.

Index name 2016 | 2017 | 2018 | 2019

The IMD World Digital

Competitiveness Ranking 39 60 39 >4

Global Connectivity Index 55 55 54 50

Global Innovation Index 56 50 43 47

Global Competitiveness

Index 85 81 83 85

Source: developed by the authors according to the source [24-
27].

These indexes indicate that Ukraine occupies a rather
low position in world indexes and ratings of the digital
economy, and the indicators planned in the Concept as of
the end of 2019 have not been achieved.

Note that in Ukraine, however, there are positive
trends towards the digitalization of the economy, as
almost all of the studied world indexes in our country its
position has been improved in the global rankings. Note
that in 2019, according to the Global Connectivity Index,
Ukraine ranked 50th compared to 55th in 2016; and in
the IMD World Digital Competitiveness Ranking,
Ukraine ranked 54th, which is 5 positions higher than in
2016. According to the Global Innovation Index and the
Global Competitiveness Index, Ukraine improved its
position during 2016-2018, and in 2019 there was there
letdown of position.

Comparing the world indexes of digital economy
development in Eastern European countries, it is worth
noting that Ukraine shows the lowest result (Fig. 4) [24-
217].

Special attention needs to be paid to the study of the
financial component of the digital economy (so-called
“digital finance”). The point is that modern information
technology can significantly change the traditional forms
of money, gradually turning them into so-called
cryptocurrency.

Note that cryptocurrency is a new experimental type
of money that works in a distributed and decentralized

system of secure exchange and transfer of digital
banknotes based on cryptography [28].
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Fig. 4. Comparison of the world indexes of digital economy
development in Eastern European countries in 2019.

Source: developed by the authors according to the source [24-
27].

Cryptocurrency is a currency that exists in the form
of digital money, has no material content and exists in
circulation on the Internet, is independent of the central
bank.

Cryptocurrency is a currency that exists in the form
of digital money, has no material content and exists in
circulation on the Internet, is independent of the central
bank.

Historically, the first cryptocurrency was bitcoin
(BTC), which was introduced in January 2009 [3]. In a
relatively short period of time (only 12 years) the
number of types of cryptocurrency has increased to
1009, but the leading position is retained by bitcoin [29].

The vast majority of cryptocurrencies have an
insignificant market capitalization and a low price. Only
16 cryptocurrencies today have the market capitalization
of over USD 1 billion (Table 3).

Bitcoin remains the main cryptocurrency today, as
well as during the whole period of cryptocurrency
operation. The number of existing bitcoins is more than
18.6 million with a total market capitalization of over
USD 610.1 billion. In January 2021, the price of one
bitcoin was about USD 32.8 thousand.

Ethereum ranks second in the ranking of
cryptocurrencies in the world. The number of all existing
ethereums now amounts to about 114.4 million, with a
total capitalization of over USD 153.3 billion. In January
2021, the cost of one ethereum was USD 1.3 thousand
[29].

As you can see, the use of cryptocurrencies has
gained significant momentum, but still a number of
issues remain open and need to be refined.
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Table 3. Analysis of the top cryptocurrencies
on January 25, 2021.

Market Price
Cryptocurrency capitalization in USD

in USD
Bitcoin (BTC) 610 146 914 252 32 787,74
Ethereum (ETH) 153 351 822 186 1 340,69
XRP (XRP) 12 180 662 400 0,276
Cardano (ADA) 11 441 229 292 0,368
Litecoin (LTC) 9 454 248 196 141,41
Bitcoin Cash (BCH) 8320 149 169 446,76
Stellar Lumens (XLM) 6229 823 631 0,282
Bitcoin SV (BSV) 3278703 930 176,08
EOS (EOS) 2 828 438 984 2,76
Monero (XMR) 2534726 108 142,23
Tezos (XTZ) 2451237393 3,23
TRON (TRX) 2 186433 125 0,031
IOTA (I0T) 1301 877 853 0,468
Dogecoin (DOGE) 1 135127 851 0,0089
Zcash (ZEC) 1 100 458 032 90,61
Dash (DASH) 1 095 716 842 110,24

Source: developed by the authors according to the source [29].

For example, the issue of anonymity of transactions
in the bitcoin system remains controversial. The system
has a public register of all transactions that have taken
place throughout the history of this cryptocurrency.
However, it should be noted that the real names of the
participants are not displayed during transactions in the
blockchain, but are indicated by user aliases. On the one
hand, this allows you to protect the personal data of the
e-wallet owner at the same time as an open transaction
history. On the other hand, the lack of identification of a
person, as in the case of traditional methods of monetary
currency transactions, can have negative consequences
associated with the possibility of avoiding liability in the
case of illegal transactions [3].

Another problem is the legal inregulation of the
status and circulation of cryptocurrencies. Thus, legal
entities do not have the opportunity to use
cryptocurrency, as they cannot include it in the charter
and use it as an asset of the enterprise. We believe that
theoretically enterprises could have a positive effect
from the use of cryptocurrency, as cryptocurrency
transactions save significant amount of time and labor,
and there is no commission, so enterprises have the
opportunity to save money and use them in production.

It should be noted that at the beginning of December
2020 the Verkhovna Rada of Ukraine adopted at the first
reading the draft law “On Virtual Assets” [30]. The issue
of adopting this Law is debatable. The drafters of the bill
believe that the adoption of the Law will regulate legal
relations regarding the circulation, storage, possession,
use and conduct of transactions using cryptocurrency in
Ukraine. Instead, experts, mostly agreeing with the need
to legalize cryptocurrency, believe that some provisions

need serious refinement. This Law does not define
specific mechanisms and procedures with virtual assets,
but only allows their use. In addition, although
cryptocurrency acquires legal status, but it is not
recognized as a means of payment, that was the main
idea of creating bitcoin.

The disadvantages of using cryptocurrencies should
also include the risk of significant market price
fluctuations, which does not depend on the market
capitalization of cryptocurrency (one of the
characteristics of cryptocurrency is its high volatility).
Therefore, it is difficult to predict exactly how the
exchange rate of any cryptocurrency will behave in the
market, and the owner of a cryptocurrency wallet has no
guarantees that it will be saved.

However, the demand for cryptocurrency is
appreciable, so in the future this market will continue to
develop and improve.

Artificial intelligence as a separate direction of
information technology development is developing more
and more every year. Thus, in 2017, the market for
artificial intelligence was about USD 2.42 billion, in
2021 is projected to grow to USD 16.2 billion, and in
2023 —about USD 34.4 billion [31].

Artificial intelligence is a branch of computer science
that studies the processes of automating intelligent
behavior.

Note that in Ukraine at the end of 2020 the Concept
of Artificial Intelligence Development in Ukraine was
approved, which defines that artificial intelligence is one
of the priority areas in scientific and technological
research, outlines the problems of state policy for
artificial intelligence and identifies areas for solving
them [32].

Artificial intelligence allows you to simultaneously
process huge amounts of information and get the best
solutions to the problem.

The financial sector is one of the most adapted to the
use of artificial intelligence compared to other sectors.

Based on the analysis of domestic and foreign
literature [33, 34], the following areas of application of
artificial intelligence in finance were identified:

1. Trading, Wealth Management, and Investment
Banking — the use of software for natural language
processing (natural language processing NLP), which
allows you to collect and analyze information about the
state of foreign exchange markets, provide forecasts for
the market conditions, provide investors with
information on what shares to buy and sell for their
customers, assess the various risks. The use of “robo-
advisors” (or the digital advice market) allows you to
effectively manage investments.

2. Digitizing Paper Documents — artificial
intelligence programs help digitize paper documents.
This is a necessary condition for the further use of
artificial intelligence, the action of which is based on
numbers.

3. Searching Through Large Databases of
Documents — artificial intelligence programs help to
search in the institution's own huge repositories of digital
documents, sort this information, organize it.
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4. Underwriting — artificial intelligence programs
allow banks and insurance companies to find
information about the applicant's public activities (for
example, their publications on social networks), on the
basis of which a conclusion is made about its reliability.

5. Credit score — such artificial intelligence programs
can calculate credit scores of customers, using not only
the past credit history of customers, but also other
characteristics.

6. Credit risk management in portfolios — the use of
artificial intelligence allows you to calculate credit risks,
which take into account a significant number of macro-
financial factors.

7. Chatbots — the use of chatbots allows you to
inform about products and services, provide contact
information, financial recommendations to the client,
make payment transactions, show exchange rates and
exchange currency, keep track of personal finances,
transfer from card to card, send orders for trade and
online acquiring and checking the counterparty.

8. Personal virtual assistant — is a program that
allows you to answer customer questions on financial
and banking issues like the financial advisors.

9. Training of bank employees — on the basis of
artificial intelligence analysis of the conversation of the
bank's specialist with the client and conclusions about
the mistakes made by the bank employee and ways to
correct them.

Thus, it can be noted that artificial intelligence has
now established itself as a promising area of research,
which is actively penetrating into various areas of human
life, including and in the financial sphere.

It is worth noting that, in our opinion, the benefits of
using artificial intelligence for some businesses in
parallel have a negative impact for others. For example,
a reduction in labor costs due to the use of artificial
intelligence is a positive consequence for businesses and
at the same time has a negative impact on the workforce,
as jobs are reduced, unemployment rises, there is a need
to improve skills or get a new education.

Another example is the increasing demand for

mathematical and technical specialties in the field of
artificial intelligence, which is undoubtedly positive for
the workforce, but requires significant costs of the
enterprise (business) to conduct research.
Thus, artificial intelligence initiates a new stage of the
industrial revolution and in the future can radically
change human life. It is important to understand that
artificial intelligence deprives a person of the ability to
think and make decisions, which can ultimately lead to a
decrease in people's intellectual abilities. Therefore,
introducing artificial intelligence in any field, including
and financial, it is necessary to seriously weigh all the
positive and negative consequences.

6 Conclusions

Summing up the results of the study, we note that today
the use of information technology has reached a new
stage of development, due to the rapid development of
digital technologies. All countries of the world,

including Ukraine and Bulgaria, faced a new challenge:
the digitalization of all spheres of life. Significant steps
in this direction have already been taken, but any
innovation process is always accompanied by problems
and shortcomings that need to be promptly eliminated.

We believe that in order to establish the effective
functioning of information technology in finance, it is
necessary to: 1) promote the creation of national
information systems, platforms and technologies in order
to reduce the share of foreign software; 2) organize and
provide internships for information technology
developers; 3) to carry out explanatory work and to
organize trainings for the purpose of informing the
population about advantages of application of
information technologies; 4) stimulate enterprises to use
information technology, including and finance; 5) to
expand Internet coverage in Ukraine, in particular, in
small settlements where there are no Internet
communications, which will contribute to the expansion
of information technology users.

We think that in order to establish the effective

functioning of information technology in finance it is
necessary to: 1) promote the creation of national
information systems, platforms and technologies in order
to reduce the share of foreign software; 2) organize and
provide internships for information technology
developers; 3) to carry out explanatory work and to
organize trainings for the purpose of informing the
population about advantages of application of
information technologies; 4) stimulate enterprises to use
information technology, including the finance; 5) to
expand Internet coverage in Ukraine, in particular, in
small settlements where there are no Internet
communications, which will increase the number of
users of information technology.
Therefore, in order to establish the effective functioning
of all spheres of life with the use of digital technologies,
it is necessary to continue working on finding improved
rules for legislative regulation of the application of
information technology in finance and create new
methods of information technology management.
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Abstract. Competitiveness and efficiency in the modern economy are based on innovation. It is
necessary to ensure the flow of well-founded innovative projects. This requires funds to support the
creation and promotion of these projects. These tools include innovation methodology, mathematical
models and methods, software and information tools, and other types of software. All these tools are
implemented as services of a digital platform based on cloud technologies and available to various
categories of users. This platform is being developed in research Institute of CPI, Tver, Russia.

1 Introduction

The innovation economy differs from the previous
models of economies primarily by the need for constant
changes in all elements of production and economic
relations. In the economies of mass and mass production,
the concept of efficiency was associated with the concept
of stability for a certain period of time. In the innovation
model, efficiency is primarily associated with the
concept of competitiveness. The global nature of
competition, the common information space, and the
diversity of goods and services require any manufacturer
and supplier to be flexible in making decisions and
adapting to competitive conditions. Constant search and
implementation of changes at different levels of
production and economic relations are necessary
conditions for competitiveness, regardless of the type
and scale of activity.

It is the change in economic ideology that leads to
the need to introduce a new concept of "innovation" as a
unit for assessing the degree of changes in production
and economic relations.

The key role in the formation of the philosophy of
innovative economy belongs to information technologies
(IT). This is due to the following important factors.

First, there is a short information link between all the
elements of the production and economic system. The
speed of decision-making and information exchange is a
determining factor in the efficiency and competitiveness
of any system.

Secondly, the safety of information. The information
necessary for decision-making today has a very wide

* Corresponding author: mamatdilshod@rambler.ru

variety of forms and representations. The volume of this
information is very large and is constantly growing. The
ability to save the accumulated information is the most
important factor in the success of any activity.

Third, the availability of information. Regardless of
the scale of the task to be solved, it is necessary to be
able to obtain information not only from local sources
(the enterprise information system, the local database),
but also from the global information space. This is due to
the variety of factors that influence decision-making in
the context of working in the global economic system.

Fourth, a high degree of automation of information
processing. Information is often created when solving
some problems, and can be used to solve others.
Therefore, the ability to quickly transform information to
the right form for decision-making is also a crucial factor
in the need for IT.

Fifth, the ability to transform information into a form
of knowledge. Knowledge differs from information in its
pragmatic aspect: what to do with this information or
what to do if this information is obtained. For the speed
and quality of decisions, knowledge is a more valuable
source of competitiveness and efficiency, as well as an
object of legal protection. Modern IT allows you to
effectively transform information to the form of
knowledge and work successfully with them.

Ultimately, the innovation economy depends largely
on the success of the use of IT capabilities, which are
one of the three cornerstones of the innovation economy.
IT as a type of production activity has its own
characteristics, and this article is devoted to this.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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To understand the philosophy and ideology of the
innovation economy, it is necessary to focus on its basic
elements: concepts and definitions.

The term "innovation" is now one of the most widely
used in the economic literature and in public speeches.
Dozens (and perhaps even hundreds) of its definitions
and interpretations are known. And this is quite natural
for the era of the global innovation economy. However,
there is still no clear understanding of this term and,
most importantly, the essence of the concept itself.

While the Russian economy went its own way, not
caring  about competitiveness and efficiency,
terminological disputes were the lot of scientists. But by
joining the WTO, Russia is forced to play by the general
economic rules, otherwise the domestic industry will
simply disappear under the onslaught of more efficient
foreign companies and technologies.

Why is it so important to understand the terms and
concepts?

The fact is that there is a structural restructuring of
the economic model. The role of the state in this process
is crucial: it creates a new infrastructure and launches
cash flows into a new economic model. Here, the
negative consequences of conceptual illiteracy are fully
manifested. The money is being used, and nothing
positive is happening. Competitiveness, efficiency and
productivity remain at the same level or even decline.

Due to the total lack of understanding of the new
concept, there is a "gluing of a new label on the old
concepts"everywhere. Now everywhere you can see how
the doors of offices, products and technologies are
labeled "innovative" and expect a miracle: how the
economy will suddenly become efficient and
competitive.

Let's try to sort out the confusion in terminology and
concepts.

First, it is necessary to immediately determine that
innovation is not the result of the evolutionary
development of the previous economic model, but a
revolutionary transition to a new model. And there can
be no continuity in the concepts. However, it should be
noted that the "product based on invention" model is not
new in itself, moreover, it is already many thousands of
years old. And the model of "goods based on the study of
demand" is quite young (in historical terms), and it arose
with the advent of mass production industry. But it was
the last 150 years of industrial revolutions that made us
forget about inventions as the main source of new goods.
Of course, to facilitate understanding, sometimes it is
necessary to use some analogies with elements of the old
model, but it is analogies, and not direct inheritance of a
term or concept.

The reason for the total misunderstanding of the
innovation economy lies in the attempt to find direct
analogies in the old model and make the old economic
mechanism work in a new way. Hence the desire to use
the old terminological and conceptual apparatus.

Of course, it is not only and not so much in terms,
but in a lack of understanding of the essence of the new
concept and new processes. This leads to both wrong
decisions and wrong actions.

Secondly, the concept of "innovation" refers to the
so-called indefinable concepts [l]. An indefinable
concept in axiomatics is an initial, basic concept, which
cannot be unambiguously defined. Any science and
theory is based on some basic concepts, usually intuitive
and having properties described by the axioms of this
theory. So, the main undefined concepts in geometry are
point, line, plane, volume, space, in mathematics-
number, set, correspondence, in physics-time.

That is, an indefinable concept cannot be uniquely
defined through other basic concepts of a given theory.

It follows that there can be innumerable" correct "
definitions of this concept. And all of them, in a certain
sense, will be both right and wrong at the same time.
That is, a concept formulated quite strictly and precisely
for one specific task may be completely unacceptable for
another.

There is some contradiction between the generality
and the usefulness of the definitions. The most general
definition of a concept is usually the most useless. On
the other hand, a very specific definition makes it useful
only in a very narrow range of tasks. And this is
constantly traced in everyday life. So, there are several
hundred definitions of the concept of "system" and
several dozen of the concept of "marketing". Definitions
are most successful only in specific situations.

Third, the concept of "innovation" is multifaceted
and multidimensional. This is a philosophy, an object, a
function, an action, properties, and a method. An attempt
to map a multidimensional object to a plane (or line)
only gives the correct representation within that plane or
line. This reasoning would be a mathematical abstraction
if the tens of thousands of people and businesses trying
to operate in an innovative economy did not suffer from
"correct" definitions that kill innovation and innovation
activity in the bud.

Fourth, there is a need for a common denominator in
decision-making for all stakeholders. The fact is that
each of them is incompetent in innovation in its own
way: the investor understands money, the inventor
understands machines, and the general definition does
not help either of them. The working definition of
innovation should help all parties, it should reflect the
essence of the invention, the idea. The market situation
is in innovation. Money matters - in innovation.
Innovation is the top of the concept tree, the individual
branches of which are the view of each interested party
on innovation (through an idea, through money, through
a market position, through production opportunities,
etc.).

2 Analysis of existing definitions of the
concept "innovation"
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Let's see how the concept of "innovation" is defined in a
number of primary sources and some modern
documents. An analysis of the existing definitions
reveals a wide variety of views and approaches.

Schumpeter, J. A. In [2], under innovation, he
proposed to understand any possible change that occurs
due to the use of new or improved solutions of a
technical, technological, organizational nature in the
processes of production, supply, sales of products, etc.

Foster R. defines innovation as a battle in the market
between innovators (or attackers) - those who try to
make money by changing the order of things - and those
who defend themselves by protecting their current
income [3].

Twiss B. interprets innovation as an offer on the
market of something new, for which the consumer is
willing to pay [4]. An invention becomes an innovation
if it is successful in the market. Innovation is an
application, that is, a process in which an invention or
idea acquires an economic content.

According to Santo B., innovation is a social,
technical or economic process that, through the practical
use of ideas and inventions, allows you to create the best
products and technologies that can bring additional
income on the market [5]. Innovation is a technical and
economic cycle in which the use of the results of
research and development directly causes technical and
economic changes that affect the activities of a particular
field.

Drucker P. defines innovation as a special tool of
entrepreneurs, a means by which a chance to open a new
type of business or service is realized [6].

For Porter M., innovation is an opportunity to gain
competitive advantages [7]. Innovations in a broad sense
include both new technologies and new working
methods. Innovation manifests itself in a new product
design, in a new production process, in a new approach
to marketing, or in a new methodology for improving the
skills of employees. Innovations are fairly simple and
small, based more on the accumulation of minor
improvements and achievements than on a single major
technological breakthrough.

Hamel G. and Prahalad K. believe that innovation is
what brings the maximum profit, ahead of others on a
global scale [8].

According to Nelson R. and Winter S., innovation is
a change in routine. Viability depends on how
consumers evaluate it [9].

In the OECD Frascati Position, innovation is the end
result of an activity, embodied in the form of a new or
improved product introduced in the market, a new or
improved technological process used in practice, or in a
new approach to social services.

Yakovets Yu. He believes that innovation is a
qualitative change in production, which can relate to
both technology and technology, as well as forms of
production organization and management [10].

Morozov Yu. defines innovation in a broad sense as
the profitable use of innovations in the form of new
technologies, products and services, organizational,
technical and socio-economic solutions of a production,
financial, commercial, administrative or other nature
[11].

According to Fatkhutdinov R., innovation is the final
result of the introduction of new products in order to
change the object of management and obtain an
economic, social, environmental, scientific and technical
or other type of effect [12].

According to the definition of V. Medinsky,
innovation is an object introduced into production as a
result of scientific research or discovery, qualitatively
different from the previous analog [13].

Hipel V. defines innovation as the application of a
new product or process in practice [14], and Rigs H.-as
the commercial development of a new idea [15].

Freeman K., speaking about industrial innovation,
defines it as technical, design, production, management
and commercial activities, the production of new
(improved) goods or the first commercial use of new
(improved) processes or equipment [16].

Rothwell R. and Gardiner P. believe that innovation
is not only the commercialization of a major
improvement in a technical process (radical innovation),
but also the use of small-scale changes in technological
skills (improvements or minor innovations) [17].

Tidd D., Bessant D., Pavit K. define innovation as
the process of turning opportunities into new ideas that
are widely implemented in practice [18].

In the Law of Ukraine on Innovation Activity [19],
innovations are newly created (applied) and (or)
improved competitive technologies, products or services,
as well as organizational and technical solutions of a
production, administrative, commercial or other nature
that significantly improve the structure and quality of
production and (or) the social sphere. An innovative
product is the result of research and (or) development
work that meets the requirements established by this law.
Innovative products - new competitive goods or services
that meet the requirements established by this law.

Wikipedia gives the following definitions [20].
Innovation is an implemented innovation that provides a
qualitative increase in the efficiency of processes or
products that are in demand by the market. It is the end
result of a person's intellectual activity, imagination,
creative  process, discoveries, inventions, and
rationalization. An example of innovation is the
introduction to the market of products (goods and
services) with new consumer properties or a qualitative
increase in the efficiency of production systems.
Innovation - a new or significantly improved product
(product, service) or process, a new sales method, or a
new organizational method in business practice,
workplace organization, or external relations. Innovation
is not any innovation or innovation, but only one that
seriously improves the efficiency of the current system.
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Generically, this concept can also be applied to a
creative idea that has been implemented.

3 Methodical section

In an innovative economy, it is very important to
increase the number of innovative projects being
implemented. At the same time, it is necessary to create
conditions for improving the quality of project
development.

These conditions are implemented in four ways (see
Figure. 1)

Dightal platforms for
supparting innovation

Hethodology of
nnovation activiey

Conditions for improving

the quality of prajects

Mathematics of
nravation activity

Means of supporting
innowative projects

Fig. 1. Conditions for improving the quality of projects

These conditions are implemented on a digital
platform for supporting innovation activities and
innovative projects (next DP).

The digital platform for supporting the creation and
promotion of innovative projects solves the following
basic tasks:

- The methodology of innovation activity in various
fields is developed and supported.

- Supports the creation and promotion of an innovative
project.

- Information and methodological support for the user is
provided.

- Communication between subjects interested in an
innovative project is provided.

- The project is evaluated from different points of view.

- Work with intellectual property is supported.

The DP itself is an innovative project. At the initial
stage of DP development, the main technical solutions
were conceptualized and justified. The DP is represented
as subsystems, blocks, and services. Solutions to
fundamental problems in the creation and promotion of
innovative projects, as well as problems of innovation
management, have been worked out.

The initial step in this project is to develop an
innovation Methodology. This allows, first of all, to
form an optimal organization of innovation activities.
Secondly, it is most effective to automate the solution of
innovation tasks [21].

The methodology is developed based on the
definition [22]. "Methodology is the teaching about the
organization of activities."

The methodology of innovation activity elaborates
the basic concepts of this activity:

Characteristics of innovative activity: Features,
Principles [23], Conditions, Norms of this activity.

Logical structure of innovative activity: Subject,
Object, Subject, Forms, Means, Methods, Result of

activity.

Time structure of activity: Phases, Stages, and Steps
of activity.

The methodology can generally be developed for any
type of activity, taking into account terminology,
application rules, automation conditions, etc.

Based on the basic concepts of the methodology
(theoretical plan), the system and applied concepts of the
applied field are worked out.

For example, an innovative project, an innovative
activity, an innovative system, an innovative
infrastructure, stakeholders, an innovative product
(product, technology, service), efficiency,
competitiveness, feasibility, investment system, stages,
intellectual property, etc.

From basic concepts, on the one hand, the study is
conducted in the direction of detail to elementary
facts.On the other hand, we are building integrated
concepts based on basic concepts and elementary facts
(for example, a "well-packaged" project).

On the basis of terms of varying degrees of detail, an
ontological network of concepts of innovation is
constructed.

The main problems (goals) of innovation that require
automated support should be recognized:

- Increasing the motivation of participants in innovation
activities.

- Increasing the validity of innovative projects.

- Improving the ease of working with innovative
projects.

- Reducing the subjective factor when evaluating and
making decisions about supporting an innovative project.

Solving these problems will significantly increase the
flow of "well-developed" innovative projects.
Implementation of these projects will allow creating a
wide range of competitive and effective products [24].

To solve the fundamental problems of innovation, it
is necessary to solve many problems of different levels
and complexity related to:

- Evaluation of the innovation project (its parts)
according to several criteria;

- Justification of the novelty, feasibility and effectiveness
of the innovation project;

- Preparing a decision to support (or reject) the project;

- Monitoring and managing project progress;

- Various calculations, project presentation, etc.

Various mathematical methods and models are used
to solve these problems.

The DP project addresses the following issues:

- Measurement and evaluation of elements of an
innovation project and elements of innovation activity.

- Decision-making on an innovative project and the
possibility of its support at the stages of the life cycle.

- Analysis of data obtained from our own and third-party
sources (information resources). The possibility of using
information from data Centers (Big data) is considered.

- Modeling of objects and processes of innovation
(including simulation of the consequences of applying
the results of an innovation project).

- Management of innovation activities at different levels
(from the workplace of a specialist to the level of the
relevant Ministry).

- Investment mathematics that solves the problems of
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substantiating the effectiveness and competitiveness of
innovative projects.

The third branch of Figure 1 "means of supporting
innovative projects" includes various types of support.
For example, information, methodological, financial,
regulatory, organizational, and other types of support.

The fourth branch of Figure 1 deals with the creation
of the digital platform for supporting innovative projects
and innovative activities [25].

The DP is developed as a self-organizing and self-
developing system that integrates its own and third-party
information resources.

Templates and scenarios for the formation of
innovative projects within the use of the DP are being
worked out.

The DP architecture is represented as interconnected
subsystems, blocks, and services based on a cloud
platform.

The DP consists of the following subsystems:
- Subsystem "formation of an innovative project".
- Subsystem "Information base of scientific and
innovative activity".
- Subsystem "support for analysis and evaluation of
innovative projects".
- Subsystem "support for stakeholder communications".
- Subsystem "working with intellectual property".
- Subsystem "support of experts and formation of
Competence Centers".
- Subsystem "monitoring and management of innovative
projects".
- Subsystem "Simulation of innovation activity".
- Subsystem "forming templates for innovative projects".
- Subsystem "automation and accounting of preliminary
and scientific and technical expertise".
- Subsystem "maintaining the register of experts".
- Subsystem "system Administration and information
Security" and others.

The DP provides four levels of access:
- The level of public access.
- The level of personal access.
- Certified access level.
- The level of restricted access.

Subsystems consist of blocks that combine groups of
tasks. For example, the subsystem "Information base of
scientific and innovative activity" includes:

- Database support block (patents, intellectual property,
partners, investors, consumers of innovations, etc.).
- Block of linguistic and semantic search, etc.

The subsystem "support for analysis and evaluation

of innovative projects" includes the following blocks:

- Block "Analysis of innovative projects".

- The block "Methodological support for innovation"
(search for analogues, "packaging" of projects,
registration of property rights, etc.).

- Block "Support for training in the design of innovative

projects”.
- Block "support for -calculations in innovation"
(investment  performance indicators, quantitative,

qualitative and cost assessment of the results obtained,

etc.).

- Block "Support for scientific study of projects", etc.
The implementation of these tasks requires the use of

a wide range of mathematical methods to solve the

problems of innovation.

The DP uses mathematical methods to support
decision-making in the innovation sphere. The issues of
measuring and evaluating various aspects of innovative
projects are considered. Without numerical values of
qualitative characteristics, it is impossible to make
estimates and make decisions.

The degree of innovation is the measure by which an
investor decides to support a project. This measure is
based on evaluation theory and measurement theory.
Dimension theory is also used. In the future, it will be
necessary to formulate new units of measurement related
to the measurement of the degree of innovation, the
degree of realizability, the degree of novelty, etc.

The methods of utility theory and value theory are
used to justify project decisions. These sections are
necessary for the formation of criteria for the success
and feasibility of innovative projects.

Here we use mathematical methods and models that
allow us to display subjective qualitative judgments of
subjects on a numerical scale (of some type) in order to
formalize value judgments about the project. Various
types of evaluation and measurement scales are used,
their applicability, ways of construction and use. One of
the DP services supports evaluating the effectiveness of
innovations.

To prepare a decision on project support, we use
methods of generalizing information to build integrated
concepts that give a General and final assessment of the
project as a whole. To work with weakly structured
information, the apparatus of semantics, knowledge, and
ontologies in the field of innovation. Semantic methods
of working with information are of paramount
importance. This is due to the widespread use of the
Internet, the use of cloud technologies, and great
achievements in the field of web standards. Structured
metainformation based on the RDF standard (and a
number of others) allows you to present information in
the form of knowledge. In other words, this is a step
towards separating knowledge from specialists (experts)
in order to be able to store and use knowledge,
regardless of the presence of the source of knowledge
itself. Based on this principle, virtual competence centers
will be formed in the DP.

For the successful implementation of the semantic
web concept, an ontological network of concepts of
innovation is formed, taking into account the applied
areas of activity.

The DP solves modeling problems, in particular,
ontological and simulation. In fact, innovation is aimed
at changing the world around us. But the consequences
of these changes are not always obvious at the beginning
of the project. To successfully promote the project and
its implementation, it is necessary to model not only the
innovative product itself, but also its impact on the
design  environment,  production  environment,
distribution and use environment. Such modeling will
allow, on the one hand, to prove the usefulness and
profitability of an innovative product (in the case of
positive modeling results). On the other hand, stop the
project in time and avoid unnecessary costs (in case of
negative modeling results).

It is advisable to implement the DP in three queues.
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4 Conclusion

The tasks of the first stage are the"first aid" for the
author (and expert) in terms of information and
methodology: dictionaries, reference books, regulatory
framework, standard competition documents,
methodological assistance, etc. This allows you to speak
the same language with each other, understand each
other's problems, find compromise solutions, and so on.

The tasks of the second stage of the DP include the
tasks of extracting information, creating information,
converting it, storing it, presenting it to stakeholders,
processing (detailing, integration), developing templates,
typing, and evaluating it. As well as mechanisms for
working with information that allows you to prepare a
project to get a positive decision from the investor to
support the project.

Tasks of the third stage are intended for the
intellectualization of works implemented in the first and
second stages. In fact, it should be an intelligent
information and advice system using artificial
intelligence methods.
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Abstract. In the paper, we investigate the impact of global trends Industry 4.0 on the structural
transformations of Ukrainian industrial sector through the prism of global technological challenges. The
current structural imbalances of Ukrainian industrial development and highlights the opportunities that 4.0
technologies provide for innovative industrial renewal are considered; and the readiness for adoption of
innovative technologies of Industry 4.0 in the industrial enterprises is assessed. The key conclusion of the
study is that further innovative transformation of global production will lead to inevitable changes in the
organization and management of production processes. Based on the research results, an effective solution
to certain problems has been proposed. The key finding of the research is that representatives of Ukrainian
industry though perceive the importance of this tool face many obstacles in its implementation.
Considering research results the efficient solutions of identified problems were proposed. They include the
establishing strengthening the strategic partnership between the state science and business institutions in
the process of stimulating cluster development; improvement of innovation infrastructure, creating the
innovation ecosystems for the capitalization of scientific developments and the commercialization of
innovations; creation of competitive conditions for all market participants, including equal conditions for
access to the raw materials market, technology transfer, protection of property rights; reforming
educational infrastructure; creation of a favorable investment environment with the help of mechanisms of
state guarantees for foreign investments.

The objectives of the study are: to analyze the
theoretical base for the impact of Industry 4.0 on
structural transformation in industrial development; to
describe the methodological approaches used in the
research; to assess the industrial structure changes
during 2014-2019 years; to propose policy
recommendations concerning the main vector and tools
of stimulating adaptation of Ukrainian manufacture to
the challenges of Industry 4.0.

1 Introduction

At the beginning of the 21st century, mankind was
affected by the new industrial revolution, better known
as the concept of "Industry 4.0". New technological
challenges in Industry 4.0 lead to dramatic the changes
taking place in consumer behavior and the management
of production. Moreover, it leads to innovative
transformations in many areas, breaks down barriers
between them, also tended to blur the lines between

suppliers, producers and consumers, and ultimately is a 1.1 Related Work

prerequisite for structural transformations in the
economy. This has led the governments of both
developed and developing countries to justify and
apply new economic policy approaches to enhance the
innovative development of the industrial sector. This is
especially important for Ukraine, since according to
Heyets V.M., the future of the country depends on the
introduction of innovative development mechanisms:
whether the country will move towards becoming a
developed country, and potentially be left behind by
emerging technologies. This is related to general
patterns of social development, according to which
there is a transition from a predominantly reproductive
to an innovative type of development [1].

The purpose of the article is to justification of
priorities for structural transformation of industrial
development mindful of the increasingly important role
played by the Industry’s 4.0 technological challenges.

* Corresponding author: kushnksena@gmail.com|

1.1.1 Literature Review

There are a big number of economic publications about
continuous economic, social and technological
changes, which are conditioning the industrial
development. In this regard, special attention should be
given to the studies of Ukrainian and foreign scientists.
Indeed, some experts (E. Reinert, J. Stiglitz, D. Rodrik,
K. Freeman, K. Perez and others) stated that bridging
the technological gap between developing countries
and countries with economies in transition and others is
an urgent issue, and one that impedes the global
development process. In this respect, the works of
Ukrainian scientists occupy a special place: V. Heyts,
O. Amosha, Gritsenko, V. Lyashenko, L. Deyneko, A.
Chukhno, Yu. Pilipenko, Yu. Kindzersky, L. Fedulova,
in which the main guidelines for reforming the

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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domestic economy based on leading innovative
industrial development. So, Yu. Pilipenko defines
technology system as a relatively autonomous element
of public, based on a systematic approach to the
analysis of socio-economic processes [2]. As noted by
Yu. Kindzerskiy, the effectiveness of structural reforms
in industry can be said only when the state creates
effective institutions for this [3]. Summarizing
scientific research on the study of the prerequisites for
technological transformations in the industry of foreign
and domestic scientists, we can observe that that their
driving forces are a combination of factors: the
accumulation of knowledge and the search for new
methods of processing raw materials at lower costs;
concentration of capital; the availability of resources
(human, raw materials, financial), the formation of a
unified information space and an innovative
institutional system. “Industry 4.0” is considered by us
as new approaches to production management and
organization of production processes based on the
integrated implementation of cyber-physical systems in
all business processes that determine the digital
transformation of the ways of human interaction, data
and processes, providing new opportunities to meet the
needs of consumers, using the latest bio -, nano-
materials, reducing the duration of the production
cycle, reducing material costs, reducing industrial
injuries, introducing circular production models,
optimizing the load on the environment. At the same
time, for Ukraine, which is trying to ensure sustainable
economic growth and the well-being of the population
in difficult conditions of a military conflict, it is
extremely important to determine the features of the
impact of the fourth industrial revolution on the
economy and society, as well as to justify the
directions of adaptation of the Ukrainian industry to the
latest technological challenges.

The essence and theoretical and applied aspects of
the Industry 4.0 concept as a phenomenon of the
Fourth Industrial Revolution were formulated and it is
proved that its emergence is closely related to
civilizational development and the inevitable
continuation of the change of technological orders. It
has been established that the unique difference between
Industry 4.0 and previous industrial revolutions are: the
possibility of integrating industrial automation with
control systems at the global level, transforming the
concept of industrial production, activating the
development of global value chains.

1.1.2 Methodological Approach

The research methodology derived from the basic
principles for predicting the future characteristics of
useful machines, procedures or working methods,
which is the basis for the development of programs,
ranging from forecasting the development of products
or technical capabilities to creating scenarios for
predicting the impact of future technologies introduced
by J. Martino [4].

We have been able to build upon the R. Kurzweil's
model, where he presented an analysis of the history of
technology and substantiated in the Law of Rapid
Return, technological changes are exponential [5] in
the further discussions on this issue.

Following the European methodology, the
questionnaire is the right method to identify
sentiments, trends and needs of manufacturers what
becomes a ground for technological upgrading. As
mentioned in OECD paper “Handbook on Constructing
Composite Indicators” the assessment of complex,
dynamic phenomena in broad areas, such as the
environment, economy, social or technological
development by a system of complex indicators
(Composite indicators) in different countries and
recognizes them as a useful tool for policy analysis and
communication with the public [6]. For example, the
manual substantiates the Technological Achievement
Index (TAI), which focuses on four dimensions of
technological capacity.

The main method used in the study is structural-
functional and comparative analysis - to study the
factual material that characterizes the current state, the
practice of structural transformation of the model of
economic development.

Considering the purpose of the analytical and
experimental investigation the error value is
satisfactory.

The data gathered during the questioning was
processed using such techniques as grouping,
reduction, comparison, and graph analysis.

1.2 Our Contribution

These analytical materials can be implemented in
programs of industry development and seek for new
effective approaches of industrial development
policies.

1.3 Paper Structure

The research is organized as follows. The first section
represents the theoretical base for the impact of
Industry 4.0 on structural transformation in industrial
development. The description of the methodological
approaches used in the research is given in the second
section. The third section describes main results of the
assessment of industrial structure changes during 2014-
2019 years. At the end of the study, we conclude the
survey results and give some policy recommendations
concerning the main vector and tools of stimulating
adaptation of Ukrainian manufacture to the challenges
of Industry 4.0.

2 Background

2.1 Status and characteristics of industrial
development in Ukraine: trends, problems,
needs



SHS Web of Conferences 100, 01009 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001009

Industrial development could be considered as the
deployment of the process of "Total Causality", where
factors of supply and demand interact: on the one hand,
the development of industrial production creates jobs,
generates income, stimulates demand, and on the other
accelerates productivity growth, which in turn
stimulates the growth of the welfare of the population
[7]. Continuous improvement of the production base of
the dairy industry, which is part of this process, can
lead to increased productivity through the development
of new areas of economic activity, the use of more
advanced technologies, production of more complex
goods and / or inclusion in international supply chains
at an increasing technological level.

The key causes of economic problems during the
existence of independent Ukraine and the previous
period are crisis phenomena with an interval of 5-10
years, which directly influenced the development of
industry. So, in the economic literature, such crisis
periods are distinguished: the formation of Ukraine as
an independent state (1991-1993), the signs of which
were the liberalization of prices in the absence of
competition and the preservation of the command-
administrative functions of the state, hyperinflation
(almost 2000%, which is comparable with the
indicators of Brazil and Congo), money issue,
bankruptcy and liquidation of enterprises, devaluation
of deposits of the population, severing economic ties
with enterprises of the former USSR; the financial
crisis of 1998, caused by the unreasonable debt policy
of the state, due to the state budget deficit; the
structural crisis of 2003-2004, which covered the food
market, financial, credit and energy systems, and the
like; financial crisis of 2008, caused by debt and other
obligations similar to the problems of 1998; Russia's
military aggression and the annexation of Crimea in
2014 and the crisis associated with the corona virus.
All of the above developmental breaks required
coordinated state regulation aimed at supporting
domestic industrial production in the formation and
implementation of the principles of the “new
industrialization” policy in Ukraine.

We determine the root causes that led to the current
degradation of the economic situation in Ukraine (Fig.
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Fig. 1. Real gross domestic product (GDP): percent change
from preceding quarter [8].

Once the direct causes have been identified, the
next stage isto try to follow the chain of causation
further.

2.2 The basic premise of researching

Modern practice of developed countries shows that in
the Fourth industrial revolution only modern developed
industry determines the rapid and high-quality growth
of the economy. Increasing the competitiveness of the
processing industry is of strategic importance. Thus, in
Germany in 2011 the concept and industry
development program "Industry 4.0" was developed
and approved. Support for the vector of Industry 4.0
forms an appropriate industrial policy, which is
reflected in the implementation of various countries
programs aimed at building scientific, technological
and industrial potential, improving the innovation
system, updating the technological base. According to
European statistics, the highest concentration of high-
tech industries in the EU is observed in Italy, followed
by Germany, France and Poland, together form more
than 60% of the EU's high-tech industrial potential. For
comparison, in Ukraine this sector is of very little
importance. Thus, according to the World Bank, in
Ukraine, the share of high-tech products over the past
three years is gradually declining and in 2018 is 5.41%
of industrial exports, and in 2015, this figure reached
8.52%. For other neighboring countries, such as
Belarus, similar trends are also observed: the share of
high-tech products in exports decreases from 4.85% in
2016 to 3.49% in 2018 [10]. Instead, the world average
is 16.3% in 2017. Comparing the structure of Ukraine's
industry in 2010 and 2019 by type of economic
activity, we can note a decrease in the share of
manufacturing to 64.4% and an increase in the
contribution of electricity, gas, steam and air
conditioning to 18.5% and mining and quarrying up to
15.9% (Fig. 2).

@Mining

OMamufacturing

@Electricity, gas, steam and air
condifioning supply

W Water supply; sewerage waste
management and remediation
activities

2010 2019

Fig. 2. The structure of industry by type of economic activity
in 2010 and 2019 [9].

In turn, the processing industry is mainly (64.4% in
2019) formed by: production of food, beverages and
tobacco products (33.7% of the total processing
industry in 2019); metallurgical production and
production of finished metal products (25.3%);
production of chemicals and chemical products
(14.1%) and mechanical engineering (10.3%). To date,
the processing industry is dominated by production
with a low level of technological processing:
metallurgical production (15.6%), production of wood
and its products (5.2%), production of coke and
petroleum products (6.3%), 6.3 products (4.0%).
Moreover, we should pay attention to the long



SHS Web of Conferences 100, 01009 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001009

declining trend of the share of mechanical engineering
production: from 13.8% in 2010 to 10.3% in 2019.

During this period, the development of industrial
production had the following features: the instability of
the rate of recovery of growth after the crisis;
intersectional uneven growth; annual fluctuations in
certain types of production (eg food production, NACE
section 10); different development trends within one
type of activity (for example, beverage production: a
decline in 2012-2019 half in the distillation,
rectification and blending of alcoholic beverages, class
11.01 and a small increase of 1.9% in the production of
grape wines, class 11.02).

Accordingly, in terms of the main types of
industrial activity, the following changes took place:

- in the pharmaceutical market in 2019 there was an
increase of 17.5% compared to 2012 in conditions of
devaluation of the hryvnia, an increase in the cost of
imported raw materials and a decline in the purchasing
power of the population. Despite the inability of
domestic companies to compete with global
manufacturers of original drugs and the production of
mostly generic drugs, leading Ukrainian firms are
increasing their combined market share. In general, the
annual growth of the drug market in physical terms
over the past two years was 14%, and growth was
supported by the reform of public procurement in
medicine, the introduction of reimbursement, external
demand, which contributed to obtaining GMP
certificates;

- in the market of woodworking products
unsustainable growth in 2016-2017, but to reach the
level of production in 2012 failed (94.6%). Among the
subtypes of activity there is an imbalance: sawmilling
and planning production is growing faster - by an
average of 4.3% annually, and production with
significant processing - the manufacture of wood
products, cork and others. - 1.7% per year. This market
is one of the most promising, but for domestic
production is determined by external demand, which
formed a significant export-oriented production (86.4%
in 2019). At the same time, the development of this
market is characterized by significant import
dependence of production in the supply of raw
materials (pulp, waste paper) and components;

- in the furniture market (NACE section 31), where
after losing almost 20% of sales in 2014-2015,
manufacturers reoriented to new markets, and due to
the growth of domestic demand exceeded the level of
production in 2019 compared to 2012 by 11.2%. This
was also facilitated by the progressive volume of
Internet sales and cooperation of Ukrainian
manufacturers with foreign ones.

Impact of Industry 4.0 technologies on
transformations in important industries:

1. Since that fact that Industry 4.0 can provide
customized solutions for consumer needs, even
industries such as aerospace can experience the impact
of advanced digital technology in manufacturing.
Although the level of automation in the aerospace
industry is already high enough, it will be even higher
thanks to smart robotics in assembly. Some of this

growth will be driven by more strict quality
requirements, for example, for control that the parts
have the minimum weight with the necessary strength
and safety;

2. The technology of automatic control of transport
will affect the reduction of logistics costs in the
automotive industry;

3. The Industry 4.0 technologies implementation in
the food industry begins with the identification of
sources of raw materials and ends in the point of sale to
the final consumer. The concept creates an "umbrella”
management system that connects every step in the
value chain, from food collection to final product
consumption. At the same time blockchain
technologies and the Internet of Things play an
important role for the lowest possible costs and
maximum possible output.

4. Industry 4.0 is expressed in the chemical industry
mainly in two dimensions: improving the productivity
of chemical production by various intelligent
manufacturing  technologies:  predictive  asset
management, process control, and production
modeling, including.

As well as reducing risk, it involves managing
supply chains and internal operations to respond to
changing customer needs and improve safety and
quality.

According to the results of recent years, the
industry has seen an increase in those types of
industrial activities that were supported by investment,
external and domestic consumer demand, as well as
provided with agriculture and mining raw materials for
processing (Fig. 3).

Mamfacture of fumiture and other -
manufacturing, repair and instaflation of .. B

Engincering MGG 75,1
Mamufacture of basic metals, manufacture of
fabricated metal products, except machinery.

Mamufacture of rubber and plastic products,

manufacture of other non-metallic mineral.

Mannfacture of basic pharmacentical products I 1150

and pharmaceutical preparations

I 711
I 06,2

Manufacture of chemicals and chemical products [N 77.9

Manufacture of products of wood, manufacture
of paper and printing
Textile industry, sewing of clothes, leather,
leather articles and other materials
Production of foodstuffs, beverages and tobacco
products

I 794
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—— 1010
Manufacturing I 343
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Fig. 3. Growth rates of production of processing industry
2012-2019, 2012=100% [9].

Ukrainian industry has structural problems of
foreign economic relations, which have reached a
critical level, in particular the predominance of exports
of intermediate goods (44.7% in 2019). Share of
exports of industrial goods to total exports of goods
has reduced from 90.2 % to 71.7 % (at nearly 20 per
cent). In addition, there are threatening growth trends
in Ukrainian raw material exports - more than 70% of
total industrial exports (low value - added products,
including 30.7% - metallurgical products; 12% - wood,
pulp and paper products, etc.) and the growth of
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imports of high-tech products (almost a third increased
imports of engineering products), which indicates the
lag of the technological level of production from world
indicators. Today, the industry operates in difficult
economic conditions caused by systemic problems of
the industry: significant depreciation of fixed capital,
lack of financial resources for its renewal, dependence
on imported raw materials. Compared to 2010, in 2019
the number of enterprises engaged in innovative
activities in industry decreased to 15.2%.

The most innovative manufacturing industries
include (2019): production of basic pharmaceutical
products and pharmaceuticals (53.8% of the total
number of industrial enterprises), production of
computers, electronic and optical products (34%),
production of motor vehicles , trailers and semi-trailers
and other vehicles (30.2%), manufacture of electrical
equipment (25.2%), manufacture of chemicals and
chemical products (25%), manufacture of machinery
and equipment (22.6%), metallurgical production
(18.9%). However, in the volume of sold products of
the processing industry only 1.2% is innovative.
Moreover, the share of costs for innovative activities
of machine-building industries to the volume of sold
products is insignificant - 1.9% [10].

2.3 The preliminary findings of the study

In the process of spreading the technologies of Industry
4.0, the place of the processing industry in the structure
of the economy remains significant with a radical
change in its qualitative characteristics. Today, the
share of traditional industries in the industrial structure
of the EU countries is at least 88%. However, the
development of high-tech industries is decisive for both
the national economy as a whole and for individual,
predominantly industrial regions. It seems that in the
context of the fourth industrial revolution, one should
focus on innovative economic growth, manifested in an
increase in the growth rate of macroeconomic
indicators along with an improvement in the
distribution of the results of such growth, in the
expansion of equality of opportunities for all members
of society.

Of particular importance among the technologies of
Industry 4.0 is blockchain, which can be considered as
an effective tool for solving the problems of industrial
enterprises in big data management and analysis using
artificial intelligence. This technology has three
important properties: decentralization, immutability
and integrity. During the COVID-19 pandemic,
tracking and monitoring goods and services has
become a new priority for many companies in supply
chain management. And that’s the kind of thing that
blockchain technology does. They can be useful for
companies in a variety of industries from heavy
industry to fashion. These technologies enable to solve
the requirement of social and environmental
responsibility issues from the public and investors and
help to substantiate the selection of suppliers.

Blockchain is an important  cross-cutting
technology in the digital economy by which developing
countries can beneficially integrate into the world
economy.

Expectations are especially high for blockchain in
combination with other technologies, such as the
Internet of Things. Blockchain is a basis for easier
interaction between devices, which are autonomously
administers. This facilitates various types of
transactions between devices, such as registering a new
device, authenticating remote users, and contacting to
exchange with other devices. Blockchain would lead
eventually to reduce transaction costs, supply chains
and increased business competitiveness.

Intensive processes of structural transformation of
the economy are taking place in the world, which are
accompanied by an increase in uneven development
and general uncertainty. For a number of countries
seeking to cope with acute internal problems,
overcome the existing serious imbalances in the
structure of the economy or respond to external
challenges, it is important to formulate a policy of
structural transformation. In these conditions, there is
an active search for new solutions for structural policy,
understood as industrial policy in a broad sense
(industrial policy), that is, government actions aimed at
improving the business environment or the structure of
economic activity in sectors or technological areas that
will provide better prospects for economic growth and
the creation of public goods versus no government
intervention.

Considering the experience of the developed
countries of the world in implementing structural
transformations, we can note that most of the leading
countries, through their structural policies, seek to
create conditions for industrial growth and the
competitiveness of the economy. For example,
developing countries are trying to overcome the
middle-income trap, as well as to carry out a
technological "upgrade" of the economy, the Gulf
countries use it to diversify their national economies,
and a number of African countries see it as a means of
overcoming poverty. The EU industrial policy is
specifically aimed at accelerating the adaptation of
industry to structural changes; creating an environment
favorable for the initiative and development of
enterprises in the EU, especially small and medium-
sized ones; creating an environment conducive to
cooperation between enterprises; promoting better use
of the industrial potential of innovation, research and
technological development policies. Following the best
practices of developed countries, Ukraine should form
an active industrial policy to ensure the prospects for
economic growth and overcome the accumulated
structural problems and imbalances in the development
of industry caused by the incompleteness and
inconsistency of reforms, deepened by world crises,
political and military confrontation with the Russian
Federation. The negative impact of external factors was
partially mitigated after the signing of the Association
Agreement with the EU by gradual adaptation of
national legislation in accordance with international
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best practices, improvement of the business climate
and deregulation of business activities, development of
public-private partnerships.

Implementation of circular economy principles is
particularly important for structural transformation of
economy.

The introduction of the principles of a circular
economy into manufacturing makes it possible to
overload the economy, making it more stable and
competitive. It would be beneficial for all enterprises,
industries and citizens in such areas as more
innovative and efficient ways of production and
consumption; securing sufficient resources for business
and volatile prices; opportunities for localization and
social integration; optimization of waste management,
promotes waste recycling and reducing the volume of
landfills; energy savings as there are fewer production
processes require less energy; benefits for the
environment in terms of climate and biodiversity,
reducing air, soil and water pollution.

The greatest benefit would result from replacing old
equipment with modern, which saves energy. In
addition, emphasis should be placed on the
development of renewable energy sources - in the near
future it would be only environmentally friendly, but
also cost less than energy from traditional sources.
There are also strong multiplier effect might be a
circular economy development. The basis of a circular
economy is implementation of circular supply chain,
that maximize the added value throughout the product
life cycle.

The foregoing calls for the formulation of a
development and implementation the effective tools for
supporting industry to increase its efficiency while
reducing environmental load, namely the following
directions of state incentives: improvement of legal
regulation, implementation of principles sustainable
development, financial support for development-
oriented projects circular economy, as well as the
development of regional waste management plans with
focusing on the European Green Deal.

CONCLUSION

Given the significance of the development of high-tech
industries for the competitiveness of the national
economy, it is important to ensure the mechanisms of
production, that are not contrary to the rules of
international law. Among organizational and economic
activities, which have directly or indirectly affect
through the technological introduction on the markets
of industrial goods and services, are the regulator and
management, inspection, information support.
Annually, one of them is the establishment of a
manufacturing economy as a whole, and its industrial
production, as well as its digital development:
technological, production and economic basis and a set
of management tools. As a result of digitalization of
industrial development, it is supervised by new
innovations, improved productivity of practice,

optimization of the structure of costs, and expanded
fenestration technologies [10].

Industry 4.0 provides for the promotion of digital
technologies at enterprises, attracting relevant
specialists, increasing the availability of special
software tools, introducing and developing information
systems, databases, computing power, and spreading
cloud services technology. As a result, the expected
changes in the industry may be characterized by an
increase in labor productivity, efficiency of production
and sales of metal products, a decrease in transaction
costs, an increase in innovation activity and an
improvement in the quality of industrial products with
a high share of added value.

It is argued that technological transformations of
Industry 4.0 provide new opportunities to remote
control features that allows to place production
facilities in any place where there is Internet
connection. Industry 4.0 technologies have been found
to have a significant impact on the global
transformation of the worldnamely, production
organization as a set of networks linked to global value
chains. Today, virtually all value-added activities,
including development, design, manufacturing, testing,
marketing and implementation, can be digitized. In
addition, the development of the Internet of Things
allows for interaction between machines and people
with a high level of precision and efficiency.

Digital technologies are the driving force of
structural transformation in industry due to changes in
production and logistics models. Considering the
above, we can highlight new technological trends for
the industrial development of Ukraine, that :

- the growth of consumer requirements for the
quality of products in terms of a set of properties, are
mostly individual in nature;

- a new level of automation of industrial production
systems;

- growing flexibility of strategic decisions in the
selection of promising technologies and their resource
provision, taking into account the complex of the latest
materials;

- development and expansion of the functionality of
SMART technologies of modern production based on
the latest materials;

- anchoring digital technologies in the product
value chain.

Consequently, global trends and analysis help us to
propose such solutions for enhancing Industry 4.0 in
Ukrainian industry:

- development of network structures; development
of mini and SMART factories;

- transition to new business models corresponding
to the conditions for the development of Industry 4.0;

- the formation of new development institutions that
promote artificial intelligence, additive technologies,
the Internet of things, BIG DATA, production
robotization; supplementing basic instruments with
venture financing instruments;
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-development of public, educational and scientific

institutions that provide an increase in the qualification
level of personnel, the expansion of project innovation.
The benefits derived from Industry 4.0 in industrial
sector will have a multiplier effect on the whole
economy.

References

1.

10.

V.M. Heyets, The fenomenon of instability as a
challenge to economic development, (NAS of
Ukraine, 2020)

Yu. L. Pilipenko, I. Yu. Guzenko, Econ. Sp., 129,
89 (2018)

Yu. Kindzersky, Ukr Econ. 11. 48. (2017).

J. P. Martino, Techn. For. and Soc. Ch., 70, 719.
(2003)

R. Kurzweil, Kurzweil Library. (2021). URL:
https://www.kurzweilai.net/the-law-of-
accelerating-returns

Handbook on constructing composite indicators:
methodology and user guide. OECD. (2008). URL:
http://www.oecd.org/sdd/42495745.pdf

United Nations conference on trade and
development. Structural transformation for
inclusive and sustainable growth. Trade and
development report. (2016). URL:
https://unctad.org/en/PublicationsLibrary/tdr2016
ru.pdf

State Statistics Service of Ukraine. (2021). URL:
https://prm.ua/derzhstat-oprilyudniv-dani-pro-vvp-
ukrayini-pislya-karantinu-ekonomika-prosila-na-
11-4

Database of State Statistics Service of Ukraine.
(2021). URL:
http://www.ukrstat.gov.ua/operativ/menu/
menu_u/prom.htm

L.V. Deineko, N.G. Gakhovich, O.M.

Kushnirenko, Industrial policy as a key tool of
development strategy (NAS of Ukraine, 2019)



SHS Web of Conferences 100, 01010 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001010

Development and Use of Information and Digital Technologies
at Ukrainian Enterprises

Marta Shkvaryliuk!, Liliana Horal?, Inesa Khvostina?, Alla Maksymova®, and Vira Shyiko?

INBU, Editorial Department, 01001 Kyiv, Ukraine
2IFNTUNG, 76000 Ivano-Frankivsk, Ukraine
3Kryvyi Rih Vocational College of State University of Economics and Technology, 50000 Kryvyi Rih, Ukraine

Abstract. The paper considers the problems consider the problems of enterprises digitalization. Based on
the research of the scientific literature, it is established that enterprises in the modern world need the active
introduction of information and digital technologies to ensure the competitiveness of production and active
development in the future. The analysis and assessment of the use and development of communication and
information technologies by domestic enterprises is carried out. According to its results, it is established
that the main areas of information and communication technologies implementation in domestic
enterprises are cloud computing services, sources of "big data" for the analysis of "big data", 3D printing,
external links to the Internet, own websites and electronic trade via the Internet, etc. It is determined that
due to the rather intensive growth of the number of enterprises in the information and communication
industry, the use of their developments in production is rather insignificant. Only 5% of enterprises during
the study period used all the above information technologies in their activities. Based on the analysis, the
problem areas of the process of implementation and development of communication and information
technologies at domestic enterprises are identified and recommendations for improving the efficiency of
information and communication technologies are provided. The MatLab Statistic Toolbox built into
MatLab is used to determine the trends of the impact of digital innovations and the number of information
and communication enterprises on GDP.

1 Introduction

The digital world evolves at a tremendous rate in the
last decade. The development of the Internet, mobile
communications and online services is a basic tool for
shaping the digital economy. These processes affect all
sectors of the economy and social activities,
manufacturing, health care, education, finance,
transport, and so on.

The increase in the efficiency of enterprises
necessitates the optimization of the business process
management system of the enterprise. This task cannot
be solved today without the use of information systems
and technologies, because the growth of information
needs and the development of information services
involves new priorities and requires the use of new
management methods.

For Ukraine, it is absolutely necessary to move to
an innovative model of enterprise development using
the latest production technologies to realize the
potential and effectively manage it. Ukrainian
enterprises are undergoing significant transformations,
in particular, they are taking place in the socio-
economic system in recent years and cause significant
changes in the definition of development priorities.
This is especially felt in the IT sector, which is
constantly evolving, using the latest information
technologies, introducing new technology for
enterprise management. Most companies understand

* Corresponding author: inesa.hvostina@gmail.com

the need for innovation in the strategy, but few manage
to implement this area and bring it to a logical
conclusion, paying considerable attention to the
internal business processes of the enterprise and their
optimization. The growth of information volumes,
information uncertainty, the complexity of information
management of business processes of the enterprise
determines the use of the latest information
technologies. In addition, many companies in
connection with the COVID-19 pandemic have
switched to remote work and most likely this model of
domestic enterprises will remain in the near future as
there is evidence that real resources are saved if the
enterprises are skillfully and intelligently managed
according to a well-established system and wise use of
innovative information and digital technologies.
Therefore, there is a problem of analysis and
evaluation of the use and development of information
and digital technologies in domestic enterprises,
development of recommendations for improving the
functioning of enterprises in modern conditions and
forecasting GDP depending on the introduction of
innovations in domestic enterprises and changes in the
number of information and communication enterprises.

2 Literature review

The problem of the development and use of
information and digital technologies in the enterprises

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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taking place in a society under the influence of
digitization was considered by many authors: Berisha-
Shaqiri Aferdita, Berisha-Namani Mihane [1], Thanos
Papadopoulos, Konstantinos N. Baltas, Maria Elisavet
Balta [2], Urbinati Andrea, Chiaroni Davide, Chiesa
Vittorio and Frattini Federico [3], Melissa Liborio
Zapata, Lamia Berrah, Laurent Tabourot [4], Robert
Eller, Philip Alford, Andreas Kallmiinzer, Mike Peters,
Antecedents [5], Aijaz A. Shaikh, Ravishankar
Sharma, Heikki Karjaluoto [6], Douglas Carl
Engelbart, Joseph Carl Robnett Licklider, Richard
Lipsey, Joseph Stiglitz [6], V. Soloviev, S. Semerikov,
V. Solovieva [7], Horal Liliana, Korol Svitlana,
Khvostina, Inesa, Shyiko Vira [8], Anders Olofsson, G.
Fransson, J.O. Lindberg [9], V. S. Litvinenko [10],
Ning Hu, Zhihong Tian, Hui Lu,Xiaojiang Du Mohsen
Guizani [11], G. Mamonova, N. Maidaniuk [12], B.
He, KIJ. Bai [13], etc.

Berisha-Shaqiri, Aferdita & Berisha-Namani,
Mihane in the work [1] present the importance of
information technology in economy, computerization
trends and the opportunities offered by this technology
where consumers have quick and easy access on the
global market, as well as in information about goods
and services [1]. Scholars [2] have highlighted the role
of Digital Technologies (DT) in enhancing productivity
and performance in Small and Medium Enterprises
(SMEs). However, there is limited evidence on the use
of DT for dealing with the consequences of extreme
events, such as COVID-19. They discuss this gap by
outlining potential research avenues and reflecting on
the managerial implications of using DT within SMEs
to deal with the repercussions of COVID-19 and
securing business continuity. Urbinati, Andrea,
Chiaroni, Davide, Chiesa, Vittorio & Frattini, Federico
[3] by adopting a capability-based perspective to
identify the patterns of actions that firms have to
deploy to use and implement a set of digital
technologies in their innovation process, the paper [3]
provides a map of enabled and enabling capabilities
ensuing from and required for their use and
implementation. From a methodological point of view,
we conducted an exploratory multiple case study
analysis, which involved a sample of eight companies
operating in different industries and characterized by
different size, market share and organizational
structure [3]. The aim of paper [4] is to evaluates the
facility of digital matureness models in their part of
assisting producers of smart production in their digital
conversion  journeys and offer a set of
recommendations to develop the usability of the
toolbox in this scenario. To get off this, an evaluation
of a extraction of seven matureness models is
performed, using some design element to the special
case of producers of smart production. In accordance
with the most suitable findings, the propositions
suggested for the formers are related to the ought for a
wider area for the toolbox, a prescriptive state, and a
wide business promising in the designation of their
greatness. Confirmation of the suitability of the
propositions in the small and medium business

scenario is also capable through an demonstration of
the producer of the Arve Valley [4]. Drawing on the
resource-based view, Robert Eller, Philip Alford,
Andreas Kallmiinzer, Mike Peters, Antecedents first
search the effect of three key SME powers on
digitalization: ~digital strategy, employee skills,
information technology. Second, they assess the effect
digitalization has on financial efficiency. We then
search if digitalization intermediates the effect of
powers on efficiency. The results of a review of 193
SMEs show how digitalization can effect SME
efficiency, with the three powers positively relating to
digitalization. And severally, digitalization importantly
relates to performance, mediating the impact of
information technology on realization. Nevertheless
does’t mediate the impact of digital strategy or
employee skills on efficiency [5]. Scholars [6] have
noted that digital innovation is transforming the
technological landscape, entrepreneurial practices, and
the behaviours, attitudes, and beliefs of consumers
across the globe. This research note serves three
purposes. First, it introduces digital innovation and
enterprise as a fruitful area of research in the sharing
economy. Second, it extends the agenda set by Yoo,
Henfridsson, and Lyytinen (2010) on “new organising
logics of Digital Innovation” to propose contemporary
research questions for scholarly collaboration. Third, it
attempts to move forward research in digital business
from B2B, B2C, mobile-social contexts to emerging
eco-systems that address current socio-economic
trends. In proposing such a digital business research
agenda, the authors reason why Action Design
Research studies may be particularly suited for the
iterative development, replication and sharing of
findings in the form of artefacts such as use-cases [6].

3 Analysis and Methodology

Examining the dynamics of the number of economic
entities from 2011 to 2019 (table 1, figure 1) we can
conclude that during this period the total number of
economic entities increases from 1600127 units in
2012 to 1941701 units in 2019, which indicates on the
development of business activity in the economy.
Calculating the number of enterprises by type of
economic activity (table 1), we can determine that the
largest share in the number of enterprises falls on those
engaged in wholesale and retail trade; repair of motor
vehicles and motorcycles and is 53% in 2012 and 43%
in 2019. It should also be noted that in 2012 the next
largest share of economic entities in the structure of the
number of enterprises accounted for industrial
enterprises and amounted to 7%, while in 2019 the
second largest share of enterprises was occupied by
economic entities engaged in information and
telecommunication activity - 11%.

Figure 1 shows the dynamics of the number of
enterprises by type of economic activity structure,
excluding enterprises engaged in wholesale and retail
trade; repair of motor vehicles and motorcycles.
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Table 1. Number of business entities by type of economic activity in 2012-2019 years, units.
The type of 2012 2013 2014 2015 2016 2017 2018 2019
economic activity
Agriculture, 68497 71058 75660 79284 74620 76593 76328 75450
forestry and fishing
Industry 114028 121244 131491 135149 127069 123876 125859 130324
Construction 50830 52983 52189 55128 50208 50261 52531 56855
Wholesale and
retail trade; repair | g 3075 890658 988694 989064 910413 837797 818217 834159
of motor vehicles
and motorcycles
Trans‘;g)rrt:tg‘eon and | g7r59 92366 111807 119037 109334 95815 90591 96235
Accommodation
and food service 44085 52077 57553 58436 57696 57578 61761 69689
activities
Information and 66568 86377 114355 116136 129704 146909 174622 206147
communication
_ Financial and 10342 11069 11888 12381 11865 10290 9739 10086
msurance activities
Real estate 81726 92013 97794 94077 90921 90553 93383 98361
activities
Professional,
scientific and 87431 97052 115123 131035 125133 121546 126100 134800
technical activities
Administrative and
support service 38769 40191 44144 47361 45988 46553 49206 53787
activities
Education 7317 8467 10117 10873 11077 11656 13241 15429
Human health and
social work 16479 18048 21114 21683 21583 22085 24961 30994
activities
Arts, enertainment | o) 3¢ 11620 13523 14887 13873 13045 13797 15168
and recreation
Other service 74490 76847 86709 89908 86147 100587 109336 114217
activities
Source: formed by the author on the basis of [15]
250000
200000 26147
74622
150000 = e 146909 _
el e 4—n  —
100000 - = % ' . —— .
HeI68 ¥ - M - M o
50000 ——=u
+ —————————
0 A T = T T - T = T . T T 1
2012 2013 2014 2015 2016 2017 2018 2019
—+— Agriculture, forestry and fishing —i—Industty
—&— Construction ) o —#—Transportation and storage
—.—A.CCOIII}llOdatlpll and food service activities —+—Information aqd.cpnmmmcatlon
——TFinancial and insurance activities ——Real estate activities
Professional, scientific and technical activities —8— Admunistrative and support service activities
—4—Education _ _ Human her-_ilth an_d fsc_)cml work activities
Artg, entertainment and recreation Other service activities

Fig. 1. Dynamics the number of business entities by type of economic activity in 2012-2019 years, units.

Source: built by the author

Thus, the growth of the share of enterprises
engaged in information and telecommunications
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activities from 4% in 2012 to 11% in 2019 indicates
the formation of active demand for their services and
favorable conditions for their operation (figure 2).

The results of calculating the dynamics of the
number of business entities during the analyzed period
showed that at the end of the period the number of
enterprises engaged in information and
telecommunications activities grew most intensively.
There was an increase in their number by 210%
compared to the base year 2012 (figure 3). The number

of enterprises engaged in educational activities
increased by 111% in 2019 compared to the base year
2012 and the number of enterprises in the field of
health care and social assistance increased by 88%. In
general, we can note an increase in the number of
enterprises in almost all activities, except wholesale
and retail trade, repair of motor vehicles and
motorcycles and financial and insurance activities, the
number of which during the study period decreased by
1% and 2% respectively in 2019 compared to 2012.

12% 9% 1%
1026 i 800 i
8% , % % e I I I
6% v I 5% ] [ | [ | ] ']
4% - -
2% - |
0% -
2012 2 2014 2015 2016 2017 2018 2019
m Agriculture, forestry and fishing mIndustry
B Construction ETransportation and storage
B Accommodation and food service activities mInformation and communication
mFinancial and insurance activities Real estate activities
mProfessional, scientific and technical activities B Administrative and support service activities

Fig. 2. Share of business entities by type of economic activity in total in 2012-2019 years, %.

Source: built by the author

—t=—Transportation and storage

—+—Information and communication
——Financial and insurance activities
——Real estate activities

350
300 /,.--1-
250 /
200 /__/ /jd
150 " o - ——n
/’d{/i_:_ ple -
__F'_'_______.-ﬂ-"" - o i A
100 Po—— ——Pﬁ__-#.—— %
50
0 T T T T T T T 1
2012 2013 2014 2015 2016 2017 2018 2019
—— Agriculture, forestry and fishing
——Industry
—&— Construction

—<—Wholesaleand retail trade; repair of motor vehicles and motorcycles

—e— Accommodation and food service activities

Professional, scientific and technical activities
—8— Administrative and support service activities
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Fig. 3. Dynamics of number business entities by type of economic activity in total in 2012-2019 years, %.

Source: calculated and built by the author

According to the information provided on the
website of Ukrstat for the period from 2017 to 2019,
statistical observations are conducted on the intensity
of the information and communication technologies

usage at domestic enterprises. Thus, according to the
observations, domestic enterprises in their activities
use cloud computing services, sources of "big data", 3-
D  printing, information and communication
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technologies to provide invoices, carry out e-commerce
via the Internet, actively establish external
communication with the Internet and develop their own
sites.

The wuse of these information and digital
technologies and other types is a time requirement,
which is declared in key documents: Industry 4.0 and
domestic regulationsFor industrial enterprises, the
transition to a digital economy has been defined as
Industry 4.0 - the fourth industrial revolution. The use
of the latest information technologies in business,
economics, public administration and other fields is an
extremely necessary condition for effective
development. If this condition is not met at the
appropriate level, there will be a slowdown in
development and there will be an opportunity to get
into the ranking of lagging behind and ineffective. The
EU pays great attention to the development of the
digital economy, believing that the level of the
continent's economy will depend on how efficiently
companies use digital technologies. Businesses that are
not integrated into the digital space will not belong to
the World Market.

Modern information technologies are computer
processing of information according to pre-developed
algorithms, storage of large amounts of information on
various media, analysis and visualization of data and
transmission of information at any distance in the
shortest possible time. A new era has come - the era of
"Big data" and "Data mining". 3D printers using
viscous plastic instead of ink are becoming widespread.
When working with a digital file, a 3D printer can
"build" a three-dimensional object by printing out its
"layers" in turn.

That is why in economics and business, information
technology is used to process, sort and aggregate data,
to organize the interaction of process participants and
computers, to meet information needs, for operational
communication at all stages and phases of the life cycle
of the organization. In general, modern business to
ensure a competitive position solves a threefold
strategic task: first, it is necessary to establish closer
relationships with suppliers and customers; secondly,
to increase the level of own operational efficiency;
third, to increase the competitiveness of products.

Table 2 shows the distribution of the number of
enterprises by types of modern information and
communication technologies used. Judging by the data
given in Table 2, most domestic enterprises use
external communication with the Internet in their
activities. At the beginning of the study period, 39,528
companies were Internet users and their number
increased to 43,758 units in 2019. The growth rate of
enterprises using the Internet is about 10% per year. It
should be noted that the largest number of enterprises
that have used this technology is in the processing
industry, wholesale and retail trade; repair of motor
vehicles and motorcycles and their number increases
annually during the study period. In their activities,
most companies use fixed broadband Internet access.

An important trend is the development and use of
companies' own websites. In 2017, 16,240 companies

had their own websites and their number grew every
year, and in 2019 it was already 17,856 companies,
which indicates a 10% increase in the number of
companies that have their own websites.

Table 2. The use of different types of information
technologies in domestic enterprises

The type of Growth rates

information
technologies | 2017 | 2018 | 2019 | »918/ | 2019/

used by 2017 | 2017
enterprises

Cloud
computing 4135 | 4831 5207 | 116,83 | 125,93
services

Sources of
"big data"

for the 10252 | 9188 | 9280 89,62 90,52
analysis of
"big data"

3-D printing 1219 | 1471 | 100,00 | 120,67

E-commerce
via the 10764 | 12059 | 12609 | 112,03 | 117,14
Internet

External
connection
to the
Internet

39582 | 43303 | 43785 | 109,40 | 110,62

Own

. 16240 | 17522 | 17856 | 107,89 | 109,95
website

Source: formed and calculated by the author on the basis of
[15]

The next information and communication
technology used by domestic enterprises is e-
commerce via the Internet. And as can be seen from
the table in 2017, this information and communication
technology was used by 10,764 companies, there is an
annual increase in the number of companies using this
technology, namely in 2018 their number increased by
12.03% and amounted to 12059 units, and in In 2019,
the growth rate was 117.14% of the base period, equal
to 12,609 users. Over the past two years, there has
been an increase in the volume of sold products (goods,
services) received from trade through websites or
applications from 228035634.7 thousand UAH in 2017
to 292731939.1 thousand UAH. in 2019, which is
respectively 3.5% and 4.5% of the total sales of
products (goods, services) of enterprises. It should also
be noted that a larger number of domestic enterprises
purchased goods or services via the Internet (except for
orders sent by e-mail). Whereas the number of
enterprises that received orders via the Internet for the
sale of goods or services (excluding orders received by
e-mail) was 2476 units in 2018 and 2440 units in 2019.

The trend of using “big data” sources for “big data”
analysis is positive. Although at the end of the study
period the number of enterprises that used this
technology decreased compared to the base year 2017,
but compared to the previous period their number
increased from 9188 enterprises 2018 to 9280
enterprises in 2019. If we consider the distribution of
the number of enterprises by sources of "big data"
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usage (Table 3), most companies analyze the "big data"
using data obtained from smart devices or sensors. In
2017, the number of such enterprises was 3194 units,
during the study period, their number decreased and in
2019 amounted to 2896 units, which is 10% less than
the base period. During the study period encreases the
number of enterprises that analyzed the "big data"
based on geolocation data obtained from portable
devices. At the beginning of the study period, their
number was 1584 companies, and in 2019 their number
increased by 18.31% and amounted to 1874
companies. Another source of "big data" is social
media, which were used by 1,659 businesses at the
beginning of the period, and at the end of the analyzed
period their number decreased slightly and amounted
to 1,600 companies in 2018 and 1,658 companies in
2019. To determine which companies are the most
active "big data" users, a diagram was constructed with
the distribution of the number of companies by
industry. (Table 3).

As can be seen from Figure 4, the largest users of
"big data" are enterprises in the processing industry
(23.02%), wholesale and repair of motor vehicles and
motorcycles (25.99%), construction (9.32%), transport,
warehousing, postal and courier delivery (9.20). In
general, domestic enterprises analyze "big data" on
their own (71.5%).

Table 3. Number of enterprises that conducted "big data"
analysis, according to "big data" sources

Growth rates

"big data"
sources

2017 | 2018 | 2019 | 2018/ 2019/
2017 2018

The data

obtained
from smart 3194 | 2917 | 2896 | 91,33 90,67
devices or

Sensors

Geolocation
data obtained
from 1584 | 1697 | 1874 | 107,13 | 118,31
portable
devices

The data
generated
from social
media

1659 | 1600 | 1658 | 96,44 99,94

Other

3815 | 2974 | 2852 | 77,96 74,76
sources

Source: formed and calculated by the author on the basis of
[15]

Cloud computing services were used by 4135
enterprises at the beginning of the analyzed period, it
should be noted that in 2019 the number of such
enterprises increased by a quarter and amounted to
5207 business entities.

19%

6,66% """
4,59%

m Construction

mReal estate transactions

m Supply of electricity, gas, steam and air conditioning
mWater supply, sewerage, waste management

mWholesale and retail trade; repair of motor vehicles and motorcycles
m Transport, warehousing, postal and courier activities

m Temporary accommodation and catering

mInformation and telecommunications

Professional, scientific and technical activities
W Activities in the field of administrative and support services

0.13%

2.37%

Fig. 4. Distribution of enterprises according to the level of "big data" usage in 2019

Source: built by the author

Examining the statistics of the types of cloud
computing that enterprises use in their activities (Table
4), we can conclude that their number is growing every
year. According to the information provided in Table 4,
increases the number of enterprises purchasing file

storage services from 1447 business entities in 2017 to
2139 in 2019 is growing the most, which is 47.82%
more than in the base period. At the end of the period,
the number of enterprises purchasing a database of
enterprises increased by 40.92%, if in 2017 the number
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of such enterprises was 1449, in 2019 there were
already 2042 business entities.

The number of enterprises that use customer
relationship management programs in their activities is
growing from 1,050 businesses in 2017 to 1,453 in
2019, which is 38.38% more than the base period. The
number of enterprises purchasing e-mail services
increased by 36% in 2019 and amounted to 2,972
business entities against 2,175 enterprises in 2017.

Table 4. Distribution of the number of enterprises that used
cloud computing services in 2017-2019, units

Types of Growth rate
cloud 2017 | 2018 | 2019 | 2018/ | 2019/
computing 2017 | 2017
services
Email 2175 | 2548 | 2972 | 1172 | 136,6
Office 1932 | 2125 | 2445 | 110,0 | 126,6
software
Enterprise
database 1449 | 1664 | 2042 | 1148 | 1409
hosting

File storage
service File
storage
service
Financial or
accounting 2413 2585 3010 107,1 124,7
applications
Programs
for
customer
relationship
managemen
t
Computer
power for
the 1341 | 1501 [ 1761 | 19| 1313
operation of 3 2
enterprise
software

1447 1788 | 2139 123,6 147.8

1050 1223 | 1453 116,5 138,4

Source: formed and calculated by the author on the basis of
[15]

On average, during the study period, 57% of
enterprises in their activities purchased financial or

accounting applications, 54% - e-mail services, 46% -
office software, 38% - file storage services, 36% - file
storage hosting, 32% - computer power for the
operation of enterprise software and 26% - programs
for relationship management.

Examining the statistics of the types of cloud
computing that enterprises use in their activities (Table
4), we can conclude that their number is growing every
year. According to the information provided in Table 4,
increases the number of enterprises purchasing file
storage services from 1447 business entities in 2017 to
2139 in 2019 is growing the most, which is 47.82%
more than in the base period. At the end of the period,
the number of enterprises purchasing a database of
enterprises increased by 40.92%, if in 2017 the number
of such enterprises was 1449, in 2019 there were
already 2042 business entities. The number of
enterprises that use customer relationship management
programs in their activities is growing from 1,050
businesses in 2017 to 1,453 in 2019, which is 38.38%
more than the base period. The number of enterprises
purchasing e-mail services increased by 36% in 2019
and amounted to 2,972 business entities against 2,175
enterprises in 2017. Given the fact that domestic
enterprises are actively using information and
communication technologies, there is a growing need
to increase computer capacity for the operation of
enterprise software, so the statistics in Table 4 indicate
that during the study period, the number of enterprises
that increased computer capacity from 1341 enterprises
in 2017 to 1761 in 2019, which is 31.32% more than
the base period. At the end of the period, the number of
enterprises purchasing office software increased by
26.55% from 1,932 enterprises in 2017 to 2,445 in
2019. There is an annual growth of enterprises that use
financial or accounting applications in their activities,
namely, if in 2017 their number was 2413, then in 2019
their number increased by 24.74% and amounted to
3010 businesses. Figure 5 shows the shares of
enterprises in the total number of enterprises (4135 in
2017, 4831 - in 2018, 5207 - in 2019) by types of cloud
technologies used in their activities.

averag...

2019

2018

57%
54%

2017

1 1 1 1 1 1 1
0% 10% . 20% 30% 40% 50% 9
computer capacity for the operation of enterprise software ~ B customer relationship management programs

B financial or accounting applications
B enterprise database hosting

= file storage service
m office software

Fig. 5. Shares of enterprises in the total number of enterprises by types of cloud computing used in their activities.

Source: built by the author
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The most active users of cloud computing services
during the analyzed period were wholesale and retail
enterprises; repair of motor vehicles and motorcycles
and the manufacturing industry account for an average
of 28.10% and 23.16%, respectively (Table 5). 9.88%
of construction companies use cloud computing in their
activities. From 7% to 6% of enterprises in the field of
professional, scientific and technical activities,
information and telecommunications, administrative
and support services, transport, warchousing, postal
and courier activities use cloud computing services. In
other industries, less than 5% of enterprises use cloud
computing in their activities (Table 5).

An important component of the of domestic
enterprises development in the context of active
digitalization is the development and use of their own
websites to improve their activities. According to the
analysis, it can be concluded that at the beginning of
the study period, 16,240 companies had their own
websites, and in 2019 they became 9.95% more, ie
17,856 (Table 2.). The largest share of the enterprise on
average for the studied period, which have developed
websites, falls on the processing industry (30.14%)
wholesale and retail trade; repair of motor vehicles and
motorcycles (26.26%). In all other activities, less than
10% of businesses have their own websites.

Thus, according to the data in Table 6, it can be
concluded that the examined enterprises were mainly
used for customer service (47% of the surveyed
enterprises). 46% of elaborated companies use sites to
quickly find them on social media. In 30% of
companies, websites advertise vacancies or apply for
vacancies online. 29% of the websites of enterprises
are formed in such a way that visitors have the
opportunity to form orders for goods and services
online and in 26% of cases the sites have the ability to
monitor the status of placed orders.

18% of the surveyed companies have the
opportunity to supply products and services online on
websites.

In less than 15% of companies, the developed
websites have a personalized content of the website for
regular or repeat customers and have the opportunity to

train staff. Positive is the growing trend of all
opportunities to use websites.

Table S. Distribution of enterprises from their total number
by types of economic activity that use cloud computing in
their activities in 2017-2019

Type of economic | 5517 | 2018 | 2019 | average
activity

Processing industry | 22,47% | 23,27% | 23,74% | 23,16%

Supply of
clectricity, gas, |y gcor | 1 5105 | 1,719% | 1,69%
steam and air
conditioning

Water supply;
sewerage, waste 2,08% 1,76% 2,07% 1,97%
management

Construction 9,72% | 10,02% | 9,89% 9,88%

Wholesale and
retail trade; repair
of motor vehicles

and motorcycles

28,17% | 28,48% | 27,64% | 28,10%

Transport,
warehousing, postal
and courier
activities

6,63% | 6,13% | 6,28% 6,34%

Temporary
accommodation 2,85% | 2,71% | 2,98% 2,85%
and catering

Informationand ¢ gg0. | 6 9105 | 7300 | 7,04%
telecommunications

Real estate

. 4,43% 4,33% 3,99% 4,25%
transactions

Professional,
scientific and 7,47% 8,07% 8,07% 7,87%
technical activities

Activities in the
field of
administrative and
support services

7,23% | 6,54% | 6,16% 6,65%

Repair of

computers and 0,19% | 027% | 0,15% | 021%
communication

equipment

Source: formed and calculated by the author on the basis of
[15]

5.08%0
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m Construction

m Temporary acconunodation and catering
m Information and teleconumunications
Real estate transactions
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Fig. 6. Distribution of enterprises (on average for the study period) from their total number by type of economic activity, that have

their own websites

Source: built by the author
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Table 6. Distribution of enterprises according to the
capabilities provided by the developed website.

Poss1b1htle§ of using 2017 2018 2019
websites

customer service 46% 47% 47%
delivery Qf prodgcts and 17% 18% 18%
services online
the ability of visitors to

place orders for goods 27% 29% 29%
and services online
monitoring the status of
placed orders
personalized content of
the website for regular or | 25% 12% 12%

repeat customers
links to the company's | 4o, | 4500 | 469
website on social media
vacancy announcements

25% 26% 26%

or applications for 28% 30% 30%
vacancies online
staff training 10% 11% 11%

Source: formed and calculated by the author on the basis of
[15]

Domestic enterprises actively use 3D printing
technology in their activities. Official statistics on the
number of enterprises since 2018. And as shown in
table 2 in 2018, 1219 companies used 3-D printing in
their activities, and in 2019 there were 1471. And it
should be noted that 52% of the examined companies
carried out 3-D printing with their own 3-D printers,
and the remaining 48% of enterprises used 3D printing
services provided by other enterprises. The uses of 3-D
printer products are shown in Figure 6.

According to the results of statistical surveys (Figure
7) in 2019, 48% of enterprises used printed prototypes
and models for their own use, 37% of enterprises -
printed on 3-D printer products for use in the
production process, 28% of enterprises used printed
prototypes or models for sale and 19% of businesses
used 3-D printers to print goods for sale, except for
prototypes or models. About 40% of manufacturing
enterprises use 3D printers in their activities, less often
they are used by those enterprises that repair computers
and communication equipment.

2012

2018

48%

46%%

1 1 1
0%a 10%% 20%

mprototypes ormodels for personal use
mprototypes ormodels for sale

Fig. 7. Areas of products printed by 3-D printers usage
Source: built by the author

Having studied the processes of development and
use of information and digital technologies at domestic
enterprises, there is a need to determine the
dependence of GDP on the number of enterprises that
use information and digital technologies in their
activities.

We will solve this problem in the MatLab
environment. First, we form a matrix of input data and
calculate the correlation coefficients using the function
"corrcoef" (Table 7).

Next, we use the function regards (responses,
DATA, ‘model’), which is designed to calculate the
parameters of the multiple regression model for the
vector of the dependent variable responses values, the
matrix of independent variables DATA, regression
model ‘model’ . The function displays a graphical
window with a set of statistics that are used to assess
the quality of the multiple regression models. To select,
it is necessary to note the relevant notes. Selected
statistics with specified variable IDs will be calculated
and exported to MATALAB (figure 8).

goodsforuse in the production process of the enterprise, except for prototypes ormodels
goodstor sale, except prototypes ormodels

1
40%% 50% S0%a

Table 7 Input date to determine the dependence of GDP on
the number of enterprises that use information and digital
technologies in their activities

The share of
the number
of enterprises Information

Year that and GDP, min.

implement communication | UAH. (Y)

information (x1)

innovation,

% (x2)

2012 13,6 66568 1 404 669
2013 13,6 86377 1465 198
2014 12,1 114355 1586915
2015 15,2 116136 1988544
2016 16,6 129704 2385367
2017 14,3 146909 2 983 882
2018 15,6 174622 3560 596
2019 13,8 206147 3974 564

Source: formed and calculated by the author
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Fig. 8. Input date

Source: calculated by the author
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Fig. 9. Statistics with specified variable IDs

Source: formed and calculated by the author

According to the results of statistical processes, the

following regression model was obtained:
Y=-1612467,74+20,29*;+97403,15*x; 1)

Based on the characteristics given in Figures 8 and
9, it can be concluded that the formed model is
adequate as the statistical characteristics are within
acceptable limits. Thus, if the share of the number of
enterprises that innovate increases by 1%, GDP will
increase by 20.29 million. UAH under other constant
conditions. If the number of enterprises in the
information and communication industry increases by

Walue

0.9253
[-1.6125e+06:9.7403 ...
3Ix8 dowubie
[0.6186;1.6484e-0u1:1 ...
[1.3076e+12 -9.1710e...
[0.3194:2.6635;0.4269; ...
IS dowbie
[2.3472e+05;-3.1049e...
[1.7977;-0.0199%;-2.330...

Sx8 dowbie
[0.4071;0.2673;0.5410;...
7.2926e+10
[3.4186e+05;-8.5102e...
0.9470
[4.187%e+10:9.1133e+...
[1.6441;-0.0368;-1.636...
[2.1695;-0.0329;-2.146...
1xT struct

Sx2 dowbie
[12.6000:13.6000;12.1...
[B6568:86377T:114355;...
[1404669; 1456198;158...
[1.0628e+06;1.4647+...

1%, GDP will increase by UAH 97,403.15 million.
However, examining the correlation between
dependent and independent variables, it can be
concluded that there is not a close relationship between
the GDP function and the share of the number of
enterprises that innovate, so it is necessary to conduct a
stepwise regression using the stepwise function.

The results of the implementation of this function
are shown in Figure 10. To do this, we should
implement a step-by-step regression algorithm with the
exception of variables (stepwise function), given that
the equation should include only one of the closely
related variables.

10
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According to the results of the statistical processes,
the following functional dependence was obtained:
Y =-324137 + 21.0736 *x; @)

After the implementation of the step-by-step
regression process, it can be concluded that the
increase in the number of enterprises in the information

and communication sphere by 1 will lead to an increase
in GDP by UAH 21.0736 million.

4 Conclusions and recommendations

After conducting a study of the development of
industries, it was found that during the study period,
the total number of businesses is growing, which
indicates a revival of economic activity by the end of
2019. The largest growth rate of the business entities
number is characterized by the information and
communication industry, the growth rate of their
number was 11% at the end of the period. Which
indicates the intensification of the information and
digital  technologies  development and, their
introduction into the activities of economic entities?
Therefore, there is need to assess the level of
information and communication technologies usage in
domestic enterprises. Research has shown that
domestic companies use cloud computing services, big
data sources to analyze big data, 3D printing, external
links to the Internet, their own websites and e-
commerce through the network, Internet, etc. The most
intensive use is usually external communication with
the Internet, but only 20% of Ukrainian enterprises had
the maximum speed of a fixed broadband connection
(from Mbps and more) to the Internet. This problem
indicates the need to increase the speed of a fixed
broadband connection (from 100 Mbps and more) to
the internet.  Regarding websites, only 35% of
domestic enterprises had their own websites; the main
areas provided by the company's own websites were
customer service and the implementation of electronic

11

links to company profiles on social media. This
situation indicates rather undeveloped directions of this
information communication technology, so it is
necessary to expand the functionality of websites
developed in enterprises. However, e-commerce is
developing quite intensively, however, only 20% of the
total number of enterprises purchased goods or services
via the Internet and only 5% of domestic enterprises
received orders via the Internet to sell goods or
services. Therefore, e-commerce should be intensified.
The positive point is the use of "big data" sources for
the analysis of "big data" in the activities of domestic
enterprises. However, in the realities of domestic
enterprises, only 5-6% of enterprises analyze the "big
data". Regarding cloud computing, only 10% of
enterprises purchase cloud computing services, which
accordingly indicates the need to develop this area of
information and communication technologies.

Studies of the relationship between GDP and the
number of enterprises in the information and
communication industry have shown that there is a
close relationship between the resulting and factorial
feature, and the above equation (2) is adequate and can
be used for forecasting.
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Abstract. The paper focuses on the presence of a strong relationship between the level of education and
unemployment in the EU and the OECD countries. A graphic confirmation of the change in the relative
wages of employees depending on the level of education is given. The authors noted that in recent years
there has been an expansion of the mass character of higher education, however, the latter has undergone
transformations, in particular, the emergence of universities of a new format - University 21, School 35
and others. The author identifies the key features inherent in the field of higher education under the
influence of the 4th Industrial Revolution. Of particular importance are the results on the existing
imbalances in the field of higher education in the context of the transition to the new stage in the
development of society - the 4th Industrial Revolution and the existing strategic gaps in the economies of
the countries of the world depending on the level of development. The most optimal strategy for
eliminating the existing imbalances in the field of higher education in the context of the 4th Industrial
Revolution for the transition countries is proposed.

1 Actuality

The system of higher education in modern conditions
of deepening the innovative orientation of the world's
economies and internationalization processes is a
unique area of state regulation, which can accelerate
the economic development of the country, the pace of
its development.

There is evidence of a direct link between
education and employment and an inverse relationship
between unemployment in the OECD and the EU. This
phenomenon is connected with the fact that without
education a person cannot be realized in the labour
sphere, finding a job, which affects not only its way of
life, but also causes economic and social losses to the
state. Moreover, based on the analysis of OECD
reports, we see that the advantage of higher education
is inherent in both individuals who receive it and the
state as a whole, which explains the trend of
widespread higher education in the world in general
and in Ukraine and Algeria in particular.

However, scientists state that support for the
expansion of the mass of higher education has been
justified by the governments of various countries as a
necessity to solve the problem of youth unemployment.
However, in the coming decades, the problem of "re-
education”, is a large number of young unemployed
people with higher education, will appear for political
power as the most important and most difficult aspect
of its activities. And these difficulties are generally due

* Corresponding author: ilonka.tsarenko@gmail.com

to the fact that "the system of mass higher education,
with the exception of a few elite universities, can no
longer be considered as one that provides social
mobility" [1, p.192-193].

The sharp increase in the number of higher
education institutions (different levels of accreditation
based on different forms of ownership) with a low
level of teaching staff and underdeveloped material,
laboratory, classroom facilities has negatively affected
the quality of training - this quality is low and the state
diploma of higher education now it is not always a
criterion of professional competence and a guarantee of
success in the labour market. The fact that there are
many young people among the entrants, who at the
time of admission have not yet decided on the choice
of specialty they would like to receive in the process of
study, also adds to the problems. The specialists are
well acquainted with the current problems of enrolment
of applicants, as most of them submit documents to
several universities, to different faculties, to different
specialties and to the last are not able to make a choice.
In this case, of course, the final decision is often
influenced by completely random factors. That is, for
many it is not important to get a specific specialty, but
the very fact of being in the university is significant.
Moreover, the introduction of external evaluation for
admission to the university has further deepened this
problem, because, according to the analysis of data
from the introductory info platform, future students do
not care what specialty to master, the main thing is to

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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enter to the university. and the development of
professional skills and abilities.

In addition, in contrast to OECD countries, where
the salaries of specialists with higher education are 2-4
times higher than those with basic education (Fig. 1),
Ukraine is characterized by a maximum increase in
wages by 30%, which indicates the inefficiency of the
state regulation of higher education in Ukraine and
actualization of changes in the conceptual foundations
of such regulation at the present stage. The same
situation is be seen in Algeria, in particular 40 % by the
last 10 years [2].

The field of higher education is a powerful catalyst
for the situation in the country, so its development is
influenced by the state of political and economic
situation, which in turn affects the efficiency of the
entire higher education system, the image not only of
higher education but also the level of competitiveness
in the labour market, both nationally and
internationally, given the openness of the world's
economies.

B Below upper secondary education [ Tertiary education

| [ RN NN
0L LNl LR RN

i @ . ] - B
Fig. 1. Relative wages of employees by level of education
(2012) 25-64 years old with income from employment; upper

middle = 100 [3]

At the present stage of transformations, we consider

it expedient to classify Ukraine and Algeria as a transit
economy, which is characterized by structural changes
aimed at the development of market institutions,
economic liberalization, democratization of all
processes in the economy, transition from industrial to
post-industrial society (a society in whose economy the
priority has shifted from the predominant production of
goods to the production of services), research,
organization of the education system and improving
the quality of life, in which the class of technical
specialists has become the main professional group
and, most importantly, in which the introduction of
innovations is increasingly dependent on the
achievement of theoretical knowledge.
Post-industrial society presupposes the emergence of
the intellectual class, whose representatives at the
political level act as consultants, experts or technocrats
"[4, pp. 102-118].

The Third industrial revolution, also called the
digital revolution, began in the second half of the
twentieth century on the creation of digital computers
and the further evolution of information technology. Of
course, today the most developed countries operate in
the era of the Third Industrial Revolution.

According to Bell, "post-industrialism" is characterized
by five feat ures: the transition from the production of

goods to the production of services; predominance
among employees of the "class" of professionals and
technicians; the leading role of theoretical knowledge
as the basis of innovation in economics, politics and
social structure of society; focus in the future on
methods of control and assessment of possible
directions of technology development; decision-
making on the basis of a new "intellectual technology"
[4,P.102-118].

All these features are inherent in the third stage of
development of society, the era of informatization, the
transformation of which is aimed at the reform
processes of all sectors of the economy, including
higher education in most countries with economies in
transition. After all, transformations and reforms in the
field of higher education are aimed at achieving a
change of specialties, the ability to meta-qualify, the
elimination of boundaries in the educational space, the
need and access to lifelong learning, i.e to move from
mass education to universal.

Thus, today, Ukraine is one of the countries with a
strategic gap of the first level (GAP 1) in the
development of higher education. Instead, when all the
processes of reforming Ukraine are aimed at bridging
the strategic gap of the first level (GAP 1), the
developed countries move to a new stage of
development - the Industrial Revolution 4.0, which
features the mass introduction of cyber physical
systems into production.

2 The basis of Industrial Revolution 4.0
and its impact

According to the WEF founder Klaus Schwab, the
Industrial Revolution 4.0 is blurring the boundaries
between the physical, digital and biological spheres. It
is assumed that these cyber physical systems will be
integrated into a single network, communicate with
each other in real time, self-tune and learn new patterns
of behaviour; will be able to build a production process
with fewer errors, interact with manufactured goods
and, if necessary, adapt to new consumer needs. The
first steps in the world towards a new industrial
revolution were cloud technologies, the development
of Big Data collection and analysis methods,
crowdsourcing, biotechnology, unmanned vehicles and
medicine based on 3D printing, cryptocurrency Bitcoin
and Blockchain technology.

The fourth Industrial Revolution was named
industry 4.0. This term was first introduced at the
German industrial fair in 2011 in Hanover. During this
period, Germany approved two state programs:
"Platform for Industry 4.0" and "Industry 4.0", both
programs aimed at the strategic development of
industry in the country (Germany: Industry 4.0).

The leading direction of these programs was the
development of technologies and the Industrial Internet
based on global communications. The key leitmotif of
Industry 4.0 is total digitalization, the development of
flexible production, the creation of "digital twins", the
creation of cyber-physical systems (CPS), the
unification of virtual and real worlds, augmented
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reality technologies, artificial intelligence (the New
Industrial Revolution ).

To date, such programs have already been
developed and are actively implemented in many
countries of the world, such as the USA, the Great
Britain, France, Belgium, Japan, etc. (Horizon 2020;
Factories of the Future). For example, in Germany, the
Industry 4.0 program is one of 10 future projects with
strategic competitiveness improvement, and programs
aimed at developing research activities in the industrial
sector (Fraunhofer Program) are being implemented.
Australia is implementing a program, which is aimed at
the developing the cooperation between academic
organizations and industrial organizations to conduct
the joint research projects with the aim of
commercializing the innovative developments
(Industry and Innovation Program).

In Japan, the Society 5.0 concept is being
implemented, which is a continuation of the Industry
4.0 program, expanding it and adding a socio-cultural
component to the industrial development, that is, it
considers the solving of social problems through the
integration of physical and cyberspace (From Industry
4.0 to Society 5.0).

According to the Club of Rome Report presented in
2017, despite the economic growth of the last 30 years
in developed countries, society faces the following
challenges: inequality, unemployment and climate
change.

The gap between rich and poor is widening,
millions of people are out of work, and real wages in
many countries continue to fall, which can be closed by
accelerating economic growth.

However, as Graham Maxton and Jorgen Randers
point out, to continue the current path of development
of the world economy is not only wrong, but also
extremely unwise, because it will only worsen the
problems of the world. According to them, the way out
of the situation is to rethink the definition of paid work,
fair taxation of business, restrict trade if necessary,
introduce an unconditional basic income for the
poorest third of the population and increase the
duration of paid leave.

The impact of the Industrial Revolution 4.0 can be
traced in the field of higher education with the
emergence of a new format of universities - University
21, School 35 and others, which provide new
approaches to the learning process, project-oriented
methods, lack of teaching staff, universities in its usual
form. All these changes to transform existing higher
education systems into a new format are reflected in
the strategic gap of the second level (GAP 2) that
developed countries have at the present stage.

Moreover, the transformational transformations into
New Format Universities within the Industrial
Revolution 4.0 are based on the fact that such
institutions should contribute to the development of
society and the market, while based on the reduction of
dependence on public funding. That is, they are gaining
more and more social significance and financial
autonomy.

Higher education within the Industrial Revolution
4.0 is based on the following components:

1. Change of organizational structure: change of
business models; new format of faculties and
departments; expansion of interdisciplinarity;

2. Change of accreditation procedure: new conditions
of accreditation; "Floating" educational programs;
training within the framework of accelerated
innovative development;

3. Digital culture: the development of the diversity of
the digital life cycle; new psychological distances
(education without geographical borders, spaces); new
forms of social communication; globalization of
education; "Web education"; change of all types of
information; problem-solving training; teacher - a
guide to finding information.

4. Changing teaching methods: new approaches in
teaching; new educational infrastructures; digital rights
management.

5. Changes in learning: learning through distance
platforms; new training infrastructures; personalized
learning.

6. Individualism of learning through the model "Do it
yourself" (DIY education).

Thus, while the reform process eliminates GAP 1 to
achieve the level of development of developed
countries, the latter, trying to move to the next stage,
eliminate GAP 2, hence, as a result, Ukraine, like and
Algeria after a certain period (T1) will in any case have
strategic gap with developed countries in general and
in higher education in particular.

Graphically we have the following in the form of
fig. 2.

Therefore, in order to eliminate the disparity in the
higher education system that may arise over a period of
time (T1), it is necessary to develop a mechanism to
ensure the competitiveness of higher education, which
would not only eliminate GAP 1, but also to address
the strategic gap of level 2, as a result, it will not only
enable the implementation of effective reforms, but
also help reduce the timeframe for achieving them,
because in the transition to the Industrial Revolution
4.0, the speed of response to change, turbulence of the
existing environment and accelerated innovation will
be key.

Countries in transition Developed
countries

Industrial stage

g
g
£
:
£
E
2

Fig. 2. Time chains of elimination of disparities in the field
of higher education under the prism of the transition to the
new stage of development of society — the 4™ Industrial
Revolution

Therefore, the higher education system of Ukraine
and Algeria, having strategic reserves, must at the
present stage develop a new strategy aimed at trends
and trends in higher education under the influence of
the Industrial Revolution 4.0, rather than the
transformation of the post-industrial stage of
development.
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Moreover, the University of a new format, modifies
such components as teaching, research, in particular:

1. (Teaching 4.0): textbooks, instruction and training
provided by teachers; acquaintance with mass open
Internet courses (MOOCs); cultivation of innovative
methods; blended learning.

2. (Study 4.0): open innovation; evolutionary and
revolutionary  innovations; new research and
development developments related to technical
progress; reduction of innovation cycles.

3 (Services 4.0): university as a platform (UaAP);
education as a service (EaaS); internationally related
programs.

Previously, we have already analyzed the state of
Ukraine's higher education system in the international
aspect, where we studied the most popular assessment
systems, among which there are ratings. Despite the
fact that rating is one of the most popular methods of
assessment, we consider it necessary to note the
following:

1) the existing international rating systems provide for
a balanced assessment of the results of various
activities of universities with the dominance of the
weight of achievements in research and educational
activities. At the same time, improving, international
methods are expanding in the direction of such
components as: teaching and learning, research
activity, internationalization, the availability of
regional and socially-oriented programs, ie, as a result
we note that methodological approaches are variable
given the time requirements. their advantage over other
approaches to evaluation;

2) the advantage is the focus of ratings on the
assessment of consumers of educational services and
employers, despite the likelihood of subjectivity;

3) among the shortcomings should be noted - a high
probability of inaccuracy of data: on the websites of
universities and organizations often lack information
on higher education and science;

4) the lack of ratings is also a fairly high degree of
subjectivity in determining the weight of the
components of the assessment within the integrated
assessment;

5) the bases of comparison in the rationing of the
components of the integrated assessment are quite
contradictory.

Thus, in determining the level of competitiveness
of the assessment based solely on ranking, it is
advisable to conduct a comprehensive assessment is
not enough informative indicator.

3 SWOT-analysis

Therefore, we consider it necessary, with the help of
SWOT-analysis, to analyze the main trends,
prerequisites and consequences of higher education in
Ukraine, to position the strengths and weaknesses of
the national higher education system, as well as its
threats and opportunities.

SWOT-analysis is one of the most popular methods
of strategic management, formed as an abbreviation of

four English words:  Strengths, Weaknesses,
Opportunities and Threats.

This method can be used to study the external and
internal environment of any object of the economic
system, including the higher education sector.

As a result, the following main points should be
highlighted:

- Strengths: quite strong intellectual potential of both
research and teaching staff and students, a wide
network of universities in the country, which increases
the availability of higher education among its
consumers, facilitating the possibility of continuing
education in European higher education institutions in
connection with Ukraine's accession the 19" May in
2005 at the conference in Bergen to the "Bologna
Process", the agreements of Ukraine on legal aid,
abolishing the requirement of legalization of official
documents on education, the possibility of studying for
double degree programs with the European
universities.

- Weaknesses: low level of funding for education,
which reduces the motivation of research and teaching
staff, as well as weak interaction with employers,
which hinders the effective transfer of knowledge,
problems with employment of graduates.

- Opportunities: participation in international grant
programs and academic mobility, as strengthening
activities within the framework of international
cooperation and involving the academic community in
updating the processes taking place in the national
economy, providing educational services to foreigners
(increasing the number of foreign students);

- Threats: demographic crisis, macroeconomic
processes in the economy, which have a negative effect
on the scientific and technological potential and living
standards of the population - the ability to obtain
higher education, increasing competition from the
European universities.

It was stated that today the greatest threat to the
further development of the domestic competitiveness
of higher education in Ukraine, given the innovative
transformations and strengthening of
internationalization, is the growth of competition from
European universities, a decrease in the potential
contingent in connection with the external independent
testing, the inconsistency of the material base with the
transformational changes in the sphere of higher
education, incompatibility of curricula, complexity
their adaptation to the European and lower wages of
the teaching staff poses a threat to the personnel
security of national universities.

4 The current  strategies of
development the higher education
system in the context of the Industrial
Revolution 4.0

Thus, in the system of higher education in Ukraine, the
strengths of the internal environment are dominated by
the weakness, and the opportunities of the external
environment are threats.
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In this case, the recommended strategy is "Maxi-Maxi"
- to use the strengths of the higher education system to
realize the external opportunities. It consists in taking
active steps to strengthen its position in the educational
services market, including external, that is, increasing
its share, diversifying products - opening the new
specialties, providing paid services, creating an
environment for science parks based on universities,
commercializing scientific developments, support the
generation of new ideas and the introduction of
English-language teaching to increase the degree of
internationalization of educational services. All this
can be done with the help of an effective mechanism of
state regulation of ensuring the competitiveness of
higher education.

The current trends in economic processes, which
are becoming increasingly turbulent, require, more and
more often, the use of a wide range of mathematical
techniques and tools to justify management decisions
to determine the direction of further development of a
particular activity. An important role is played by the
methods of strategic analysis and forecasting, with the
help of which, with a higher probability, it is possible
to forecast indicators for the future.

To this end, we decided to perform a correlation-
regression analysis of the final position of the U2l
rating and its components to identify the most
significant indicators.

To predict the factors influencing the final position
of the country within the international rating, four main
components of the rating were taken: the component
"resources"; the "environment" component; the
"communication" component; component "issue".

5 The study of empirical data

As a result of the study of empirical data, we have the
opportunity to build a functional relationship between
them and, as a result, to make a forecast for the future.
The general position of the rating, which depends on a
number of factors, can be expressed by nonlinear
multiple regression. Estimates of the coefficients of
which are calculated using the least squares method in
matrix form.

As a result, we have built a mathematical model
that looks like this:

y=0.2387 +0.2146x1 +0.2115 x2, + 0.2152x3 +
0.4315 x4, where

y is the overall position in the U21 rating;
x1 - component "resources";

x2 - component "environment";

x3 - component "connection";

x4 - component "issue".

Forming the structure of the regression model, on
the one hand, should include all factors that have a
statistical impact on the indicator, and on the other
hand, take into account the need for linear
independence between factors (in the presence of
approximate linear dependence between at least two
factors). between them multicollenarity).

The using of the Farrar-Glober method made it
possible to establish the presence of multicollenarity in
the model. Verification using the y2 test showed the
presence of general multicollinearity, with a reliability
of p=10.96.

The analysis of the correlation matrix allowed us to
draw the following conclusion: there is a close
relationship between the factors x1 and x3, as well as
x1 and x4. In addition, it should be noted that the factor
x4 has the highest level of influence on the value of the
indicator y (ryx1 = 0.92, ryx3 = 0.92, ryx4 = 0.96)).

As a result, in order to eliminate multicollenarity,
we consider it necessary to remove the factors x1 and
x3 from the regression model.

Due to the test, the value of y2 was obtained, within
which we observe that the multicollinearity persisted,
but its value decreased slightly. Next, we perform a t-
test to determine the significance of the regression
coefficients, which showed that all the parameters of
the regression model are positive, ie significant (none
of the factors can be removed from the regression
model).

According to the results of verification by Fisher's
criterion, a model was obtained that is adequate to the
statistical data (F = 80,685, Fcrit = 1,045).

Based on the calculations of the mathematical model,
we conclude that the most significant components that
should be considered in the development of strategic
priorities are:

- the share of female students in higher education;

- the share of women in the teaching staff of
universities;

- data quality assessment. (For each quantitative series,
the value is 2 if the data is available to accurately
define the variable; 1 if there is some data related to the
variable, but some informed adjustment is required,
and 0 otherwise);

- the percentage of students studying in private
institutions and the percentage of students who obtain
the educational qualification level "Master";

- the political environment of the country and the level
of regulatory support;

- the level of financial autonomy of state universities;

- the degree of satisfaction of the higher education
system with the needs of a competitive economy;

- number of published articles of universities;

- the number of published articles of universities per
capita;

- the number of universities in the country included in
the Shanghai ranking;

- the degree of enrollment in universities as a
percentage of the number of persons who received
secondary education during the last five years;

- percentage of the population aged 25-64 with higher
education;

- number of researchers (full-time equivalent) per 1
million population;

- the unemployment rate among people with higher
education aged 25-64 compared to the unemployment
rate for people with incomplete or secondary education
without higher education.

The above complements the preliminary analysis and
allows to determine the main strategic priorities for the
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development of a strategy to increase the
competitiveness of higher education (Fig. 3)
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Fig. 3. Matrix of strategic priorities

Selection of strategic priorities of state regulation of
competitiveness of higher education, which, in contrast to the
existing ones, are based on possible scenarios of regulatory
influence that determine the development strategy:

1) stagnant (no changes are taking place: the quality of higher
education remains quite low, financial infusions are not
typical);

2) qualitative and quantitative (improving the quality of
higher education in conditions of limited funding), as a result
of which GAP 3.0 is partially eliminated;

3) quantitative and qualitative (increase in funding, which,
primarily, is designed to increase the material support of
faculty and guaranteed expenditures that ensure the
functioning of universities in conditions of low quality higher
education);

4) innovation-oriented (balanced development of higher
education, the material base of universities, the introduction
of modern information and communication technologies by
improving the quality of higher education and, accordingly,
increasing its funding, both through government agencies and
private institutions, international funds);

For example, Ukraine is characterized by the second strategic
priority, according to which the amount of financial resources
allocated to universities by both the state and private sources
is relatively low, which significantly prevents quality
improvement at the appropriate level, and funding is focused
solely on providing wages, the amount of which is not
motivating.

At the same time, the best option for Ukraine in the
current period is a gradual improvement of quality through
the introduction of public-private partnership, development
of flexible regulatory support for financial injections into
higher education and the ability to fulfill orders as paid
services, which will further improve quality. higher education
without significant financial infusions from the state and the
basement for the fourth strategic priority - innovation-
oriented, which provides for the balanced development of
higher education by improving the quality of higher
education and increasing its funding, both through
government and private institutions, international funds ,
positioning of universities as full-fledged and integral
participants of cluster development of territories, innovative
shifts of economy.

However, when choosing this priority, significant
sectoral and regional asymmetries and imbalances should be
taken into account. After all, based on the preliminary
analysis, there is an uneven distribution of universities in
Ukraine, in particular the separation of flagship universities
in the world rankings and regional universities that are not
popular among applicants, so we consider it appropriate to
distinguish marketing strategies of universities in such
possible areas.

The penetration strategy is a strategy for most higher
education institutions seeking to increase the number of
students within the relevant (regional or national) market.
Expanding market penetration is the most obvious strategy,
its usual practical expression is the desire to increase the
number of students. We believe that this strategy is typical,
first of all, for regional universities.

The main disadvantage of this strategy of individual
universities for higher education in general is that it is
achieved mainly through the use of marketing tools during
campaigning or by reducing the price of educational services,
thus imitating this strategy in the development.

Market development strategy means the adaptation and
introduction of existing educational services on the market of
educational services for foreign applicants, ie the
implementation of their export. For the successful
implementation of the strategy it is necessary to confirm the
presence of a contingent of foreign applicants seeking to
receive such services. The main risk of such a strategy may
be the lack of potential customers and the mismatch of
services - needs. Regarding the aspect of the potential market
of foreign applicants, then the universities of Ukraine, in
particular technical and medical education, are considered as
attractive for foreign citizens; the increase in the student body
is mainly due to the independent influx of foreign students
(reasonable price and availability of nostrification
agreements).

However, it should be noted that in recent years, due to
the unstable situation in the country (wax conflicts) and the
refusal to nostrify the diplomas of Ukrainian universities, the
strategy of "passive waiting" is less effective.

The implementation tool is the introduction of English-
language teaching, which increases the influx of foreign
applicants.

Product development strategy - the offer on the existing
market of new specialties or specializations, the possibility of
double diplomas and the possibility of foreign internships.
This strategy is typical for the country's leading universities.
The diversification strategy is the most costly and risky
strategy used to exhaust the opportunities for growth in
existing markets, change market conditions, which is typical
for Ukraine (departure of Ukrainian applicants abroad, in
connection with the choice of more prestigious foreign
universities), profitable opportunities and the high potential
benefits of capturing a new market. Such a strategy within
the framework of the development of the state mechanism
can be applied in part, only to universities with a special
status - universities that have entered the international
rankings.

Thus, we believe that the isolation of separate marketing
strategies, along with scenarios of strategic priorities will
allow the most accurate direction of the existing
opportunities of the university to increase their
competitiveness, in particular, and higher education in
general.

6 Conclusion

Thus, the Industrial Revolution 4.0 does not leave aside
either the economy as a whole or the sphere of higher
education, as the latter provokes the corresponding
transformations, which are prerequisites for the further
development of any sphere in the modern conditions. First of
all, the appropriate transformations should be carried out in
the field of higher education, given the key role of the tertiary
sector in building an effective innovation economy and
prospects for society as a whole.
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Personal Security and Cyberspace in Time Of COVID-19 Modes
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Abstract. The paper presents the analysis of the quantitative research examining the level of the sense of
security and the cognitive satisfaction connected with the intense use of digital technology as the result of
the switch into remote or hybrid modes of working, especially in a group of high skilled workers. The
study was conducted during second wave of the Covid-19 pandemics on the sample (N=246) of Polish
employees representing Millenials’ generation. The online questionary was disseminated among
employees until 30 age working in different sizes of enterprises (micro, SMEs and big ones), located in
northern regions of Poland. The results have showed the moderately negative impact of the intensive
cyberspace presence in connection with new modes of working for the personal sense of security of the
respondents. The sense of security of respondents didn’t correlate with cognitive satisfaction flying from
digital mode work. The found results can be used as recommendations for introducing more holistic well-
being hr practices in organizations and also for implementing new kinds of nonfinancial benefits in talent

management programs.

1 Introduction

"(..) Technology destroys jobs, but not the job
itself"[1].

The digital economy, a concept introduced in the mid-
1990s [2] is rapidly developing in 21st century together
with so-called 4.0 economy [3] and both imply
fundamental changes in the world of organizations and
workplaces. New technologies, such as artificial
intelligence, automation, virtual and augmented reality,
big data processing etc., are connected with the
reduction of traditional job places and have the basic
impact on the way, shape and forms of work as well as
its valuation [4]. Scenarios of this impact, designed in
different parts of the world, such as Asia, America, or
Europe differ significantly, but all of them assume
inevitable changes for both organizations and
employees [5]. The expected impact of the digital
technology is connected directly with labour costs, and
indirectly with job places and earnings of employees.
According to research already by 2030 is expected that
about a third of man-hours can be replaced by
intelligent machines [5]. However, the digital
transformation of enterprises occurred to be
problematic component of the overall digital
transformation of the economy. Research conducted in
2018 by McKinsey on a sample of 1,793
representatives of companies from all over world
revealed that "a successful digital transformation is
more difficult than any a known type of organizational
change” [6]. The feeling of subjective personal threat
in the upcoming era of artificial intelligence is
accompanied by numerous doubts perceived at the
organizational, micro and macroeconomic level.
Personal security is usually associated with a sense of

stability, durability, certainty and lack of threats, both
in the physical and mental sphere[7]. Obviously, the
state of personal security perceived by employees
influences not only their well- being but also readiness
to meet new technological challenges, to effectively
cope with new organizational stressors and to take
proactive attitude towards efforts of own upskilling or
reskilling.

Questions such as: how will the development of
modern digital technologies affect the global economy,
national or regional labour markets? - bother
entrepreneurs and political decision-makers. For the
individual employees more vital seem to be
considerations how the automation of work changes
the work organization in enterprises and the job
demands. In that conditions fundamental questions
arise: whether the technical development, which
requires systematic investment in training new
professional competences of employees operating
automated production systems, eliminate the economic
rent from automation? The future sociological and
psychological consequences of the automation and
robotization of work, analysed both on a
macroeconomic, microeconomic and individual scale
are equally important. The common question arises:
will there be enough jobs in the future for everyone
interested? Probably not, and it means tensions in the
labour market, especially among young people entering
employment and not posing valued digital
competences. These concerns express the state of a
sense of personal and organizational (in)security
caused by the development of cybertechnology. The
sense of security in literature is assumed as a state of
internal balance resulting from having a sufficient,
from the point of view of individual, level of own goal-

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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oriented activity [7]. Recently, the anthropocentric
approach to the issues of safety and security
systematically displaces the old approaches focused on
the security of the state, regions, etc. The main focus of
anthropocentric concept of security situates the
personal security, team security or organizational
security within the area of security culture [8]. The
contemporary analysis of the threats that affect human
safety requires the identification of diverse cause-and-
effect relationships in the complex postmodern reality,
both material and non-material one. Authors of the
article used this concept to plan own research.
Deloitte’s experts in the report ,,The voice of the
European workforce” from the mid of 2020 [9] warn
that although digital technology is a key, it should not
be considered more important than the needs and
expectations of the same employees, especially in hard
time of ongoing global crisis suddenly started in 2020
together with Sars-Cov2 pandemics. This unexpected
turn in economy and social life was created first of all
via biological threat (fear about the health and the life)
but that threat only strengthened the threat connected
with the expectation of job lost [10]. The issue of
realistic economic threats, data of bankruptcy,
minimized economic activity of the companies
representing variable sectors, or growing up rates of
unemployment, are the core part of the contemporary
economic studies. The conclusions are that pandemic is
going to disrupt labor market at least as hard as
economic crisis [11]. At the moment the less attention
is paid on the problem of the occupational stress
caused by the risk of COVID-19 and its possible, short-
term and long-term repercussions. However, the first
observations and research data are collected also in that
field, especially in the context of the new modes of
working (flexible, remote, or hybrid work), threats of
massive decruitment, challenges of using new digital
tools, managing dispersed teams, etc.

From other side, pandemic hard time sped up the
implementing of modern technologies in companies
together with a remote (or hybrid) work mode
commonly implemented by demand for social
distancing [10]. All of it verified digital competences
of employees, especially in a group of “knowledge
workers” and caused their intensive professional
development. The recent surveys done on the sample
European workers show that people and their skills will
play a critical role in overcoming the difficulties of
adapting the workplace to the new, post-pandemic
reality [10]. According to many sources the main forms
of remote work are likely to persist long after COVID-
19 is finished [12]. That will require from the side of
employers’ new costs investments, both in hard digital
infrastructure as well as in human capital development,
in deepening and broadening IT skills of employees in
different job places. However, such structural switch
also generates different risks accentuating inequalities
and creating new psychological and emotional stresses
among employees, including from social isolation. The
“Future of work model” designed for post pandemic
reality [13] recommends to include the strategy based
on both people and technologies. The main
assumptions underlying this approach is wide concept

of employees’ well-being where economics and sense
of personal and social security are interconnected [14].
The pandemic crisis threats employees economic and
social safety in a massive way because creates the
grand danger for their health and life perspectives.
While some workers realize only minor changes when
switching work to their home office, for many it means
they cannot do their jobs like they used to do before. In
fact, blurred borders between work and life during
remote, or hybrid work model bring a lot of pitfalls for
employee’s well-being. Being at home office they
loosing time and space structure which in a traditional
mode of work allows clearly divide between time for
work and for private life. Home stops to be asylum and
a place for relax. It is now a space of imperfect work
conditions. Job place at home office usually doesn’t
meet ergonomic requirements, even the space is
usually not enough wide as has to be shared with other
family members, also working remotely. These
limitations, compounded with deprivation from wide
social contacts and favourite activities, easily create
new kind of physical and psychological threats for
employees’ subjective well-being. They activate
depression symptoms development, burn-out syndrome
or at least feelings of loneliness and sadness [15]. In a
such way, the physical and psychosocial organizational
security context disrupted by current coronavirus crisis
determines not only economic survival, but also basic
conditions for development of individuals and
organizations [14].

Employees representing  particular work
generations obviously differ in their reception of the
current crisis situation, as younger and elder people
differ in their health and life risks in confrontation to
get the coronavirus disease [16]. Already it is well
proved that the risk for death and severe illness with
COVID-19 is best predicted by age. The likelihood of
death increases with age (sharply after age 50) among
those who contract the virus in all countries where this
has been examined [17]. That means COVID-19
threats are evident for elder people, including elder
employees. Consequently, from that point of the view,
the pandemic situation could be interpreted as less
stressful for the young cohort of employees
(Millenials) as they belong to the less risky cohorts.
Moreover, they are better prepared to fill remote or
hybrid work because usually have higher IT skills than
older workers. But the interpretation can be done also
in an opposite way - the new modes of work imposed
by pandemic situation are the source of the high
psychological stress especially for the young
employees as they are very involved in real
interpersonal relationships (thus, more suffer with
social isolation) and till now hadn't experience with the
economic crisis in their professional life.

2 Cyberspace acceleration use in
pandemic times

One of the contemporary definitions of cyberspace
recognizes it as "the space for processing and
exchanging information created by ICT systems (...)



SHS Web of Conferences 100, 01012 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001012

together with the connections between them and
relations with users."[18]. The activities of individuals
and organizations in cyberspace consist reading,
exchanging, modifying, and creating information.
These operations are performed in the digital domain
and require appropriate digital competences of the
users. Also important are the mutual relations between
systems and wusers, the two-sided connection of
activities in cyberspace with activities in the "physical"
reality (real world) and their mutual consequences
(both positive, as well negative) [19]. The intensive use
of cyberspace resources is a new dimension for human
activities, enabling gathering large amount of data in
one physical place, and processing them both for the
implementation of task goals as well as for personal
cognitive satisfaction. Proper acquisition, use and
preservation of data resources become a priority not
only in the effective management of organizations, but
also in the effective fulfilment of daily employee’s
tasks at various workplaces. Data processing and
interpreting creates the new information which
becomes a value for the organization. The cyberspace
and their opportunities fascinate especially young
people who have usually sufficient digital skills for
intensive use ICT channels in their social and
professional networking. Working in pandemic reality
substantially have increased their presence and
operations in cyberspace.

The paper content has been conceptualized based
on literature review and on the basis of the quantitative
research via using non standardized questionary
regarding the personal security and cognitive
satisfaction [7].

1. Does the experience of pandemic working
modes influencing the personal sense of
security of young employees?

2. Is the intensive operating in a cyberspace in
conditions of remote or hybrid work modes
perceived as cognitively attractive and
personally secure?

The above research questions inspired own authors’
research dedicated to explore the issue how the
intensive cyberspace activity caused by implementing
remote, flexible or hybrid work modes is perceived by
young employees in COVID-19 pandemic work
circumstances. Exactly: in which way (if at all) new
kinds of work connected with prolonged exploration of
cyberspace and virtual reality influences self-
evaluation of Millenials’ well-being in terms their
sense of security and cognitive satisfaction.

3 Research Design, Results and
Discussion

The authors’ first research assumption was that
stressful work context implemented together with
COVID-19 demanding for social isolation is perceived
by young employees as a kind of personal oppression.
Thus, it is reflected in the lower (than the average)
level of their perceived sense of security regardless of
the size of the organization they are working for
(research hypothesis no 1). From the other side, as

young people usually have sufficient IT skills and were
born together with the Internet, they should value the
possibility to spend more time in the cyberspace. The
new modes of working should deliver them cognitive
satisfaction and by thus way — positively moderate
perceived level of their sense of security (research
hypothesis no 2).

The study was conducted in a second half of Nov.
2020 when COVID-19 pandemics restrictions in
Poland were again more strict and companies
continued their mostly digitally based modes of
working. The online questionary was disseminated
among randomly seclected sample (N=246) of
employees until 30 age, representing different sizes of
enterprises (micro, SMEs and large ones), located in
northern regions of Poland (Pomeranian and West
Pomeranian regions). The size of the company was
determined on the basis of the number of people
employed (up to 10 - micro-company, up to 50 - small
company, up to 250 - medium company, over 250 -
large company). The descriptive statistics of the sense
of security for examined employees of the three groups
of company sizes (A, B, C) are shown in Tablel.

Table 1. Respondents self-evaluation regarding their level of
sense of security™*

Enterprise | Number Median Standard
size /N M Deviation
/SD
Micro and 87 3,52 .96
small (A)
Medium 99 3.35 1,03
(B)
Large (C) 60 343 .83

Source: own elaboration

Considering the phenomenon of examined level of
the sense of security among young employees, it
should be emphasized that there were not discovered
statistical differences in their intensity in the studied
subgroups representing different size of workplaces.
However, it also has to be remarked that all subgroups
revealed at best moderate level of security, what is
indicated by their median rates (M87= 3,52;
M99=3.35, M60=3,43). The final picture of this
phenomenon checked as analysis of variances of
results delivered by the three investigated subgroups is
justified as nonsignificant (F = .76 and p= .46). It is
showed in a Table 2a.

Table 2a. ANOVA of the sense of security of employees in
different size companies referred to intense use of digital
mode of working

Source of SS df MS Test F
variance

Between 1.42 2 71 .76
subgroups
(A’ B’ C)

Inside of
subgroups 225.03 243 .92
(A/B/C)
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226.45 245 Source: own elaboration
p=.46

Source: own elaboration

When looking for answers to what pairs' treatments
contributed to the above overall result, the post hoc
Tukey test was used, but again no significant
differences in the level of sense of security were
established employees representing different size of
companies (see Table 2b).

Table 2b. Post hoc Tukey’s test for respondents’ sense of
security in different pairs of company size*

The general result of the analysis of variance for the
variable: “the cognitive value of the intensive use of
cyberspace in a new, pandemic work modes” - turned
out to be irrelevant (F = .03 and p=.97).

When looking for answers to what pairs' treatments
contributed to the above overall result, again the post
hoc Tukey test was used but no significant differences
in the level of cognitive satisfaction in different
subgroups of company size were found (see Table 3b).

Table 3b. Post hoc Tukey’s test for respondents’ sense of
security in different pairs of company size*

Pair Tukey’s p values of P
statistics Tukey’s
HSD Q HSD Q
(A)versus (B) 1.75 43 Nonvalid
(A)versus .83 .80 Nonvalid
©
(B)versus il .85 Nonvalid
(O
Source: own elaboration
The above results basically confirm the

assumptions of the first hypothesis (hl). The
employees of the three investigated groups of company
sizes did not significantly differ in the level of their
perceived sense of security and they revealed the
similar - moderate level of that subjective well-being
measure. The expected negative (stressful) impact of
the distant working modes occurred to be evident.
However, the new working conditions have influenced
the well - being of respondents as they didn’t evaluate
their sense of security on a high or a very high level,
only on an average, or moderate level. The second
research question was that maybe, the opportunity to
spend more time in a virtual world compensate the
social deprivation caused by pandemic situation? That
question has referred to the possible correlations
between personal sense of security and the cognitive
attractiveness of the intense operating in cyberspace
when filling work tasks. It was the topic of verification
of research hypothesis number 2. The results obtained
for that issue show Table 3a and Table 3b.

Table 3a. ANOVA of the sense of security of employees of
different size companies referred to the cognitive satisfaction
with digital mode of working

Pair Tukey’s p values of p
statistics Tukey’s
HSD Q HSD Q
(A)versus (B) .03 .89 Nonvalid
(A)versus 28 .89 Nonvalid
©
(B)versus 32 .89 Nonvalid
(O

Source of SS df MS Test
variance F

Between 0.06 2 .03 .03
subgroups
(A,B,C)

Inside of 225.94 243 1.04
subgroups

( A/B/C)

Sum 253.00 245

Source: own elaboration

The answer for the posted second research question
is as follow: the new working modes imposed by
pandemic conditions in a similar, moderately positive
way, influence the perceived cognitive value flying
from intensive contact with cyberspace among young
employees regardless of the size of the company they
are working for. However, the both studied variables -
the sense of security and the sense of cognitive
satisfaction in connection with new working conditions
in a pandemic - turned out to be independent of each
other. Summing - the obtained results doesn’t implicate
that expected cognitive value flying from intensive
operating in a cyberspace in remote (or hybrid) mode
of working compensate the young employees’ slightly
decreased sense of security.

Conclusion

The pandemic situation forcing employers to organize
the work in a way to meet requirements of social
isolation evolved the new forms of delivering work
tasks. The most characteristic include the remote work
and the hybrid work. Employees, from other side, had
been confronted with the demand for a rapid adaptation
to new work modes without the time for necessary
preparation. Employers' usually didn't offer them
special upskilling programs in digital technologies, nor
dedicated change management programs. Thus, the
employees had to manage themselves to new
circumstances and quickly learn new behavioural
patterns connected with jobs. Very fast the SarsCov2
disease occurred to be to the new kind of severe
biological threat, and, in the same time, an important
psychosocial organisational stressor. This agent is still
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aggressively acting on a global scale, with high speed
of spread and, till now - without the definite deadline.
Covid-19 crisis have revealed the key barrier in
effective organizational activity. It occurred to be the
lack of intense social interaction and face to face direct
communication during implementing job tasks.

The Covid-19 situation created also new stressors
for managers. They had to answer questions like for
example: how to effectively manage dispersed teams?
or how to support subordinates suffering with social
isolation working in home offices? Current crisis is
challenging both regular employees as managers.
Confronting them with problem of lower motivation
and engagement caused by pessimistic mood or by the
feel being overloaded. Home office work stopped to
be perceive as desirable benefit as it was forced by
formally introduced restrictions. People who are
pressed to stay at home long time easily fall into a state
of discouragement, depression, losing their long- term
goal orientation. Suffering with low mood, are less
creative, less resistant for overcoming different
obstacles and problem solving. Are not able effectively
plan or implement own professional careers.

However, after close to one year of the pandemic
crisis existence, it can be concluded that this abnormal
situation creates also a kind of paradox opportunities,
both for organizations as well for employees.
Organizations have to redefine own business strategies
being focused on searching for the possible new “lean”
solutions and cutting costs. They have to meet new
kinds of organizational and strategic management
challenges, learn new patterns of leaderships.
Employees have the chance for to checking and
updating their digital competences, maybe even have to
decide for reskilling. They collecting new kind of
employee experience - the possibility to feel
satisfaction with the intense using cyberspace during
implementing their work tasks. That all create the new
kind of the positive professional challenge which can
make wider their careers options.

Summing up, the switch into the new, remote or
hybrid modes of work, especially in case of high
skilled job places, creates both threats and challenges,
as well as new opportunities. For the same employees
as well as for organizations. From the point of the view
of individual employee it generates the new kind of
psychosocial work-related stress which can activate the
set of negative effects for his physical and psychical
health. It is necessary that this new category of work
connected risk should be included into the work safety
and hygiene factors monitored and controlled by
organization. It seems to be very important especially
that as the new modes of work are predicted to stay as
the new stable forms of work organization also in the
post-covid times. Thus, companies have to consider
how to enhance the well- being of their workforce, not
only in a current pandemic times but also after crisis.
In an investigated sample of the young employees,
representing Millennial generation, the personal sense
of security occurred to be on a moderate level and was
not connected with the cognitive satisfaction expected
because of the intensive work digital activity. This
result confirms that the new modes of work are not

neutral for the emotional and motivational psychical
sphere of employees. They influence their subjective
sense of security.

What is especially important from the side of
management - the obtained results didn’t differ in
relation to the size of the workplace. It means, both big
corporations as well as small and medium enterprises
have to be aware how the new work conditions
influence the well — being of their skilled employees.
All sizes and types organizations have to rethink own
talent management strategies and implement the new
non-financial types of benefits. Today the flexible
work modes including remote work or hybrid work are
not benefits anymore. Necessary is to substitute them
with the new proposals to gain the competitive position
from attracting talents. Managers have to especially
care about most effective, high skilled employees who
positively  verified their competences working
according to new rules of distant work. And many of
them probably recognized also new attractive career
possibilities on fast changing labour market.
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Abstract. During the last decade, the market environment for the businesses has been influenced by
digital developments and as a result, the focus on business model innovations has rapidly grown.
Businesses started moving away from the classic method of creating competitive advantage like a new
product development. Thus, this influenced business activities as well as companies’ business models into
innovations of new products and services, a new ways of company relationships with customers and
employees. Customers started expecting to receive services at a level comparable to digital solutions.
Simultaneously, it put pressure on organizations to reflect on their current strategy and discover new
business opportunities at the early stages. Digitalization is a one of the significant reasons for innovation
on the business model of companies. Currently, business model as a tool is becoming a very popular topic
due to its benefits received by companies and this topic studied by various researchers. This paper is
based on theoretical perspective and the study was done by analysing previous researches, articles and
papers in the present context. The study emphasizes that business model innovation can be a basis of
sustainable competition for companies and innovators may increase their returns 4 times than product and

service developers.

1 Introduction

Current business world is influenced by tremendous
factors, and it is very challenging to survive for
companies in this rapidly changing environment. In 21
century, well-known Companies like Uber, Airbnb and
Xiaomi became one of the leading companies in their
respective industries because of their unique business
models [1]. Nowadays, companies and organizations
are keen for profitable growth, for being competitive
and stay sustainable in the market. In major industries,
innovations considered to be in the form of new
products and services [2]. Of course, service
innovations are vital for the business growth and
considered as an important factor for competitive
pressure, but innovations in a business model became
on priority level. As of today, the effective business
model for the companies are key to future success [3].
There is no future growth for a company, which cannot
transform itself and develop a practical and effective
business model, as it will lose its strength and die.

For every company, business model is considered
as a logical key to perform, a system approach to create
a value for its stakeholders. Thus, business models
always existed and always will. Companies always had
opportunities to create new business models that may
change the standard rules of an industry, such as Kodak
and Zara. However, taking into considerations of rapid
speed of technological progress in current days,
businesses also dictated by technological changes to do
things in radically different ways [2]. Therefore, there
is a tremendous increase in opportunities for

* Corresponding author: leyla-djuraeva@rambler.ru

innovation in business models, and same as the threats
posed by innovations in competitors’ business models.
A business model innovation is a new approach to
create value for customers taking into consideration
digital changes, and how this value is carried or how
the business gains profits from the service/product
offered to the customer.

Business models for a company also known as a
plan or a strategy that describes value chain delivery to
final customers [2]. In the practice, startups are keen to
use business models as modeling tools to plan, des
ign and build their new projects. However, established
and well-known companies also use them to develop
and succeed to support their innovation process.
Professor Haim Mendelson from Standford University
discusses the progress of business models and the
impact of the developments in information technology.
In his research, he illustrates, that by implementing it
and digitalization the companies advances their
business processes and becomes progressed in the
market [3]. He also states that changes that are
incorporated into the new business model of the
company, will gain more benefits. As per professor
Ricarts research paper, technology is main force to
drive the change today, particularly information and
communication technologies [3].

In the same research, author underlines, as it was
mentioned above, business model concept emphases on
the way the business creates value and adds revenues
and profits. Based on this theory. He defines model
into three core elements: a value-creation model, a
profit model, and the logic of the business.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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Well known researchers, Raphael Amit and Christoph
Zott stated that the focus area of business model has
one of the significant positions for managers and
academic researchers mainly for 3 reasons. Firstly, in
the current world, Innovative business model indicates
as an underutilized source of future value. Secondly, it
gives competitor advantage, as other market players
will face difficulties to imitate a complete innovative
activity system than a single new product or process.
Thirdly, management of the company should never
challenge the effort of their competitor’s in business
model area as innovations considered a powerful
competitive tool [4]. Actually, the business model in
the digital economy grows into the success formula and
it is gaining the power to establish a competitive
advantage [5]. There are a huge number of examples in
current business world to support these arguments,
including such as examples of Dell Computers, IKEA
and Southwest Airlines. Though there is an increasing
number of research studies on this topic for last decade,
researches usually consider Business models and tools
from the technical aspects —elements of the business
model, how can be innovated within the business
model and how this innovation process can be
implemented [5]. There are very few research studies
about the consequences of innovations in business
model in the business and its problems. Previous
researchs on business model innovation has
concentrated on how innovative changes in the
company affect the business model [6]. Thus, there is a
still distinct gap in research on interrelation of success
and competitive advantage with innovative business
model.

We have reviewed list of articles and empirical
studies on this topic, analysed the opinions and
statements of scholars which are presented in this paper
below. This paper is constructed on the following way.
Firstly, the theoretical background on this research
topic will be stated, where the concept of the
innovative business model and its importance, its
influence on the business of the companies will be
analyzed. After that, different views and results of the
previous researchers will be compared and stated.
Finally, the paper will provide summary on the results.

2 Research Purpose and Research
Question

The issue of innovations in business model and its
effectiveness were already identified almost decades
ago in one of the oldest research papers of Zoe,
Osterwelder [18 and 19]. Nowadays, reaction of
management on changes happening from environment,
technology or other factors and reflection of these
alterations on the company’s business model is vital
[4]. Recently, a few scholars started to research the
interrelation of changes in the market and business
model innovation [13]. However, this topic on business
model innovations still lacks of practical and clear
analysis on how implementation of these changes in

business model of the company occurs. Based on this
research gap, proper research purpose is identified. The
purpose of this thesis is to identify the effectiveness of
innovative business models in the context of the
company, benefits gaining from its implementation. In
doing so, the researcher seeks to explore how
successful can be companies which totally innovates
their business model rather than invests on other
projects. Consequently, the research question in this
work will be: Will the Companies succeed by
implementing innovative business model ?

3 Methodology

The purpose of this research is to examine how the
innovations in the business models may influence the
successfulness of the company in the market. To
answer the research question, the researcher will
examine the existing literature review and also
qualitative research method is chosen to generate more
accurate data. The Researcher will observe and create
semi-structured interviewes with 2 largest companies
in the developing country, which are successfully
innovated existing business models.

4 Theoretical Background

In this section, we will review existing scholars and
articles on this topic, empirical studies and summarize
key ideas, statements which illustrate the importance of
this topic nowadays.

4.1 Theoretical Background

The main purpose of the Theoretical Background
section is to provide a reader with the literature
overview in the respective areas of the business.
Aligned with the research question and research goal,
conceptual background offers a literature review in the
field of innovation management and types of
innovations, business model, , competitive advantage
and at the end, the connection between competitive
advantage and business model innovations. Also,
different studies will be analyzed and compared on the
effectiveness on the innovative business model of the
current technologically progressed world.

Nowadays, change can be seen everywhere, the
world is changing very fast, thus society has been
under greater impact of them and trying to adopt to
these changes. One of the global issues is significant
changes in the technological sphere and transformation
of major processes, activities and the business through
digitalization. Digitalization is a new concept of last
few decades and it plays major role in success of
organization. Digitalization has spread been widely
extended to every organization and has become an
integral component of the modern world, as a result, it
is hard to imagine an organization without
implementation of innovative tools in current world [4,
7]

In the digital business world, information has been
vital resource and newly established companies,
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startups in different industries, take advantage of this
culture and economic change to perfection [18]. As a
result, these new small companies are devastating the
business of big organizations and increasing market
from traditional brands.

In order to face successfully to market changes
such as the case of the progressive rise of the digital
business environment, existing organizations must be
able to quickly shift and adopt changes. They have to
maintain a variety of innovation efforts to operate more
efficiently and deliver greater value to their customers
[6].

As carlier described, digital technology can
considerably contribute to a company’s business
model, which supports the companies’ purpose; profit
and growth [6].

One of the earlier researchers, Raphael Amit and
Christoph Zott, provided in depth analysis on the topic
of business model innovation and its importance for
managers and academic researchers. Strategic
discussions on the Business model and influence of
digitalization and IT were enormous, and there is no
still one defined compromise on this topic.

Design parameters of Zott & Amit (2010) business model ontology

Design
parameters

Design Design
elements themes

Complement-

Content Structure Governance Novelty Lock-in aritios

Efficiency

Fig. 1. Zott and Amit business model design parameters

These researchers conceptualize business model as
a general system of activities correlated with each other
and consequently, during the process of innovating
business process 2 parameters: design elements and
design themes for activity system should be done (for
details refer to Fig 1.) [23]. The researchers explains
that by interrelating each of these components shown
in Fig 1, business model can be properly constructed in
order to achieve greater efficiency [23]. They also
presented 10 year-long research programs on business
models and draw a parallel between digitalization and
business model innovation [4]. Thus, business model
innovation has been acknowledged as a new method of
gaining competitive advantage for mature companies
[3]

There are variety of business models that adopts
innovations to stay digitalize. The study of
digitalization and the effect of information technology
on companies and their success have been critical to
various researchers [13]. The Power of business
models and their success has been analysed firstly
through it related and mobile communication related
industry [2]. In his research, the two cases Apple and
HTC were investigated and results identified illustrates
that implementation of new business model with
innovations and digitalization assisted to derive
revenue and boost income of the company.
Innovations and business models with consideration of

digitalization can be applied not only in the sphere of
IT, but also can yield more benefits in other industries.
As per research paper of Lee and Vonortas [9], a
business model comprises of multiple components or
elements. Though referred to previous studies such as
Rayport and Jaworski [8] where business model is
based on 4 choices, such as

e a “value proposition” or a value chain for niche

customers;

e coverage of different type of products services or

information (or combination of all of them) for

covering market needs;

e An exclusive and secure resource system for

benefit creation, such as , the “associated resource

system”;

e Appropriate model for financial system of the

company, which covers, income and return models,

shareholder value models, and future growth

models.

In the same study, another researcher [3] proposed
4 components for digitalized business model
framework:
product innovation or value proposition, customer
relationship, infrastructure management, and financial
aspects that can be found throughout the three former
components, such as cost and revenue structures. To
summarize their investigations, business model in new
digital world may vary with different components, thus
there is no clear definition of ideal business models for
generation of income [4]. Another well known
researchers Johnson and Christensen also supports idea
of 4 components which interrelates and in sum delivers
value to the customer [23]. The model is developed
almost decade ago, but it is still considered as a basis
for planning the business model innovations topic.

Business model elements

Customer value
proposition

Key | Key Profit
Resources | Processes formula

Fig. 2. Business model components from the
Johnson&Christensen

Referring to the study of Johnson, Christensen and
Kagermann [12], which has illustrated the four
elements that in total create, deliver and capture value.
These are considered as “customer value proposition”
(CVP), formula for profit model, basic resources and
vital processesThis model also illustrates that the
companies oriented on value creation recognize that
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each business component has significant role for
success in the model [23]. Change of any of them will
lead to the loss or profit of the company as the value
proposition may be affected.

The differences of Business model innovations
related in digitalization has been studied and analyzed
in depth already few decades ago. In the summary
report of Lee and Vonortas, several examples were
presented were value creation of companies differs in
digital and physical economy. According to the study
of Meredith and Schaffer [7], in the industrial economy
the main purpose of the management is to develop the
physical transformation process by implementing
management techniques, while in the digital economy,
digital data and it is vital and main input into a
business transformation process.

The digitalization allowed growing to a number of
new business models and these models can be used in
birth traditional business and in more innovative
businesses. Innovation in the digital world concept as a
quick development of new business models, it can also
rapidly cause existing businesses to become outdated
[10,11].

According to the general data gathered through
different studies and researches, business models of
Amazon, Walmart and Target accounted for 76% of
market capitalization in retail industries by 2007,
earning more than $300 billion of value [14].
Furthermore, Comparable results have been proven in
the airline industry, rental industry, digital
communications and others, which illustrates the
importance of proper developed Innovative Business
model in business environment in current world.

Another interesting statement was found in the
research of Eksell and Harenstam [6], were evaluation
of new business models discussed. It has been stated
that start-up methodology is an optimal way to
approach market, based on specific requirements. 3
main success factors for it were prescribed in research
as follows:

1. to do things differently from the status quo,

2. to bolster the competencies required for the new
business model, and

3. to continuously and endlessly strive for the change
to happen [6].

The authors also inputted that the results of
research on wvalue drivers, which comprise the
successful model. They are classified as Innovations,
lock-in, protection from competition, and efficiency
[19,6]. The emphasis is on the key activities and key
resources that outline a business area, estimating the
output in market attractiveness as well as
competitiveness. This evaluation gives the obligatory
path to rearrange assets and gives ability to provide a
unique product or service.

Another interesting approach, which is tested by
Kim and Mauborgne [6] on how to innovate a business
model called Creating Blue Oceans. The basis of the
model is to take the industry standard and use it as a
reference point when creating a customer-centric
business model. The focus is to create an advantage
against the market’s standard value proposition. The
Blue Oceans model is suitable and works well with the

business model canvas as concept, which is applicable
to the whole canvas model.

In order to be a successful business, organizations
should be able to challenge themselves on a number of
issues and also review the dynamics of the respective
mechanisms which are:

- offered value to customers [strategic goals and value
proposition];

-scope of offerings;

-pricing strategy;

-appropriate revenue model;

- calculated and estimated list of required resources and
all expected costs to provide the value to final
customer [6]. In case of Business Model Innovations,
Organizations should be able to understand and
capitalize on the distressing issues of the electronic
world and e-commerce to renovate their business
models for future success. Actually, the major
researchers agreed on the statement, that Business
model innovation nowadays is mainly based on proper
use of new knowledge [technological and market
based] that to design and implement an innovative way
of product offerings and services for segmented
customers [6]. One of the well-know cases of
successful business model innovations that were able
to capitalize on some of the troublemaking features of
the Internet include channel innovation [e.g., Dell’s
build-to-order virtual integration model], process
innovation such as Boeing virtual design and e-
procurement, customer-relationship (e.g., Yahoo!), and
affiliate network (e.g., Amazon) [6].

Rachinger and other authors in their study
emphasised that, one of the methods and tools to
renovate business model and make it more related to
the digital world is implementation of E-commerce
tool. It is wuseful to implement as a supporting
innovation to boost existing business of the company.
In that case, companies might be unsuccessful to
recognize and profit from on many of the Internet’s
opportunities. Thus, in order to benefit from all
advantages, the “disruptive attributes” or types of e-
commerce innovation must be recognized and applied
in a practical business model [6].

Furthermore, in theories, one of the successful and
useful tools for development of business model and
proper identification of key activities is known as the
business model canvas structure [6]. The model can
separate processes and key activities from total value
proposition and representation of reasons for
considering as key and non-key activities.

One of the main advantages of the business model
canvas is the fact that it represents business plan in one
page [14].

During the process of development of the business
model, several ideas have be taken into consideration
and one thing emphasized by Osterwalder and Pigneur
[2] is the concept should be consumer oriented or as
known customer centric. It means that all choices made
regarding the value proposition, distribution channel,
customer relationship and revenue stream all should tie
back to your intended customers. These segments are
directly linked to the customer segment and together
they form the core of the business itself, remaining
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segments form a foundation for them to work but
without a solid core structure, the model will not work

[4].

Osterwalder’s business model framework

Key Customer
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Fig 3. Osterwalder and Pigneur Business model innovations

However, in the studies of Osterwalder and Pigneur
[19], it was also argued that Business model should be
viewed as a holistic concept that embraces all
organisations part:

1. Complex system
2. Holistic concept with many organisational parts
3. Functioning in dynamic business environment

The business model approach presented by
Osterwalder and Pigneur is widely used by
organisations and it also gives opportunity to be
successful [23].

One of the famous and well used models is
proposed by Boston Consulting group which consist of
2 elements value proposition and operating model [23].
In general 6 sub elements which are illustrated below
in figure 4 helps companies to identify structural way
to identify key areas to change and practical to develop
relevant model.

The BCG Business Model Representation

Value proposition

Target Product or

. ) Revenue model
segment(s) service offering
Business model
Value chain Cost model Organization

Operating model

Fig 4 Boston Consulting group Business model
representation

According to the research on digital transformation
and its success factors [8], company should have a
valuable and effective business model, with strong
digital capabilities, and it is  achieved by the
implementation of these digital tools. However, they
have respectively, severe impact on the operation
processes, resources management, internal and external
consumers of the organization [8].

Proper business model with consideration of
innovative tools and digitalization will improve
business processes of the organization, improve
efficiency, quality and consistency, also it helps to
reduce manual processes [7]. Digitalization helps in
improving the business process efficiency, quality and
consistency, which results in effective internal
efficiency of organization; this can be achieve by
eliminating the existing manual process and maintain
better accuracy [8]. Taking into consideration the
increasing importance of digital business models for
modern enterprises and the fundamental changes they
cause, the proposed theories will also affect future
corporate management tools. In general, based on the
pace of changes and innovations appearing in the
market, total business management concepts, the
requirement for in depth analysis for business model
development and its implications should be
reconsidered and updated.

The speed of these technological changes and use
of these great challenges as an opportunity, made
variety of business stronger and successful [9]. As it
was stated in the article, the era of digitalization and
being able to react on these changes, made start-up
companies like Airbnb and Uber to multi-billion dollar
companies, within a short period of time [6]. As it was
mentioned above in Introduction section, the leading
companies (Google, Uber, Amazon) have totally broke
stereotypes and business rules in their respective
industries by changing the basic building blocks of
their business models [1]. After researching more
closely on these cases, authors identified that the
source of competitive advantage has change. Now,
unique model is more applicable and valuable, rather
that innovative products and services. Innovations on
Business model facilitated these companies to gain
higher sales, better profit margins and more cash flows
than other players in the market. Actually, these
companies are lack of clear value chain and without
any fixed charges (in machinery, equipment’s) [1].

As per findings of Economist Intelligence Unit
(2012) which had survey with more than 4,000
executive managers around the world on the topic
innovativeness in business [1]. According to findings,
these senior managers highlighted that, they gave
preferences to business models as a competitive
advantage rather than developing new products and
services. Additionally, one of the previous and first
studies by IBM (2006) emphasized that due to rigorous
global pressures, high level management shift the focus
and interest towards to business model innovations. It
was also mentioned there, that companies with best
results in the market and who beaten the competitors
and who grew on rapid speed, were mainly focused on
successful business model creation.

In the same research done by IBM (2006), which is
discussed in the paper of Bashir and Verma [1], it was
stated that in 2006 major CEOs spent about 30% of
their time in the endeavor to find best solution for
business by innovating their business models.

The study also underlined that companies gained
higher profits with the use of new innovative business.
40% of senior managers surveyed stated firms put
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efforts, energy and resources to be the first to drive the
change and be a leading competitor in the market,
rather than being the one who will follow others.
Furthermore, list of benefits from integration of
innovations in business model were also presented in
this report, where more than 50%(surveyed) of the
directors mentioned that it may reduce costs and allow
a strategic flexibility. Also, more than 40% of
executive respondents encouraged that innovative
business model gives new market opportunities, helps
to renew focus [1].

Another Researcher Eksell and Harenstam [6], in
their report illustrated that in general, innovations in
the business model leads to number of positive changes
in the company. In their case study analysis, they
identified that companies who innovated business
model successfully, reduced costs, boost better
performance. However, they also faced to major
limitations and obstacles [6]. The Researcher
mentioned that this process takes strong team and takes
time. It is improper to follow market trends and try to
quickly and temporary fix existing business model to
be competitive in the market [6].

Furthermore, different academic researchers
identifies the wvariety level of innovations in the
business model [19]. While one definitions stating that
its moving from old business model to new one, other
scholars debating that it’s the process of adding
innovations into existing model. There is no right
answer as the methods and approaches for each
business model will vary during implementation [23].
Breiby and Wanberg, in their report on successfulness
of the innovation of business models illustrated the
challenges in the implementation of both methods. In
order to make successful the process of innovation of
business model, all proper stages (which is presented in
their paper [23]) should be managed. Also, the
importance of analysis of existing (current} model
helps more to identify week point as it is challenging to
forecast how far business model should be innovated
and how will work [23].

The researchers in their scholarly written reports
conclude that in current aggressive competitive world,
business model innovation are more applicable and
relevant to implement, as new products and others can
easily copy products or services. Innovative Business
model is an alternative solution for future growth,
allows gaining sustainable revenues and helping to
earn four times more returns than product innovators

[1].

4.2 Results identified based on literature
review

The scholars, which were stated on these papers, did a
significant research on the issues related to innovations
of business model and its influence to the core
business. In the findings of the research conducted by
Tesarova, the b2b large market companies benefited
significantly by applying the innovations through
digitalization to the core business model, they gained
higher customer value and in major cases, the

companies adapt incrementally changes by that got
higher opportunities to grow [16].

The table below summarizes key points identified
from the literature review. It illustrates the theoretical
framework for the innovations on business model and
its success factors.

Table 1. Summary of key points from Literature Review

Element Key points

Business | Business model is considered as a logical key
model to perform, a system approach to create a value
for its stakeholders.

Business models for a company also known as
a plan or a strategy that describes value chain
delivery to final customers

A business model innovation is a new approach
to create value for customers taking into
consideration digital changes, and how this
value is carried or how the business gains
profits from the service/product offered to the
customer

Classicific | 1.Zott and Amit analyzed and presented that in
ation of | a effective and successful business model is

business general system of activities correlated with each
models other and consequently, during the process of
according | innovating business process 2 parameters:
to design elements and design themes for activity
researche | system should be done

rs 2. Lee and Vonortas in their research,

mentioned that a business model comprises of
multiple components or elements which is
about behavioural and structural correlation
between them

3. Rayport and Jaworski researchers illustrated
that business model is based on 4 choices, such
as a “value proposition, coverage of different
type of products services or information (or
combination of all of them) for covering market
needs; secure resource system and model for
financial system

4. Johnson, Christensen and Kagermann
illustrated the four elements for innovating
business model that in total create, deliver and
capture value.

5. Osterwalder and Pigneur, - argued that
Business model should be viewed as a holistic
concept that embraces all organisations part:

1. Complex system

2. Holistic concept with many organisational
parts

3. Functioning in  dynamic  business
environment

The business model approach presented by
Osterwalder and Pigneur is widely used by
organisations and it also gives opportunity to be
successful

6. One of the famous and well used models is
proposed by Boston Consulting group which
consist of 2 elements value proposition and
operating model [23]. In general 6 sub elements
which are illustrated below in figure 4 helps
companies to identify structural way to identify
key areas to change and practical to develop
relevant model.

Features Business model innovation consist of different
types of innovation, based on it the scope in the
model are changed

New business models can fully integrate with
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the old business model or may partially replace
1t
Researchers explain business model innovation
as an cyclical process going over different
stages of designing and implementing business
models.
For successful integration of innovations in
business models, they should be competitive
and hard to understand and copy for other
market players.
Result In case of successful implementation of
from innovation in the business model, the success of
implemen | the company is its competitive advantage over
tation of | market which help to gain higher customer
innovatio | satisfaction and respectively profit for the
ns in | company
Business
model

One of the newly published studies presented by
famous consulting agency McKinsey, illustrates that
major innovation in business comes after getting over
the crisis [22]. In 2020, one of the largest crisis for the
world is the COVID-19 pandemic, which affected
almost everyone from all businesses to each person.
Their current survey consisted of more than 200
organizations across industries, where more than 90
percent of managers said they expect the significant
consequence from COVID-19, which will change
business processes and the way the business is done.
Furthermore, it will definitely influence the customer
needs and preferences. The survey also identified that
the key focus of the executives now is to sustain
business continuity; they have to evaluate cutting costs,
motivating productivity, and holding employees beside
innovation to business growth As a result, innovations
in business are least priority investment. However, the
managers from conducted survey strongly believe that
innovations in business are very important and as soon
as the world is stabilized, companies will return to
these investments. Moreover, McKinsey’s survey and
interviews conducted with business heads indicates
that, innovations were not prioritized into their
business as they plan to concentrate on following
activities:

o Reinforce the core business of the company
by following recognized opportunity spaces,
maintaining cash and minimizing risk, until
clarity of the future actions will be identified

o Adaptation of the core of the business to
meet changed customer needs

o Clarify and rapidly address new opportunity
zones

e Reevaluate portfolio of the innovation
initiatives and allocate resources properly

o Build the basis for post crisis development
in order to persist competitive in the recovery
period

The businesses should take into consideration, that
it will never operate as they used to do it in the past.

As the business model starts adapting to new market
changes, the Competitive advantages changes
dynamically, because the core competences that
distinguish the business from others might become

suddenly less attractive. While the rise of digital has
been mounting similar pressures for more than a
decade, the current crisis has significantly exacerbated
and accelerated its disruptive force.

To summarize, the outcomes indicates that one of
the reasons why business models are innovated is due
to a fear of being replaced by a competitor. The change
is happening on a daily basis. Consequently,
companies who wisely created and developed their
existing strategies and innovated existing business
models with proper methods, are becoming successful.
The advantage of innovative business model in the
current work is very high for the successful companies.

4.3 Results identified from Interviews

The data collection based on the interview is mainly
depend on the participants level of strategic insight
about the company, his openness and knowledge.
Researcher was able to conduct interview with deputy
directors of the banks, as they are one of the
representatives and knowledgeable person. Several
management level respondents declined the request for
the interview, thus only few was identified.

One of the Banks (Bank A) in Uzbekistan which is
known in the market as a Mortgage Bank is opersting
in the market for several decades. Currently. it is in the
process of innovating its business model. As per
discussion with the management, the reason for this
decision was based on the governement level. The
central Bank of Uzbekistan, requested the bank to be
more technologically efficient and digitalize. The main
problem of the Bank was, it was not customer oriented,
the services were time consuming and in general the
existing system was outdated. It tried to be competitive
by inventing new products, new design of services, by
hiring high skilled personnel. However, without
updating and innovating the model itself, the results
were not achieved. As a result, in 2017 the bank started
working on changing the structure, innovating its
business model.

The Deputy Director of the Bank stated that it is
already 4 years and results are not achieved yet.

The obstacles they faced :
- Expensiveness of innovations on existing model
- Time consuming
-Due to digitalization and It excellence of new
model, major other areas should be changed

On the Other hand, partial implementation of new
innovative business model, already help bank to reduce
costs and create better reputation in the market.
According to the Banks predictions, by 2023 the bank
will become in top 3 banks in the market as a
technogically shift and highly profitable.

The second Bank (Bank B) is the largest
government bank and is also in process of
implementing innovations in Existing business model.
The researcher had chance to have a interview with the
head of Strategy department, which is in charge of this
change project. The Bank is planning to innovate
whole business model within 3 years.

The reason for implementing Innovative business
model is to become highly competitive and gain higher



SHS Web of Conferences 100, 01013 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001013

profits. As per analysis of Business Intelligence Team
of the Bank B, the forecasts done on the results of
innovations in Business model shows very good
results. The Bank B will become number one bank in
the market for its stakeholders.

As per interview results, The Bank B decided to
innovate its business model by creating customer
centric. Currently, due to very high risks and difficulty
level on innovations, bank decided to implement them
in step-by-step mode.

5 Conclusion

The findings on the theoretical research by analysing
the literature review is presented in this paragraph.
After the review of all research and findings of studies
and investigations, it was identified that in this
changing market, the organizations have to be able to
make a proper examination of the existing model and
based on industry requirements, competition in the
market. In general, Innovative Business model is a
powerful tool for succeeding in business, for being
updated in the market and to gain competitive
advantage. It was also analysed that, old market
strategies like Porters on new product development and
optimization of value chain as an competitive has been
effective advantage. In current social and digitalized
era, the modern companies try to distinguish
themselves in order to be profit oriented. Moreover, the
startups, and companies which are influenced by
technologies and who were able to implement digital
mechanism into the business becoming more popular
and showing to the market the win strategy [1]. As it
was mentioned above, some of the big entities such as
Google, Amazon and newly emerged in the last half
decade Airbnb, Uber are changing the ground rules in
the market by their innovative style of business. These
technologically developed companies stress on mainly
on the idea of innovating their business model, rather
than concentrating on fixed value chains. They are
result of successfully planned business with high
margins and turnover. Accordingly, the studies show
that in the era of technology and digital revolution,
companies are more concentrated on the competent
development of Innovative business model. The
companies should not spent time and resources, and
put high emphasis on the development of new products
and services with an existing business model. Different
studies are showing that it will not gain competitive
advantage in the market. The study held by different
researchers has reasoned that business model
innovation can be functioned as a viable competitive
advantage as imitation of entire the business model is
not easy and affordable as imitation of new product in
the competition [13].

Nevertheless, Innovative Business model tool is
still not highly popular among companies. It is still
under the process of full implementation and has to be
vital for existing and new businesses to use for success
and digitalize in the new economic era. All the
opportunities and challenges organizations may face
during the process of business model changes, for

example, by using digital technologies was discussed.
This summarized information signifies a valued,
significantly relevant contribution to the sectors that
absences on an empirical foundation. According to
Amit et al. [19] strategies in the management level
strategy has to be used business model frameworks in
order to identify the correct business model innovation
for the specific situation, and how to apply it, before
proceeding with the implementation. The Success of
implementation and success of the business in current
digitalized economic conditions relies on both, getting
the model right and making sure that the compulsory
business does not offset the new model [6].
Furthermore, according to the results of the interviews
conducted with the largest banks in the Uzbekistan,
clarifies that Innovations in business models is very
expensive and strategic tool and it should not be used
only for competition, but for strategic growth of the
company. In case of using wisely this method, the
companies will benefit and succeed in the future, To
finalize, a practical innovative business model will be
able to cover the essential economic principles of the
market (various costs and revenue/pricing models) and
give company opportunity to minimize extra costs [13].
Also, they have to be able to detect and get the most
out of on the disruptive attributes of Internet
commerce. Moreover, it should be developed based on
the general picture, vision and strategy of the company.
Additionally, the inability to implement the innovative
business models and not being able to catch the pace of
new digitalized economic factors may lead to the
failure of existing large businesses and organizations.
Thus, nowadays, the digital world dictates the rules and
creates great opportunities for the market, only if they
are used properly. Therefore, the only mechanism that
will have substantial value and effect in the near future
is managing the technological shifts in the company’s
business, by innovating the business model upon the
rivalry. Innovating the Business model is not easy
process, it is more challenging, expensive and time
consuming than the product and process innovation,
but the paybacks derived out of it are also superior. It
will not only sharply increase the profit of the
company, but also will help to reduce costs and
optimize the business itself [1] Moreover, it is very
vital for CEOs to deeply analyse the existing model
and identify the limitations, before taking opportunities
and innovate the business model. Finally, the research
on implications of business model innovation and its
importance is still at a potential stage. There is a huge
research gap in this area. Besides, there is a deficiency
of a practical method for how companies should follow
business model innovation in the digitalization
framework. There is still lack of literature and
researches, same as businesses, which are lack of the
knowledge of how to perform business model
innovation, which method to use and the prediction of
results from these changes. Nevertheless, the existing
studies are proving the innovations in business model
will help to improve the future progress and
sustainability of the business in this digitally changing
world.
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Abstract. Actuality of surveillance the cyber-criminality problem and its impact upon a society is proved
out by the rapid increase in a quantity of such crimes and material losses accordingly. The statistical
analysis of their number increases and the caused losses is made in the process of cybercrimes studying.
It’s revealed that besides the catastrophic number growth of such crimes, the relative size of losses is
increased too. The analysis of the actual data for the nine years is made, on which basis the indicators’
table of the cyber-attacks number, the general losses and the indexes of their dynamics is elaborated. The
analysis of the struggle’s state with cyber-criminality in our state is made. The recommendations are
presented in the limits of the research for the increase of the information protection’s reliability.

1 Introduction

The rapid development of the world information-
communication technologies, being observed for the
last two decades, is accompanied by the dynamic
development of crimes in this field. Such development
brings the negative phenomena of the new type —
cyber-criminality — into our life. Besides the crimes,
being specific for it, the cyber-crime presented the new
possibilities of the traditional crimes’ commitment and
creates conditions for the realization of the principally
new schemes and methods of the criminal activity. The
criminals actually created the black market for the sale
of drugs, weapon, the stolen goods, etc. with the help
of the Darknet system.

The growth of the cybercrime’s provision with the
modern computing engineering, the means of the
telephone communication with the access to the
networks, the specific software form the threat not only
for the crossing citizens in particular, but for the
national security of the state in general.

2 Background

At present, in the times of information technologies,
the identification of the cyber-criminality problem is
gaining actuality. Correspondingly, it’s necessary to
construct the operating system of the cybernetics
security guarantee at the state level.

The research materials of the cybersecurity
problems are presented in the European Cybercrime
Center [12], Norton Cybercrime Report, SecureWorks
Cybercrime, FBI IC3Report, Globalstudy.bsa.org and
the other sources.

*Corresponding author: khotskina_vb@ukr.net

To increase fighting efficiency related to such
crimes, it is necessary to synchronize Ukraine’s
legislation with legislation of the countries, which have
achieved considerable successes in combating cyber-
criminality. The international rules introduced by
ISO/IES 15408 standard, should be implemented into
the state’s legislation [1].

The different aspects of the problem are lighted up
in the works of the leading professionals: the study of
the international experience of information security [2,
3]; the information security’s audit [4]; the hybrid
aggressive threats [5]; the prevention of cyber-
criminality [6, 7, 8]; the protection of the critical
infrastructure objects [9]; widening of cyber-
criminality in different branches (the protection of the
data base, banking protection, the protection of the
intellectual ownership, the protection from the
pornography, electronic swindling, etc.) [10].

2.1 Problem Positing

The EU Commission presented the new Strategy of the
EU Security Union on July, 24, 2020 with an emphasis
on the protection of the critical infrastructure, the
struggle with cyber-criminality, the opposition to the
hybrid threats and the organized criminality. Such
strategy has become the continuation of the complex
measures of the previous years: the first European
security strategy of 2003, the European agenda on
security of 2015, the Global EU strategy of 2016,
where the significant attention was paid to the
problems of security.

The domestic realities of the cybersecurity sphere
testify to a series of the important problems, preventing
from the creation of the efficiently operating system of

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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opposition to the threats in the cyberspace. The
following ones belong to such problems in the first
turn: the terminological uncertainty, the absence of the
proper coordination of activity of the corresponding
government departments, the Ukraine’s dependence on
the program and the engineering products of foreign
origin, the difficulties with the staff complement of the
corresponding structural subdivisions [13]. The official
statistics reflects not only the state of the criminality,
but the state of its registration in the country. The high . 3 E G :
delitescence of such type of crimes is observed. g Absolute Chain Increment, min.$

That’s why the modern structural level and the
dynamics of crimes with the use of computers,
automation systems, computer networks and the
systems of the electric connection are selected as the a) Chain Increment of
subject of the research. Quanti ty

Losses from Cybercrimes

Fig. 1. Growth Dynamics of Losses from Cybercrimes

2.2 Presentation of Materials and Results

The available classifications of the notion
“cybercrime” from the position of the scientific
understanding are various enough.

The growth dynamics of cybercrimes, according to
the statistics of the Internet Crime Complaint Center
[11, 14, 15, 16, 17], is presented in the Table 1, in
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fig.1.
According to the calculations of the professionals, @ Chain Increment of Quantity
the quantity’s jump of all the cybercrimes took place in
2017. After that the quantity of the cybercrimes Fig. 2. Dynamics Indicators of Quantity Cybercrime (a)

received the tendency to the sharp rise. Thus, according
to the data of the cyber-police in Ukraine, it’s fixed: .
1795 cases in 2017, 1023 cases — in 2018, 2826 — a) Chain Increment of
2018, already 4263 cybercrimes — in 2019. Let’s Qua ntity
present some general-world tendencies. We consider it
to be opportune, if we present the analytical indicators
of the investigated process (Table 2, Fig. 2).

As the visual analysis shows, the growth dynamics
of the crimes’ number and their cost have the different

character. . ) 2011 [2012| 2013 2014 2015 2016 2017 2018 2019
Let’s use the methods of the index analysis for the g ™
more detailed analysis. =
@
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where pl, p0 — the average cost of one crime (current
and previous period), ql, q0 — the quantity of crimes
(current and previous period), Ipq — the general index
of losses, Ip — the general index of losses, due to the
increase of the crime’s average cost, Iq — the general
index of losses, due to the number increase of crimes
(Table. 3, Fig. 3).
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Table 1. Growth Dynamics of Losses from Cybercrimes.

Year Losses, min. Absolute Chain Year Losses, min. $ Absolute Chain
$ Increment, min. $ Increment, min. $
2001 17,8 0 2011 485,2 =78
2002 54 36,2 2012 581,4 96,2
2003 125,6 71,6 2013 781,8 200,4
2004 68,1 -57,5 2014 800,4 18,6
2005 183,1 115 2015 1070,7 270,3
2006 198,4 15,3 2016 1450,7 380
2007 239,1 40,7 2017 1418,7 -32
2008 264,6 25,5 2018 2710 1291,3
2009 559,7 295,1 2019 3500 790
2010 563,2 3,5
Table 2. Dynamics Indicators of Cybercrimes’ Quantity and the Average Cost of One Crime.
Year Quantity Losses, $ Average Losses,.due Chain Incre.ment of Chair.l Incre.ment of
to One Cybercrime Quantity Crime Price, $
2011 314246 485253871,00 1544,18 - -
2012 218974 525441110,00 2399,56 -95272,00 855,37
2013 262813 781841611,00 2974,90 43839,00 575,34
2014 269422 800492073,00 2971,15 6609,00 -3,75
2015 288012 1070711522,00 3717,59 18590,00 746,45
2016 298728 1450700000,00 4856,26 10716,00 1138,66
2017 301580 1420555000,00 4710,38 2852,00 -145,88
2018 351937 2706400000,00 7690,01 50357,00 2979,64
2019 467361 3500000000,00 7488,86 115424,00 -201,16
Table 3. Index Analysis of Cybercrimes Structure.
Average Losses,
Year Quantity Losses,$ due to One Ip Iq Ipq
Cybercrime
2011 314246 485253871 1544,18
2012 218974 525441110 2399,56 1,5539328 0,696824 1,082817
2013 262813 781841611 2974,90 1,2397681 1,200202 1,487972
2014 269422 800492073 2971,15 0,9987391 1,025147 1,023855
2015 288012 1070711522 3717,59 1,2512322 1,069 1,337567
2016 298728 1450700000 4856,26 1,3062906 1,037207 1,354893
2017 301580 1420555000 4710,38 0,96996 1,009547 0,97922
2018 351937 2706400000 7690,01 1,632569 1,166977 1,905171
2019 467361 3500000000 7488,86 0,973842 1,327968 1,293231

maximal attention urgently, and to create the
corresponding methods of struggle with them. The
most dynamic types of the quantity of such violations,
being revealed by the method of the index analysis, are
represented in the Table 4.

Thus, the aggregate index of the general growth of
losses is Ipg=1,308 (i.e., 30,8% in the average per one
year). Such a growth is explained by the average
increase (by 6,6%) of the crimes’ quantity (Ig=1,066)
and the sharp rise of the average cost of one crime — by
24% (Ip=1).

In order to fight efficiently with the cybercrimes,
it’s necessary to segment their demonstrations and to
reveal the crimes, to which it’s necessary to pay the

*Corresponding author: khotskina_vb@ukr.net
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Table 4. Indexes of the Most Dynamic Quantitative Types of

Cybercrimes.
Type of Cybercrime AIvne(ll'gfe

Swindling with the Enquiry of Personal Data 2,230
Demanding of Illegal Profit by Intimidation 1,713
Forgery of Goods and Services 1,656
Lottery/Totalizator 1,390
Swindling in the Sphere of Medicine 1,293
Games of Chance 1,274
Breaking-Up of E-Mail, Accounts, etc. 1,257
Trust Abuse of Investors 1,228
Violation and Forgery of Copyrights 1,203
Confidentiality Violation of Personal Data 1,171
Computer Blocking by Attacks 1,159
Abuse on Confidence 1,106
Crimes on the Basis of Technical Support at 1.090
Remote Access >

The types of the cybercrimes, according to the
“hardness” (which lead to the most losses) are also
presented in the Table 5.

Table 5. Indexes of the Most Harmful Types of Cybercrimes.

. Average

Type of Cybercrime Index
Swindling by Presenting Himself (Herself) as 2700
the State Official i
Demanding of Illegal Profit by Intimidation 2568
Swindling in the Field of Medicine 2.005
Crimes on the Basis of Technical Support at 1.969
Remote Access >
Terrorism 1.830
Swindling in Social Networks 1.821
Swindling with Real Estate 1.771
Computer Blocking by Attacks 1.744

All the key “classical” cybercrimes, committed
with the help of the computer and the
telecommunication technologies, which number grows
every year, are present now in Ukraine in the whole
scope.

As Oleksandr Grynchak, the first deputy head of
the Ukraine cyber-police department, states, the most
spread types of such actions in Ukraine are the
following: the illegal access, the illegal catching, the
interference into data, the abuse by devices, the
swindling, connected with computers; the violations,
connected with the children’s pornography, etc. The
swindlers create the sites and sell the not existent
product more often. There are many crimes,
concerning the defrauding of information from the
cards and the online-crediting [18, 29].

According to [21], 4263 cybercrimes were
registered in Ukraine in 2019, which caused losses for
the sum of 28 min.UHA, 17 min.UHA of them were
recompensed. The main part of such crimes is the
following:

e crimes in the application sphere of computers,
systems and computer networks, i.e. viruses,
attacks and others — 1494,

e E-Commerce — 744;

e crimes, connected with the payment systems —
1641,

e lawless contents — 332.

The presented quantity of the revealed
cybercrimes is scanty, compared with the European
statistics. Let’s state that the trustworthy statistics is
almost absent, but the available one causes doubts.

The information of NCCC at CNSD of Ukraine
[30], concerning the quantity of the cyber-incidents
(Table 6), cannot but cause the amazement in the
background of the insignificant number of the
officially registered cybercrimes.

Table 6. Quantity of Fixed Cyber-Incidents (the 9-th of
September — the 6-th of December, 2020).

Type of Cyber-Incident Quantity
Scanning of Resources 15449264
BRUTEFORCE 4028226
Network Attacks 1184980
WEB-Attacks 1033221
Harmful Software 275981
Not-Sanctioned Access 83384
Spam 79261
HARVEST-ATTACK 18858
Exploits 2771
Fishing Attacks 813
DDOS Attacks 68

Thus, the very significant delitescence exists in the
sphere of cybercrimes. The most part of cyber-
incidents are not registered as crimes.

According to the data of the Ukraine’s state
statistics, the specific weight of the young people (aged
to 30), convicted for the crimes in the application
sphere of the electronic-computing machines
(computers), the systems and the computer networks,
was equal to the following: in 2010 — 55,1%, 2012 —
45,0%, 2013 — 36,7%, 2014 — 43,2%, 2015 — 41,9%,
2016 — 41,7%, 2017 — 40,5% [19]. To our mind, such
statistics is not grounded enough. The National Agency
on Struggle with Criminality (NCA) in Great Britain
launched the #CyberChoices campaign for the
cybercrime warning. The statistics pushed the NCA to
such step: the average age of a cybercriminal reduced
from 24 to 17 years old [22]. The age reduction of a
cybercriminal was caused by the accessibility of the
highly-technological means of communication for the
youth and the availability of the mobile access to the
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networks.

The swindling with the services’ use of the mobile
communication operators, including the SMS-
messages, has become traditional. It’s reasonably to
divide the offences with the use of the mobile
telephone into the following groups: hooliganism
(including the telephone terrorism; various types of
swindling, aimed against the operators and the
subscribers of the mobile communication and others).

The messages on minelaying acquired a special
spreading for the last time. Such crimes lead to the
pulling away of the police forces, the operation
stoppage of the metro (underground), enterprises, the
trade complexes, the educational establishments, the
state institutions, resulting in the greatest losses. As
they informed in the National police of Ukraine, 3730
anonymous messages on the minelaying of buildings
and the infrastructure objects came in 2019. Only 750
similar minelayings were fixed last year. Thus, it may
be said of the mining of up to five hundred objects in
one message [25]. It’s very difficult to follow such
calls or messages, because, according to the data of the
companies “Kyivstar” and “Vodafone Ukraina”, 90—
96% of Ukrainians use today the mobile
communication anonymously. According to the data of
the Inter-Bank association of payment cards, EMA, the
ill-intentioned persons stole more than 275 mln UHA
from the accounts of Ukrainians with the help of calls
and SMS-messages. This figure reached 340 min UHA
in 2018, moreover, 80% of the assets were received by
the thieves, who gained the card requisites by fraud
over the telephone [24].

Besides the scanty number of the registered
cybercrimes, it is worth paying the attention to the
insufficient degree of their punishment. The data of the
General Public Prosecutor’s Office, concerning the
investigation of a cybercrime, are presented in the
Table 7 [26].

Table 7. Crimes in Application’s Sphere of Electronic-
Computing Machines (Computers), Systems and Computer
Networks and Electric Connection Systems.

. Investigation is
Quantity Closed
Message on
Year Accounted Suspicion . 0
Offences is Quantity &
Delivered
2013 595 256 331 55,63%
2014 443 207 237 53,50%
2015 598 263 411 68,73%
2016 865 472 420 48,55%
2017 2573 1272 605 23,51%
2018 2301 1608 169 7,34%
2019 2204 1481 182 8,26%
2020 2498 1675 51 2,04%

We stress on the fact, that besides the significant
number of the closed investigations, the quantity
statistics of the real punishments is absent.

It’s worth emphasizing, that the cyber-criminality
reasons are changeless for years. They may be
characterized briefly in the following way: for the
enterprises — the insufficient quantity of the qualified
professionals in cybersecurity; the computer threats of
the new type [28]; carelessness and incompetency of
the personnel; for the crossing citizens — the excessive
trustfulness, poverty (the use of the licensed software,
the absence of the anti-virus protection), the Internet-
incompetency, carelessness, etc.

Let’s indicate that the inefficient struggle is realized
with such crimes in Ukraine. For example, the National
Bank launched the great program of struggle with the
cyber-swindling in 2020. The Anti-crisis center of the
business cybernetic protection at the Trade-Industrial
Chamber of Ukraine spoke with the proposal to the
Ministry of Education and Science that each academic
year would begin with the lessons of cyber-hygiene
[23]. The cyber-police launched the campaign of
knowledge in cybersecurity [27]. The activity of the
cyber-police grows every year and the promulgation of
the operation results is realized at the professional
conferences. As the counter-action to the telephone
swindling and terrorism, the petition is located (on
October, 19, 2017, on the Official Internet-
Representation of Ukraine President) with the demand
to oblige the operators of mobile communication to
identify all the mobile numbers, according to the
owner’s documents. The struggle with such type of
crimes is only starting.

A special attention is worth being paid to the
cybercrimes, aimed at the undermining of the national
security, and the global threats, connected with the
hacker attacks, which have become the weapon in the
hybrid Russian-Ukrainian war.

The demonstrations of such threats are the attacks
at the objects of the state’s strategic infrastructure,
which may be examined as cyber-terrorism. The
Ukrainian economy lost $466 min (or 0,5% of the
GDP) only, due to the Petya virus. As Ukraine is faced
with the hacker attacks at the state resources every day,
the Ukrainian Service of State Security (SSU) has an
intention to strengthen its cybersecurity. “The
penetration scales into the state information resources
strike — the attacks take place almost every day. The
conclusions are simple — we need to act immediately
and systematically” [20].

The director of the Cisco Representation in Ukraine
and the CIS countries for the work with partners and
clients, Sergiy Martynchuk (Cyber Defence Congress
2K18) announced that the majority of the great cyber-
attacks fulfilled not the economic, but the political and
military tasks [20].

The Minister of the Internal Affairs of Ukraine,
Arsen Avakov, stated at the ZOOM-conference
“Digital Transformation of the State: Perspectives and
Risks of Cybersecurity” (2020) that the number of
cybercrimes in the state grew by twice and a half for
the last five years. The cyber-police fixes the growth of
the following types of crimes: the interference into the
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operation of information systems and their intentional
damage; the illegal collection, storage, use and
spreading of the personal data and information with the
limited access; the creation of channels for spreading
of weapon and drugs; the illegal financial operations,
including the ones with the digital currencies; robbery
and swindling in the Internet system; spam and the
virus programs [20].

According to [30], the quantity of the cyber-
incidents, connected with the critical infrastructure,
reached 63505 cases, but with the bodies of the state
government — 2938475 - for the three months of 2020.

The state tries to be opposed to such provocations.
The experts of the National Coordination Center of
Cybersecurity at the Council of National Security and
Defense started to elaborate the Strategy of the Ukraine
Cybersecurity. The cyber-police of Ukraine plans to
increase the staff of the special agents in the sphere of
opposition to cybercrimes of such type in 2021 [23].

Thus, the Situational Center of the cybernetic
security provision on the basis of the Department of the
Counter-Intelligence protection of the state interests in
the sphere of the SSU information security, according
to the NATO standards, was created in the SSU in
2018 with the support of the foreign partners. It was
developed, according to the agreement on the
realization of the Ukraine-NATO Trust Fund. More
than $1 mln. were allocated for the project. Its key
possibilities are revealing and reacting to the various
online incidents, which allow prevent the cyber-
attacks, determine their origin, analyze for the
opposition improvement.

3 Conclusions

Cyber-criminality at present — is the real global threat,
which may go out of any country of the world beyond
the limits of the definite jurisdiction (in contrast to the
other traditional types of economic crimes).

The COVID-19 pandemic promotes to the growth
and spreading of cyber-criminality. At the same time,
when the online swindling, the demanding and the
sexual violence at children in the Internet are aimed at
the separate groups of persons, the programs-
demanders, in the first turn, undermine the operation of
the organizations, including the hospitals.

The distance work increased the number of the
potential victims of cyber-criminality. Working online
from home, people are subjected to the bigger risk than
at the usual mode of operation.

Thus, the introduction of digital technologies at
enterprises, information technologies (IT) for
information protection, causes the appearance of the
new form of counteraction — cyber-insurance.

In the result of the research we have come to the
conclusion, that Ukraine fights the above mentioned
problems, but organization of such a fight compared to
the highly developed countries is at the initial stage. As
the necessary conditions for increasing fight efficiency
with cyber-criminality can be named the following: the
reasoned scientific analysis of such problems, the up-
to-date legislative provision, the increasing financial

support of appropriate organs for strengthening their

personnel and technical potential.
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Abstract. Global economy is expected to contract, consequence of a collapse of international trade with
millions of failed businesses and lost jobs. Foreign Direct Investment (FDI) flows are fundamental to
support the economic recovery. Developed economies and developing economies in particular must make
a great effort to restore and increase capital inflows, especially in form of foreign direct investment. FDI
inflows have long been the largest source of finance investment. FDI is an opportunity to support the
crucial economic recovery. An internationalization model of FDI is built in order to be a driver to
governments and firms to implement a success strategy to attract FDI to the country

1 Introduction

The COVID-19 pandemic increased the number of
poor people in the world as no crisis had done before
[1,2]. The economic crisis of 2020 had a big impact on
businesses, families and put social protection and
health systems at risk. The catastrophe also had serious
impacts on the Fourth Industrial Revolution, on the
digital economy, on human capital and underlined the
gap between the economy and society [2].

The global economy is expected to drop by an
impressive 4.3% in 2020. Millions of workers and
people living on a livelihood are at risk and about 130
million people will fall into extreme poverty if the
economic crisis perseveres [3].

Governments must define the short and long-term
policies to support the health and social system and as
well the businesses activities and families [4].

Governments must define short and long-term
policies to support the health and social system as well
as business and family activities [4]. The emerging
market and developing economies need additional
support due to their economic weakness in trade, in the
social and health system and, especially, those that
depend on tourism and exports. [4].

The recovery must be supported by countries and
the international community after the health crisis has
passed [4]. Policy choices should generate new
investments in productive infrastructure, in digital
economy and an increase of cash incentives for social
protection for the families [1].

International trade collapsed in 2020 in developed
and developing economies [1]. Major economies
should support developing economies in order to
bridge the gap between their economies caused by the

* Corresponding author: jmmbinternationalization@gmail.com

COVID-19 crisis. International trade has a fundamental
role in stimulating economic recovery [1]. However,
the big question is the way how countries will balance
the measures of recovery to achieve the 2030 Agenda
for Sustainable Development’s socio-economic growth
goals [3].

FDI has fallen in the COVID-19 pandemic and is
expected to decline further in 2021 and only begin to
recover in 2022 [3]. The Organization for Economic
Cooperation and Development (OECD) identifies a
50% decrease in global FDI in first semester of 2020
(comparatively to the second semester of 2019), the
lowest level since 2013 [5] and United Nations
Conference on Trade and Development (UNCTAD)
predicts a drop of at least 40% [3].

2 Literature Review

The Second World War took place between 1939 and
1945 and since then there has been no crisis like the
COVID-19 crisis with a major impact on emerging
market and developing economies, the biggest
recession in 60 years [6].

FDI is fundamental to the economic recovery of
developing  economies.  Therefore, developing
economies have to strain to increase FDI because FDI
is the key to supporting the development of developing
economies. It will be fundamental for a post COVID-
19 recovery [6]. With the right policies FDI can
provide financial stability and boost economic well-
being for the benefit of businesses activities and
families [26].

In particular, FDI has the advantage of being a
catalyst for the transfer of technology and know-how
from one economy to another and to the host economy

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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allows products to be boosted in international markets
[13].

This article highlights a review of the empirical
studies on FDI in order to explain the geographic
distribution of FDI flows worldwide.

Botelho [7] made a systematization of the most
relevant studies of the determinants of FDI since 2000.
The study presents the author of the study divided in
three dimensions: economic, institutional and business
facilitators (table 1).

Table 1. Systematization of FDI determinants

Researchers Year Dimensions

(first author) 1 2 3
Villaverde, J. 2015 a
Acheampong, P. 2014 a a
Anuchitworawong, C. 2014 a
Hoang, H. 2014 a
Hui, E. 2014 a
Jeong, H.-G. 2014 a a a
Jiao, P. 2014 a
Kersan-Skabig, I. 2014 a
Kowalewski, O. 2014 a
Liu, K. 2014 | a
Penfold, M. 2014 a
Sanchez-Martin 2014 a
Tang, C. 2014 a
Gamboa, O. 2013 a
Hu, Y. 2013 a
Ibrahim, O. 2013 a a
Kokouma, D. 2013 a a
Larimo, J. 2013 a
Rivera, C. 2013 a
Tintin, C. 2013 a a
Bilgili. F. 2012 a
Liargovas, P. 2012 a a
Merkova, M. 2012 a
Reschenhofer 2012 a
Sharma, K. 2012 a
Solomon, B. 2012 a
Staats, J. 2012 a
Tembe, P. 2012 a
Uwubanmwen A. 2012 a a
Baek, K. 2011 a
Liu, K. 2011 a
Ali Khrawish, H. 2010 a a
Ali, F. 2010 a a
Azam, M. 2010 a
Bellak, C. 2010 a
Casi, L. 2010 a
Choong, C.- K. 2010 a
Lin, F.-J. 2010 a
Sharma, K. 2010 a a
Van Wyk, J. 2010 a a
Dumludag, D. 2009 a a
Ledyaeva, S. 2009 a
Ang, J. B. 2008 a
Bitzenis, A. 2007 a
Wijeweera, A. 2007 a

Hadjit, A. 2006 a
Ramirez, M. D. 2006 a

Dar, H. 2004 a a
Janicki, H. P. 2004 a
Cheng, L. K. 2000 a
Legend: 1-Economic; 2-Institutional; 3-Business
Facilitators.

Source: Botelho, J. (2015). Doctoral dissertation.

«The systematization of studies presented (table 1)
divides the determinants into: economic, institutional
and business facilitators. Villaverde & Maza (2015),
Anuchitworawong & Thampanishvong (2014), Hoang
& Goujon (2014), Hui & Chan (2014), Jiao & Jian
(2014), Kersan-Skabi¢ & Tijani¢ (2014), Kowalewski
& Radto (2014) , Liu et al. (2014), Tang et al. (2014),
Gamboa (2013), Hu (2013), Larimo & Arslan (2013),
Rivera & Castro (2013), Bilgili et al. (2012), Merkova
et al. (2012), Reschenhofer et al. (2012), Sharma et al.
(2012), Solomon & Ruiz (2012), Tembe & Xu (2012),
Baek & Qian (2011), Liu & Daly (2011), Azam (2010),
Bellak et al. (2010), Casi & Resmini (2010), Choong &
Lam (2010), Lin (2010), Ledyaeva (2009), Ang (2008),
Bitzenis (2007), Wijeweera et al. (2007), Hadjit &
Moxon-Browne (2006), Ramirez (2006), Janicki &
Wunnava (2004) and Cheng & Kwan (2000) developed
studies on the determinants of FDI in countries or
sectors of activity and concluded that the economic
determinants that contributed to attracting FDI are the
following: market size, market growth, market
opening, agglomeration, taxes, qualified labor,
economic stability (inflation), exports, natural
resources and external indebtedness. Acheampong &
Osei (2014), Jeong (2014), Penfold (2014), Sanchez-
Martin et al. (2014), Kokouma & Xu (2013), Tintin
(2013), Liargovas & Skandalis (2012), Ali et al.
(2010), Sharma & Bandara (2010), Dumludag (2009)
and Dar et al. (2004) identified in their investigations,
in addition to the economic determinants already
mentioned, institutional determinants (control of
corruption, government effectiveness, political
stability, normative quality, rule of law and voice and
responsibility) that contributed to attracting FDI. Jeong
(2014), Tbrahim & Hassan (2013), Staats & Biglaiser
(2012), Uwubanmwen & Ajao (2012), Ali Khrawish &
Zakaria (2010) and Van Wyk & Lal (2010) considered
that facilitators of doing business are crucial to
attracting FDI» (Botelho, 2015) [7].

The United Nations published an international
investment framework/structure [26] that explains the
differences in FDI inflows among countries and
formulates policies to capture inbound investment,
based in Transnational Corporations investment. The
principal determinants of the location of FDI are
divided in three dimensions: the policies made by
governments and institutions to influence the attraction
of FDI, the economic determinants and the business
facilitators (table 3).

The Support Structure to FDI policy is made by
governments and institutions and consists in a political,
economic and social principles and measures that drive
to a stability environment to attract FDI, regulations to
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ingress and operations, rules for functioning of
markets, FDI international agreements, privatization
policy, trade policy and tax policy [26]. Policies can
prohibit the entry of FDI into a market and can make
rules and regulations on the treatment of non-
discrimination  between domestic and foreign
companies — and can also regulate the special treatment
of foreign companies [26]. Policies can achieve a
number of objectives to increase or decrease FDI
inflows, such as investing in identified sectors of the
economy, the country’s origin of FDI and how FDI
contributions are made [26]. FDI policies are generally
associated with other policies to influence investors
decisions to achieve the same results. However, the
Support Structure to FDI policy is becoming less
important because almost all countries are having the
same strategy [26].

Instead, business facilitators are becoming
relatively more important than the investment policy.
They include investment incentives, post investment
services and measures to minimize the «hassle costs»
(related to corruption and efficiency of administrative
processes) in the business environment. This set of
measures aims to be more competitive in attracting
FDI, since with the opening of markets, the country’s
policies are becoming similar. In addition, the
country’s policy measures are being more complex to
reach private investors giving them business facilitators
to attract investment [26].

After implementing the Support Structure to FDI
policy, the economic factors are the most important
dimension to attract FDI inflows. Economic factors
have three motivations to attract FDI, the market-
searching, the resource/asset searching and efficiency-
searching (table 3) [26].

The pandemic crisis is expected to hardly affect
developing countries, especially in Africa. Africa has
13 percent of the world’s population and had more than
50 percent of world’s extreme poverty in 2020. Least
developed countries are expected to increase the
number of poor by 33.4 million in 2020 and a change
in the proportion of headcount ratio of 3.16 percent,
based on the $1.90 per day poverty rate table 2) [3].

Table 2. Estimated changes in extreme poverty in 2020

developed
countries

World Total

0.88

68.57

Source: UNCTAD, 2020 [3]

Table 3. Framework to FDI Attraction Determinants

Change in Change in
headcount ratio number of poor
(%) (millions)

East Asia and
the Pacific 0.21 4.41
Europe and
Central Asia 0.23 1.16
Latin America
and the 0.55 3.58
Caribbean
Miidle East
and North 1.22 491
Africa
Other — high 0.01 0.07
income
South Asia 1.25 23.28
Sub-Saharan
Afica 2.74 31.17
Least 3.16 334

Host country FDI by FDI Economic
determinants factors determinants in
recipient countries
1. Support A. Market- | - size of the market
Structure to FDI searching
Policy
- political, - market growth
economic, and
social stability
- regulations to - enter in markets
ingress and (regional and
operations global)
- rules for - country consumer
functioning of preferences
markets
- FDI international - structure of
agreements markets
- privatization B. - raw materials
policy Resource/as
set-
searching
- trade policy - low-cost unskilled
(tariffs and non- labour
tariff barriers)
- tax policy - skilled labour
11. Economic - assets with
determinants advanced and
innovative
technologies
111. Business - infrastructures
facilitators (ports, roads, power,
telecommunication)
- incentives and C. - cost of assets listed
investment Efficiency- | inB
promotion searching
- after-investment - other costs
services (transport and
communication
costs)
- hassle costs - associated of a
(related to regional corporate
corruption, network
efficiency of
administrative
processes, etc.)
Source:[26]
3 Methodology
This research aims to identify the economic
determinants that attract FDI and proposes an

internationalization model that will be a future
reference to implement internationalization strategies
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for governments, institutions, agencies and companies,
that will contribute to the economic recovery using
foreign investment as a motivator to do so.

The study is based in the review of empirical
studies and has the purpose of find out what are the
determinants of FDI, in order to discover the
motivations that companies are looking for investment.

This study adopts the literature review research
method. The research includes a systematization of the
study of FDI determinants with 50 empirical studies on
different countries around the world that differ in size,
economic  development, business environment,
governance, infrastructure, trade openness, location
and the identification of the main determinants that
attract FDI. A qualitative approach will be adopted in
the present study given the current context and the
scope of the research. A qualitative research is more
suitable for the study due to the distinct objective of
providing a complete understanding and interpretation
of a phenomenon [9].

Data used for the research comes from a variety of
sources that includes various academic journals, books
and publications.

3.1 Opportunities and Challenges to support
Recovery

The COVID-19 crisis had a negative impact on the
world project finance presented with consequences in
the decline of FDI (table 4). In Developing Countries,
between 2015-2019 projects of 417.7 billion of dollars
were presented when in the period of 2010-2014
projects of 616.1 billion of dollars were presented, a
decrease of -198.4 billion of dollars (-32% of
investment).

The biggest drop was in the Power sector where the
value of the investment was 73.4 billion dollars in the
2015-2019 period, a reduction of -89.4 billion dollars (-
55%), compared to the period 2010-2014 where the
investment amounted was 162.8 billion dollars (table
4).

Table 4. Project Finance by sectors (Developing Countries)

Number of

projects 10 8 22
Water and |78 23.0 29
sewerage

Number of 35 4 17
projects

Source: UNCTAD, 2020 [3]

In the Least Developed Countries case (table 5),
between 2015-2019 projects of 33.5 billion of dollars
were presented when in the period of 2010-2014
projects of 41.7 billion of dollars were presented, a
decrease of -8.2 billion of dollars (-20% of
investment).

The biggest drop was in the Transport services
sector where the value of the investment was 9.9
billion dollars in the 2015-2019 period, a reduction of -
13.1 billion dollars (-57%), compared to the period
2010-2014 where the investment amounted was 23
billion dollars.

Table 5. Project Finance by sectors (Least Developed

Countries)
Announced projects | Change
(billion dollars) (%)
2010 - 2015 - 2019
2014

Total 41.7 33.5 -20
Number of 40 79 99
projects
Power (excluding
renewable 6.7 9.5 41
energy)
Number of
projects 13 18 37
Climate change 115 13 13
mitigation )
Number o 15 39 170
projects
Transport
services 23 99 -7
Number of 10 18 88
projects
Tele 0.3 0.5 85
communications
Number of
projects ! ! -29
Water and 02 06 142
sewerage ) )
Number of
projects ! 2 200

Announced projects Change
(billion dollars) (%)
2010 - 2015 -2019
2014

Total 616.1 417.7 -32
Number of
projects 478 676 42
Power (excluding
renewable energy) 162.8 734 -55
Nuumber oS 1u 117 -19
projects
Climate  change
mitigation 117.3 125.7 7
Number o9 g9 334 318
projects
Transport services 310.2 191.6 -38
Number o1 209 178 .15
projects
Tele 8 4 50
communications

Source: UNCTAD, 2020 [3]

These indicators highlight a decrease in the number
of projects presented compared to previous trends
before the 2015-2019 period, where the marked sectors
grew more than 40 percent compared to the 2010-2014
period.

In the 2015-2019 period, the global value of
projects decreased -32 percent in developing countries
and -20 percent in least developed countries, especially
due to the reduction in the size of projects in sectors
such as energy.

Despite negative trends, investment in public health
and the digital economy can be increased now and in
the medium term. The European Investment Bank
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announced an agreement with the World Health
Organization to strengthen financial support for the
needs of the COVID-19 crisis.

These investments have the health system and the
primary health-care services target in low-income and
middle-income  countries. The World Health
Organization strategy is to develop diagnostic tests and
vaccines for COVID-19 treatment [3].

Another challenge is to support the most dependent
countries, those that depend on Official Development
inflows, Remittances and FDI inflows (table 6).

Table 6. Most dependent countries on official assistance,
remittances and FDI inflows (2019)

Net Official
Deve!opment Remittances . ¥DI
Assistance (2019) inflows
inflows (2019)
(2018)
Millions of dollars

Least
developed
countries
Tuvalu 19 4 0.3

% of GDP 44% 10% 0.7%
Kiribati 74 20 0.5

% of GDP 38% 10% 0.3%
Central .
African 656 26
Republic

% of GDP 30% . 1.1%
Yemen 7 985 3771 -371

% of GDP 29% 14% -1.2%
Afghanistan 3789 804 39

% of GDP 19% 4% 0.2%
Other
developing
countries
Palau 84 2 22

% of GDP 30% 1% 7.6%
Nauru 32 7
% of GDP 25% 5%
Micronesia
(Federated 99 23
States of)

% of GDP 25% 6%
Marshall
Islands >4 31 4

% of GDP 24% 14% 1.9%
Tonga 87 183 13

% of GDP 19% 41% 2.4%

Source: UNCTAD, 2020 [3]

The Official Development Assistance and
Remittances have a huge importance in support the
least developed countries and other developing
countries as the table 6 shows. Some of these countries
attract a few FDI inflows and they depend on the
Official Development Assistance and Remittances, so
they must be supported by the policies designed [3].

Governments must adapt their policies to respond
quickly to the COVID-19 crisis. These actions must be
effective in developing countries supporting short-term
research and development and fiscal measures and also
a long duration strategy. The moment has the
opportunity to increase cooperation among countries,

especially between developed and developing
countries, to share technology and innovation through
the creation of a network of centres of scientific
excellence [3].

Government policies must pay special attention to
the e-commerce sector to implement reforms and
adequate investments to reach their potential. An
UNCTAD research says that most of governments
have e-commerce strategies and want to share them
with their partners to increase digital compliance [3].

Cooperation should gather together various entities
such as governments, international non-governmental
organizations, research and development agencies and
the private sector to increase digital commerce and
outline a beneficial group strategy. Collaboration
between small and large companies is essential to
create an innovation environment, exploring new
innovation models that strengthen companies’
competitive advantages. Developing countries must
build new innovation centres where they can
concentrate all the knowledge involved in innovation
and pay special attention to learn, assimilate and
decentralize knowledge and technologies to other
partners and to the market. Research and Development
(R&D) plays a key role in responding to the health,
economic and social consequences of the COVID-19
crisis [3].

3.2 Model

Economic factors are the most important category as
locational FDI determinants [22]. This study takes as a
conceptual anchor the most important FDI economic
determinants namely natural resources, market size,
growth market, market openness, skilled labour,
education system, tax policy and innovation.

Natural resources. Looking back on history and
more specifically in the 19th century, natural resources,
mainly minerals and primary products for the
industrialized countries of Europe and North America,
have become the most important determinant of FDI.
In the 20th and 21st centuries, natural resources remain
important but the importance of the primary sector was
overtaken by the secondary and tertiary sectors [26].

Dunning's eclectic theory holds that countries with
more natural resources attract more FDI. Companies
can increase their competitiveness by investing in
markets that have higher quality natural resources and
at a lower real cost than in the country of origin. This
motivation is more important in the case of industrial
companies that need to ensure low production costs
and continuous sources of supply [12]. A set of
empirical studies confirms natural resources as a
determinant of FDI [10, 11, 16, 17].

Market size and growth. The size of a market is
one of the main reasons that attract FDI, considering
the size and population of that market. Large markets
may have more companies which gives them greater
benefits from economies of scale. [26]. Several studies
[14, 21] concluded about the relevance of market size
and market growth as a reason of attraction of FDI.
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Innovation. Policies to increase investment in
innovation systems are fundamental due to the creation
of new assets [23].

Several studies [15, 23, 25] found evidence that the
innovation is a determinant of attraction of FDI.

An internationalization model is built to support the
strategy of economic recovery (figure 1).

~\* Direct exportation

Internationalization |+ Export via representative agent
strategy * Establishment of a foreign sales

subsidiary

N\ _J+ Foreign production/

manufacturing

s ™\ FDI Attraction Determinants
To find and select Framework
new markets *  Economic determinants
L )+ Policy framework for FDI

*  Business Facilitators

ECONOMIC DETERMINANTS
(most relevant for attracting FDI)
U Natural resources
Market size
Growth market
Market openness
Skilled labour
Education system

a
a
a
a
a
a

- Tax policy
W

Implementation of the
internationalization strategy

Fig. 1. Internationalization Model for Economic
Recovery

Source: Made by the authors of the article

FDI flows are crucial to economic recovery in
developed and  developing economies. The
Internationalization Model is an international reference
framework to encourage FDI in economies affected by
the crisis.

The first step in the Internationalization Model is to
define the internationalization strategy which could be
direct  exportation, export via  independent
representative, establishment of a foreign sales
subsidiary or investing in foreign
production/manufacturing.

The second step in the Internationalization Model is
to find and select new markets based in the Framework
to FDI Attraction Determinants where the economic
factors are the most important determinants [26] to
attract FDI in host countries.

The Frame of Reference to FDI Attraction
Determinants developed by UNCTAD has three
dimensions (Economic factors, Support Structure to
FDI Policy and Business facilitators). The Support
Structure to FDI Policy and the Business facilitators
are dimensions that are very similar in the context of
the liberalization and globalization among countries
and the Economic determinants become the most
important determinants for attracting FDI.

The most important Economic determinants that
must be analyzed by governments, institutions and
companies, by each entity separately or by the various
entities together, to find and select new markets are
natural resources, market size, growth market, market
openness, skilled labour, education system and tax
policy. The countries that have the best indicators
should be the selected.

The third step is to implement the
internationalization strategy in the markets, previously
selected, preferably by a strategic group formed by
interests at national, sectorial and business level.

4 Conclusions

Due to a huge unpredictability, it is impossible to
predict the consequences of the government policies on
the economy. However, the economic recovery is
going to happen in a short or medium term as the
vaccination in the world against COVID-19 progresses.

The enormous task faced by national governments
is to find the right solutions on national, industry and
firm level. Economic activities seriously affected in
some sectors, like tourism, should be replaced by
secure activities with economic viability.

In future, the pandemic crisis will have multiple
damage in several channels, in human capital due to
closure of businesses, in the education system due to
the loss of schooling, in the foreign investment due to a
lower demand and a lower investment.

This study gives to governments, institutions and
firms an internationalization model for attraction of
FDI, that incorporates a Support Structure of FDI
Policy, Business facilitators and the more important
factors to support the attraction of FDI, the economic
determinants, to help and accelerate the economic
recovery.
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Digital Technological Solutions Are an Important Factor in The
Effective Development of Higher Education in the Republic of
Uzbekistan
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Abstract. This article shows the main directions of improving higher education in the Republic of
Uzbekistan in the context of the formation of the digital economy. The authors' research is based on real
examples of the Tashkent State Economic University. The article proves that the digital transformation
and change in the methods and means of teaching students and undergraduates in the context of the
pandemic caused by the spread of COVID 19 infection require new technological approaches to teaching
and managing the university from the teaching staff and university administration. In this article, the
authors conclude that digital technologies individualize the educational process, diversify, develop
students' independence, and develop creative thinking skills. Thus, the quality of education improves, and
it is not only about the full and high-quality fulfillment of the requirements of the curriculum: classes
begin to meet the personal interests and needs of students and undergraduates, which is undoubtedly an
additional incentive to master the educational material. Thus, modern technological solutions based on the
latest digital technologies contribute to an increase in the efficiency and quality of the educational process
in a higher educational institution.

Universal Declaration of Human Rights, the right to
education is enshrined as one of the basic human
rights.

The role of education in increasing labor
productivity, increasing the production of goods and
services, as well as increasing workers' income is
assessed within the framework of the theory of the so-
called human capital. Within the framework of this
theory, human capital is assigned a central role, and the
most important goal is the creation of such a socio-
economic system that will ensure the development and
use of the capabilities of each person. Human potential
is the main part of the country's national wealth. In
developed countries (Japan, Canada, USA, etc.), the
share of human capital in the country's national wealth
is 60 to 80%. However, a high level of education is not

1 Introduction

The formation of the digital economy on a global scale
has a great impact on the development of industries and
spheres of national economic systems. Technologies
such as cloud computing, blockchain, mobile Internet
are becoming widespread, robotics, geonomy, new
means of energy storage are actively developing,
digital platforms, web services, big data processing and
analytics technologies, etc. are becoming widespread.

In the Republic of Uzbekistan, a whole range of
measures is being taken to introduce digital
technological solutions in the industry and the sphere
of the national economy. One of the important stages in
the development of the digital economy was the Decree : .
of the President of the Republic of Uzbekistan Sh.M. a guarantee of ceonomie growth n the country. The
Mirziyoyev "On approval of the Strategy" Digital reasons for.the lag in the economic Fievelopment of
Uzbekistan 2030 "and measures for its effective countries with a high level of education may be the
implementation", signed on October 5, 2020. followlng: .

Scientific research by scientists testifies that - irrational structure of education;

education is not just a way of transferring knowledge, t_ t}rlleffgctlve usel ththe existing . edf}lcatt;)ntal
it accumulates the cultural heritage of the nation, potential (for example, when a person is forced to

promotes the empowerment of a person, and forms his perforrp work that does not correspond to his level of
moral ideals. Education in general and higher education); ) )
education in particular, is one of the conditions for L lowllevel and inadequate structure of investment
economic growth, increasing the material well-being of in education; . .

the country's population. The level of education has a . IQW qual}ty of education;

significant impact on various aspects of human life: - insufficiently Cl.e arly chosen  strategy for the
health, perception of culture and art, professional and development of education.

political mobility, etc. It is no coincidence that in the
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In the modern period, the main directions of the
development of higher education in the Republic of
Uzbekistan are:

- comprehensive assistance to the professional
education market;

- the priority of forming a "talent pool" for the
development of promising markets and technologies,
training of personnel for those industries that have not
yet begun to present a wide effective demand for
graduates (creating a scholarship fund for those
students who will choose areas and specialties that are
priority for the state);

- the formation of innovative and corporate
cooperation as a form of integration of diverse
educational institutions of higher and secondary
vocational education, research institutes, basic
enterprises and organizations, within which educational
programs of different levels of vocational education
will operate;

- the priority of the scientific function of the higher
education system, which directly affects the change in
the principles of organizing production;

- the increasing influence of higher education on
the labor market through the creation of new
technologies and the opening of new areas of social
activity.

2 Literary
documents

sources and legal

In the Republic of Uzbekistan, the development of
higher education in the context of the formation of the
digital economy is receiving close attention. This is
evidenced by the adoption of a number of government
documents.

In particular, on October 5, 2020, the Decree of the
President of the Republic of Uzbekistan No. UP-6079
“On approval of the “Digital Uzbekistan - 2030”
strategy and measures for its effective implementation”
was adopted [1], which emphasizes that without the
development of digital infrastructure and raising the
level of knowledge in the field of digital technologies,
further development of the country is impossible. In
addition, the digital development of industries and
spheres of the national economy requires qualified
personnel. In this regard, in the last 3 years alone, a
number of decrees and resolutions of the President
have been adopted, contributing to raising the level of
the higher education system to a new, higher level.
(Resolution of the President of the Republic of
Uzbekistan “On measures for the further development
of the higher education system” No. PP-2909 dated
April 20, 2017 No. 18, art. 313, No. 19, art. 335, No.
24, art. 490, No. 37, art. 982; Resolution of the
President of the Republic of Uzbekistan “On additional
measures to improve the quality of education in higher
educational institutions and ensure their active
participation in the large-scale reforms being
implemented in the country” No.PP-3775 dated
05.06.2018; Resolution of the President of the Republic
of Uzbekistan “On measures improvement of the

training system for qualified personnel in demand and
the development of scientific potential at the National
University of Uzbekistan named after Mirzo Ulugbek
in 2019-2023”). In addition, the President of the
Republic of Uzbekistan Sh.M. Mirziyoyev issued a
decree “On approval of the concept of development of
the higher education system of the Republic of
Uzbekistan until 2030, which defines the key areas of
comprehensive reform of higher education in the
country. This document defines the key tasks of
transforming higher education in Uzbekistan.

These include:

- increasing the level of knowledge, skills and
abilities of future specialists who have the necessary
competencies, high moral principles and are able to
think independently;

- modernization of higher education;

-social and economic development based on the
latest educational approaches.

The reform of vocational education also provides
for the creation of "career centers" to assist students
with internships and finding a job in the labor market,
the formation of an employer base and the effective use
of the potential of graduates based on the optimization
of the structure of scientific and educational
institutions.

The activities of the sphere of higher education are
implemented in accordance with a set of government
documents and are aimed at cardinal transformations of
the teaching and educational process in universities in
order to achieve high rating indicators at the world
level.

As the present study shows, a wide range of works
by domestic and foreign scientists is devoted to the
application of modern information and communication
technologies in education.

For example, in the works of such scientists as
Akimova O.B. [2], Kvashin A.Yu., Kramarenko N.S.
[12] it is shown that in the development of higher
education in the digital era, technological security of
the educational process and digital literacy of the
teaching staff are of great importance.

The publications of foreign scientists Anderson
T.D., Clark T., Detweiler R. [7], Dillon C., Hillman D.
show that the use of methods and means of distance
education has a significant place in the development of
digital education. The same concept is expressed by
such Russian scientists as Ardovskaya R.V., Bakalov
V.P., Batygin B.S., Dikov N.R., Ivanchenko D.A. [9],
Ignatova N.Yu. [10], Isaev Yu.V., Kanaev V.L,
Kozlova N.Sh. [11], Komarova LN, Mateev D.A.,
Muromtsev V.V., Prokhorova N.S. and etc.

In particular, we have studied the scientific works
of such authors as Alimov R.Kh [3], Begalov B.A. [4],
Bekmuratov T.F., Bobodzhanov A.B., Vertakova
Yu.V., Tolstykh T.O., Shkarupeta E.V., Dmitrieva
V.V. [5], Gayibnazarov B.K., Gulyamov S.S.[6],
Dadabaeva R.A., Dzhanadilov Sh.U., Zhukovskaya I.E.
[8], Kuznetsova S.A., Markova V.D.[12], Musaliev
A.A., Odilov Shch.G., Swan M. [15], Xashimxodjayev
Sh.L. [16] etc.
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Analysis of literature sources also shows that
scientists around the world are studying the
phenomenon of the development of digital
technologies.

In fig. 1. presents the forecast of analysts of the
American analytical company McKinsey International
Data Corporation (IDC), specializing in research of the
information technology market. As can be seen from
Fig. 1, the potential economic effect from the
introduction of such technologies should be from 14 to
33 trillion USD.

Experience shows that digital technological
solutions cover all sectors and spheres of the modern
economy.

Higher education in the modern period is also
unthinkable without the use of the latest digital
technologies and mechanisms, as well as the
capabilities of artificial intelligence.

IT Services Market Size and Forecast, 2015 - 2024 (US$ Billion)
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——
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1,752

Source: Variant Market Research

Fig. 1. Forecast of the growth of the economic effect
obtained through the introduction of advanced technological
solutions

Source: data from the American analytical company
McKinsey International Data Corporation (IDC).

Analysis of literary sources shows that in the
context of the digitalization of the world economy, the
sphere of higher education needs new management and
technological solutions that are designed to bring
higher education institutions to the highest levels in
international rankings.

The formation and development of the digital
economy in Uzbekistan is inextricably linked with the
development of information and communication
technologies (ICT). Conducted research has shown that
a distinctive characteristic feature is the all-round
penetration of ICT into various spheres of public life.
According to the results of the research, the specialists
came to the conclusion that the successful development
of the digital economy in a separate country is an
important role for the state.

The development of the digital economy in the
republic is caused by an increase in the field of those
types of economic activity, which are associated with
the production of intelligent and industrial products.
The functioning of the digital economy creates the
basis for innovation and the formation of human
capital. In Uzbekistan, the basis of the digital economy

is a set of industries in the sphere of information
services. There is a growing dependence of the
functioning of the economy on information. Moreover,
we are talking about increasing the share of such areas
as education, information and communication and
intellectual services.

The modern stage of development of the digital
economy in Uzbekistan is characterized by the period
of state of affairs and high dynamics of development.

The modern stage of development of the digital
economy can be assessed on the basis of the following
characteristics:

1) Computerization of economic activity and the
use of electronic internal computer interoperability on
the basis of electronic document circulation;

2) Connections to the Internet are not only
computers, but also the Internet-thins, directed at the
creation of business models;

3) The use of ICT for the involvement of citizens in
social activity, the development of new effective forms
of interaction with the state authorities;

4) The use of effective feedback mechanisms in the
framework of the electronic government to ensure the
participation of citizens in public life;

5) Mobilization of citizens by means of the Internet
for solving publicly important tasks, etc.

The basic institutions of the digital economy
include electronic commerce, electronic employment,
and electronic government, which form the institutional
and educational institutions.

In the framework of the electronic commerce as the
basic institute of the digital economy, IT companies
enter into cooperation with the representatives of other
companies, the state and the scientific community. The
electronic commerce allows companies to more
efficiently and flexibly carry out internal operations.

3 Modern approaches to the
organization of education in a higher
educational institution in the context
of digital transformation

In the conditions of the formation of the digital
economy, serious qualitative changes are taking place,
which are reflected in the development of all sectors
and spheres of the economy, including the
modernization of the education system. Scientific
research by scientists testifies that education is not just
a way of transferring knowledge, it accumulates the
cultural heritage of the nation, promotes the
empowerment of a person, and forms his moral ideals.
Education in general and higher education in particular,
is one of the conditions for economic growth,
increasing the material well-being of the country's
population. The level of education has a significant
impact on various aspects of human life: health,
perception of culture and art, professional and political
mobility, etc. It is no coincidence that in the Universal
Declaration of Human Rights, the right to education is
enshrined as one of the basic human rights.
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Digital technologies are dramatically transforming
the content of the taught disciplines and the way they
are presented. This is not only electronic presentations
or the use of video, but also direct connections to
electronic databases, news, ongoing forums, video
broadcasts. In modern higher education, virtual (VR)
and augmented reality (AR) systems are increasingly
used. VR and AR technologies are used in immersive
education (IE) programs. Such programs include the
use of modern information technologies in the learning
process, which takes place inside various virtual worlds
and simulations, often in a playful way [8]. This type
of training helps to increase engagement,
communication between students and interest in the
subject, as well as the implementation of projects for
real enterprises and organizations.

The digital transformation of the economy is based
on the following technologies:

- data mining;

- business intelligence (eng. Business intelligence);

- machine learning (eng. Machine learning);

- artificial Intelligence;

- big data technologies;

- internet of Things;

- blockchain.

Let's consider the specifics of each of these
technologies. Data mining - research and discovery by
a "machine" (algorithms, artificial intelligence) in raw
data of hidden knowledge that was not previously
known, non-trivial, practically useful, available for
human interpretation. Business intelligence - systems,
tools and technologies for data analysis of
organizations. Digital transformation is transforming
business intelligence into intelligence. It is intelligent
business intelligence that is the trend that determines
the development of tools that effectively turn a
"caterpillar into a butterfly". Machine learning is a
class of artificial intelligence methods, a characteristic
feature of which is not a direct solution to a problem,
but learning in the process of applying solutions to
many similar problems. The essence of the machine
learning process is the use of algorithms that allow
some technical system to draw conclusions from data
without following certain rules. Artificial intelligence
(Al; English artificial intelligence, Al): the science of
creating intelligent technologies; the property of
intelligent systems to perform creative functions that
are traditionally considered the prerogative of a person.
Al allows you to automate and intellectualize repetitive
learning and retrieval processes through the use of data.
Al functionality and technologies integrate into
existing products and intellectualize them at different
levels. Al combined with large amounts of data
improves various technologies that are used in all areas
of the economy. The Internet of Things (English
internet of things, I0T) is the concept of a computing
network of physical objects ("things") equipped with
built-in technologies for interacting with each other or
with the external environment, considering the
organization of such networks as a phenomenon that
can restructure economic and social processes,
eliminating the need for human participation from part

of actions and operations. Blockchain (English
blockchain, originally a block chain - a chain of
blocks) is a continuous sequential chain of blocks
(linked list), built according to certain rules, containing
information. In the digital economy, blockchain is a
very promising digital technology.

The world of education and science is becoming
global, the development of digital technologies leads to
the removal of language barriers. Universities and
individual teachers are actively entering the MOOC
market (MOOC - Massive on-line open course) - an
already established form of distance learning with open
access on the Internet. The number of students who
study remotely 1is increasing, since traditional
educational programs often do not keep pace with the
dynamics of technology development [17].

The education sector is also undergoing great
changes in the Republic of Uzbekistan. In secondary
educational institutions of Tashkent and in the regions,
such systems as "Electronic Diary", "Assessment of
Teachers", "Electronic Student" have begun to work.
The Ministry of Public Education and the Ministry for
the Development of Information Technologies and
Communications were instructed to create 14 special
schools for training programmers this year and 82 -
next year [9]. In higher education institutions in the
context of the pandemic caused by the spread of the
virus infection COVID - 19, digital platforms were
introduced, which made it possible to conduct online
education in universities. Digital transformation
implies improving the system of professional
development of the teaching staff. In particular, on the
basis of the Tashkent University of Information
Technologies and IT-parks, a national system of
training and certification of information technology
teachers will be introduced. Obtaining a certificate
upon completion of training will allow teachers to
receive a 50 percent salary increase. School teachers
will also be rewarded if their students successfully
complete the One Million Programmers course [18].

At present, in Uzbekistan, within the framework of
the implementation of the Presidential Decree "On
measures for the further development of the higher
education system", each higher educational institution
establishes close partnerships with leading foreign
universities and centers. The decree stipulates that
well-established partnerships with foreign universities
are capable of attracting at least 350 foreign highly
qualified teachers and scientists to Uzbekistan to the
educational process at universities annually. At the
same time, work is underway to widely introduce
advanced pedagogical technologies, curricula and
teaching materials based on international educational
standards into the educational process. Taking into
account the prospects for the integrated development of
regions and sectors of the economy, the needs of
territorial and sectoral programs, target parameters of
personnel training are formed in accordance with
higher education, directions and specialties of training
are optimized. Work is being consistently carried out to
solve the problem of creating and introducing a new
generation of textbooks into the higher education
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system, providing universities with modern educational
and scientific literature. Work has been established to
translate the latest foreign literature into the Uzbek
language.

The digitalization of education makes it possible to
gain access to information that was previously
available only to experts and scientists. Most
publishing houses specializing in educational literature
have switched to electronic versions of textbooks and
manuals. Thus, there is a transformation of teaching:
students have the opportunity to study disciplines in
any sequence, on any platform, using technical means
and technologies convenient for them, and the task of
the teacher is to help students navigate the vast
amounts of information.

Thus, it can be noted that the transformation of
higher education ensures that each student achieves the
necessary educational results due to an individualized
educational process, which in turn implies the use of a
full range of digital technological solutions.

Currently, the Tashkent State University of
economics (TSUE) has accumulated its own
experience in using digital technologies in the
educational process.

So, during the quarantine period caused by the
COVID 2019 pandemic, educational activities at TSUE
were carried out using a digital platform, on which
teaching materials were placed by the teaching staff.
Students studied educational resources displayed on the
platform and submitted completed assignments for
verification. Work on the basis of this platform allowed
students to successfully pass tests in the studied
disciplines at the end of the semester.

Practice has shown that distance learning is an
interesting process based on the use of all kinds of
gadgets. When organizing distance education, the most
effective form of material placement is a digital
platform. The educational material on the platform is
presented in the form of modules, including
methodological recommendations for studying the
topic, visual and theoretical resources and explanations
for practical tasks, links to the necessary literature.

In the course of analyzing the work of the platform
for the semester, the university's leadership identified
the positive sides and shortcomings in the functioning
of the platform. The developed platform was easy
enough for students to use. However, it was not
possible to carry out laboratory tasks on this platform.
In addition, the process of evaluating the practical
assignments completed by the students, took a long
time.

Assessment of the platform's functioning, analysis
of international experience allowed the TSUE
management to make a decision to introduce modern
software Moodle (Modular Object-Oriented Dynamic
Learning Environment) into the scientific process of a
higher educational institution. Moodle is a free and
open source platform.

The Moodle web application allows you to create a
customized learning management system that allows
teachers and students to interact effectively online.

Moodle was created at the Australian University of
Technology, and from the outset was positioned as an
open, easy-to-install and free educational site.

The advantage of Moodle is the ability to use it
both on a stationary computer and on any mobile
device with the ability to access the Internet.

The platform maximizes the preservation of the
traditional values of full-time education. It is a modern,
constantly evolving environment. The chat and forum
system, which users actively use, makes it possible to
quickly identify platform flaws and fix them.

This system is very mobile, it allows teachers to
create all kinds of web courses and fill them with
educational content. Elements of online courses are
various interactive tasks, open-ended questions, text
pages, dictionaries, links, files, cases and much more.

In addition, the following positive aspects of the
Moodle program should be noted:

- multifunctionality and ease of use, both on the
part of students and on the part of the teaching staff;

- the ability to customize and edit student accounts;

- each student can choose a convenient time for
study and vary the presentation of the material, both in
time and in speed;

- a huge set of components for effective exchange
of information: a regular online lesson, chat,
questionnaire, forum, terminological dictionary, etc .;

- all passed material, as well as intermediate and
final control with teachers' comments, are saved in the
system. You can return to them at a time convenient for
the student;

- an objective assessment of the student's
knowledge;

- the possibility of organizing an e-mail distribution
at the request of the student;

- increasing the level of assimilation of educational
material through the use of innovative teaching
methods;

- the teacher for any course is constantly in touch
with the student;

- the functionality of the platform allows you to
conduct the learning process both with one student and
with a whole group of students.

World practice shows that the improvement of the
technical base of universities, the use of artificial
intelligence methods, the development of a digital
educational environment, the wuse of electronic
scientific publications in various foreign languages of
libraries around the world contribute to the
achievement of high results in the preparation of
competitive specialists.

Based on modern reality, the following priority
areas of interaction between universities in Uzbekistan
and foreign universities and research centers can be
identified: - branches of foreign universities; - joint
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faculties; - joint educational programs of double
degrees; - attraction of foreign specialists; - advanced
training and internships. A very important decision in
higher education today is the decision made in 2018,
which grants the right to basic (leading) universities,
based on the needs of customers, to independently
develop and approve curricula and programs in
agreement with the Ministry of Higher Education. In
addition, in 2018, the universities of the Republic
received the right to accept foreign citizens for
bachelor's programs outside the admission quota
through interviews, without passing tests. The credit-
modular system is being implemented in a pilot mode
for all forms of education.

In recent years, optimization of directions and
specialties of education in universities, taking into
account the prospective development of industries and
regions, has become widespread in the Republic of
Uzbekistan. For example, from the 2018-2019
academic year, the universities of Uzbekistan began
training personnel in 66 new areas of bachelor's degree
and 48 new specialties of magistracy.

However, it should be noted that with the many
possibilities of digital technologies in the field of
improving the educational process at a university, their
integration into the educational process also causes
certain problems.

First of all, these are the problems associated with
technical equipment and the ability of each teacher and
student to access the unified educational environment
of the university from remote regions of the country.

The second problem is that it is necessary to
constantly retrain the teaching staff of the university in
accordance with the requirements of digitalization. In
the context of the development of the digital economy,
each teacher needs to improve their knowledge and
skills in the field of digitization of educational and
methodological material, the development of electronic
educational publications, the creation of open
educational courses, conduct online classes with
constant improvement of communication skills.

Digital  technologies  contribute  to  the
implementation of the “Digital University” concept,
which includes several components at once:

- a complex of information systems for university
management;

- implementation of the educational process online;

- effective management of the educational process
based on the creation of conditions for taking into
account the individual abilities of students;

- the formation of the key competencies of the
digital economy among students, faculty, personnel
serving the educational process of the university.

We would also like to note that the digital economy
contributes to the development of interaction between
the university and employers. This is clearly confirmed
by the annual holding of Career Days at the Tashkent
State Economic University. In particular, we can say
that digital technologies help to identify promising
professions, contribute to the formation of graduates'

competencies based on the requirements of the
economic market.

4 Conclusion

Today, digital technologies throughout the world are
developing rapidly, being both an engine of economic
growth and a sector that has already significantly
changed and transformed economic processes in other
industries and continues to influence the formation of a
new type of economy based on knowledge, use of
information and products of human intellectual labor.
In the course of writing this article, the authors
revealed that the telecommunications infrastructure in
Uzbekistan, compared to neighboring countries, is
developing relatively well and stably, but, at the same
time, it is necessary to take measures to achieve a
higher level comparable to the level of advanced
foreign countries. Studies of modern scientists indicate
that the successful cooperation of the Republic of
Uzbekistan in the field of ICT with foreign partners
indicates the great potential of Uzbekistan in this area.
In addition, ICT analysts note that Uzbekistan, thanks
to constant development, is potentially able to act as a
regional "broadband backbone" and
telecommunications hub for neighboring countries. Big
data and blockchain technologies are becoming more
and more widespread in industries and spheres of the
economy, artificial intelligence systems and
robotization are rapidly developing.

To achieve high results in the preparation of
qualified specialists, it is necessary not only to increase
the technical capacity of the university, but also to
constantly improve the methods and forms of teaching
in the context of the digitalization of the economy. And
also to improve the research methodology on the
effectiveness of methods, forms, teaching aids in an
open educational space; their methodological
substantiation, including the ratio of traditional and e-
learning, contact and independent work of students;
methods of monitoring progress and the formation of
educational results in the context of the transfer of the
educational process to the global network.

Thus, the transformation of the world space in the
context of the digitalization of the economy has a great
impact on higher education, contributes to the solution
of problems in improving the qualifications of
personnel, personalization of education, and also
makes it possible to integrate into the global
educational space using the methods and means of
digital technologies and take high steps in the
international ranking of universities.

Summing up the above, it should be noted that
modern higher education performs a number of socio-
economic functions. It helps a person to become a full-
fledged, comprehensively educated, in-demand person,
and provides conditions for successful social
interaction. Thus, we can conclude that the quality of
higher education determines the effectiveness of
economic development. With an increase in the rate of
economic growth, the need for highly qualified



SHS Web of Conferences 100, 01016 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001016

specialists who are able to develop and introduce new
methods and technologies increases, which has a
positive effect on the system of education
development. In turn, the development of the education
system, leading to an increase in the number of highly
qualified specialists, contributes to economic growth.
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Abstract. Today, business innovation is a hot topic. Therefore, it was proposed to use a competence-based
approach to assess staff as a business innovation in the hotel industry. The paper investigates the theoretical
and methodological principles of hotel staff evaluation using a competency-based approach. Scientific
approaches are critically estimated, and aspects applied to material incentives management for hotel staff
are analyzed. The scientific and theoretical basis of managing the staff’s material stimulation in the hotel
business on the basis of the competency approach is investigated and practical tools of its implementation in
the hotel business activities are estimated. Methodical approaches to evaluating staff competencies as a
component of material incentives management have been developed. The structure of remuneration and the
system of bonuses based on staff competencies evaluation have been formed, which will help increase the
efficiency of personnel management in the hotel industry.

1 Introduction

The current situation in the hotel services market
requires forming new innovatively effective approaches
and management concepts, the implementation of which
is aimed at consolidating the staff to achieve socio-
economic goals of enterprises. This will harmonize the
relations in the systems of “employee-employer”,
“employee-employee” and  “employee-consumer”,
increase professional competence, productivity and
quality of staff. For hotel business enterprises, these
management aspects are relevant because the staff is
directly involved in creating a hotel product as a priority
factor in generating enterprise income, maintaining and
strengthening its market position and ensuring
competitiveness.

Modern aspects of staff evaluation using a
competency approach are covered in the studies of M.
Armstrong [6], McClelland D.C. [13]. Boyatzis R.E.
[11] analyzed the nature and factors of competence and
the existence of the competence structure. J. Raven [12]
studied the system of features by which the types of
competence can be used.

Barybina Y.O., Lysenko M.O. [14] claims that the
Ukrainian hotel market is characterized by a
combination of a mixed model of incentives — an
effective combination of tangible and intangible
incentives focused on staff development and training.

Melnychenko S., Bosovska M., Poltavska O. [4]
offer to make decisions as for an employee by the job
quality evaluation on the basis of the competence
approach — to make individual plans for the competence
and career development, as well as to rotate staff.

As a result of many studies, various approaches,
procedures and methods for organizing and conducting
staff evaluations have been developed. However, at the

: Corresponding author: tatyanabut.zp.79@gmail.com

present stage of innovative development, staff evaluation
requires using all scientific approaches, their
generalization and combination in order to achieve
greater efficiency, optimality and effectiveness in
business innovations in the hotel industry.

The purpose of the study is to generalize and develop
the theoretical foundations of the hotel staff evaluation
using a competency-based approach and to develop
practical recommendations for improving the
management system of material incentives for hotel
staff.

2 Result and discussion

The coronavirus pandemic has caused serious damage to
the hotel business in Ukraine, and it may take more than
a year for the sector to recover. According to the study,
93% of respondents confirmed a general decline in their
hotel’s revenue, in 21% of hotels gross revenue
decreased by 25-40%, in a third of hotels — by 40-60%,
in 30% of hotels such reductions reached more than
60%, only 4% of hotels showed an increase in annual
revenue, and 3% remained at the same level. According
to the data: 66% optimized their costs by reducing the
staff, 2/3 reduced prices for their services, 63% of
respondents improved their product and services
(repairing, repositioning, updating standards and
conditions with suppliers, changing equipment, etc.), 1/3
of respondents introduced digital and marketing tools,
27% introduced alternative services (coworking, renting
rooms for offices, etc.), 7% decided to repurpose some
of the premises, for example, for gambling
establishments rent [1].

In these conditions, the issues of optimal use of labor,
information and financial resources in the hotel business
remain underexamined. The capabilities of the hotel

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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business as for cost savings, strengthening the role of
security in customer service, automation of its activities,
personalization of services are largely related to how
well the resource potential is studied, and what will
contribute to its development.

Innovative management methods in modern HR
management used by the world and EU leading countries
are primarily based on a competency-based scientific
approach. In the process of personnel management based
on the competency approach, HR specialists or auditors
determine a system of parameters that combines all the
necessary competencies that employees must have in
accordance with job descriptions, and obtain results of
assessing the current state of human resources
management. This allows identifying the level of each
component of the set of employees’competencies.
Research based on this approach should take into
account the fact that professional competencies should
be understood as dynamic, because a person is
constantly developing knowledge, skills, abilities, so we
can assume that the competencies development is a
certain  innovative process of increasing the
organization’s efficiency as a whole by improving the
level of employees’ professional skills. This is also one
of the main tasks of the personnel management system
and human resources development.

Of particular note is the definition suggested by J.
Raven who gives a detailed interpretation of competence
and understands it as a phenomenon consisting of “a
large number of components, many of which are
relatively independent of each other” with some
components belonging more to the cognitive sphere, and
others — to the emotional,... ..these components can
replace each other as components of effective
behavior” [2].

Obviously the competency approach in personnel
management is distinguished by its redirecting personnel
management goals from solving operational personnel
problems to tasks of a higher strategic level, which go
beyond the usual responsibilities of the personnel
management service. It is not enough just to increase
knowledge, improve employees’ skills, expertise and
behavior. It should result in increasing productivity and
organizational change that can boost the competitiveness
and efficiency of the corporation as a whole. Therefore,
the goals of personnel management in terms of the
competency approach are formulated to show that these
processes can improve the organization by achieving
higher results, changing employees’ behavior, increasing
productivity and efficiency of the organization.

In fact, this is an innovative concept of personnel
management which focuses not on the process or
operational results, but on the mechanisms and
management models based on the competency approach
and their impact on the organization’s long-term
effectiveness.

A focus on organizational development priorities
requires, on the one hand, shaping personnel
management functions based on a competency-based
approach that can help implement business strategy, and,
on the other — highlighting the need to intensify
mechanisms of employees’ self-development and self-

organization, since it is impossible to take an active part
in improving the organization’s activities without
involving the developed knowledge and individual
abilities. The task of the personnel management system
on the basis of the competence approach is to create an
innovative environment that supports and guides the
employees’ self-development.

The concept of competency approach is an integrated
concept that forms the basic principles of personnel
management of a modern organization. Such principles
include:

1. The principle of systematization when the use of a
competency-based approach to personnel management
should involve interconnected elements: goals,
objectives, personnel management processes and be
focused on short-term and long-term organizational
goals.

2. The principle of complexity when tactical and
strategic decisions in the competency approach use
should be developed in accordance with the relationships
between different areas and aspects of personnel
management.

3. The principle of relevance with activities in the
field of using a competency-based approach to personnel
management corresponding to the personnel situation,
offering solutions to current personnel problems of the
organization, based on best practices and modern
scientific developments.

4. The principle of continuity with activities in the
field of competence approach to personnel management
focusing on the progressive training and employees’
development in order to improve performance, build
capacity for growth and advancement during one’s work
in the organization;

5. The principle of succession with expanding the
dominant values, unique knowledge, skills and
experience acquired by employees in the organization in
order to improve performance, maintain and increase its
competitive advantages.

6. The principle of advanced development with
extending the professional horizons and improving
employees’ skills to create a stock of knowledge, skills
and abilities that may be needed to solve complex
problems or non-standard tasks of the enterprise in the
future.

7. The principle of self-development with creating
conditions for employees’ self-learning and self-
expression in order to activate development internal
mechanisms which motivate to work more effectively,
increase job satisfaction, unleash professional and
personal potential more deeply.

8. The principle of efficiency when the results of
activities in the field of competency approach to
personnel management should provide the required level
of economic, organizational and social effects, thus
helping to increase the efficiency of the organization [3].

It is considered relevant to use the concept of
competence in the personnel management of the hotel
business, and apply the results of the competence
analysis in order to improve the processes of selection
and hiring, employee development and motivation.
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During a long time of research, the scientific literature
has formed a system of features that can be used to
characterize the types of competence (Fig. 2.1)

Types of competence

By degree of By field of By level of
invariance application competence
lp{  Universal . Complete
icompetence
> Marginal
Special i
N (connected) Beginner
with individual
duties N Wozkin Expert ¢
Common for Experienced
| the organization professional

High
competence

Fig. 1. Types of competence

In addition, competence can be common to the
organization — it can be applied to all its employees. Or it
can be applied to a group of related jobs in which work
is similar but performed at different levels.

As hotel enterprises operate in the field of services, a
significant part of which is provided to foreign
consumers, we consider it appropriate to introduce an
additional compensatory factor (criterion) — “level of
foreign languages knowledge”. It is known that the
quality of hospitality services is the main prerequisite for
forming demand for them, and therefore the key to the
effective hotel business operation.

In this regard, the list of compensatory factors
(criteria) for evaluating the positions of the hotel
business includes the “consumer orientation”. According
to expert estimates, the list of compensatory factors
(criteria) for the hotel industry can be systematized as
follows Table 1.

The most important factors (criteria) for the hotel
industry are the level of qualification, work experience,
responsibility for decision-making, complexity and
intensity of work, etc.

The conducted expert research of domestic practice
of hotel enterprises determined the generalized list of
compensatory factors (criteria) with validity of each of
them according to strategic purposes and specifics of the
enterprise’s activity (matrix of job evaluation), formed
the scale of factors (criteria) with their distinctive
descriptions at various levels, and carried out a direct
evaluation of each job Table 2.

Table 1. Compensatory factors (criteria) for evaluating the
hotel business jobs and their validity.

Evaluation of
Compensatory factors .
No. riteria factor (criterion)
(criteria) validity, points
1 Level of qua}lﬁcatlon 100
(education)
Level of foreign languages
2 80
knowledge
3 Work experience 140
Ability to search for and
4 . . 80
analyze information
5 Consumer orientation 80
6 Interpersonal cpmmumcatlon 100
skills
7 Work gompl@(lty and 120
ntensity
8 Respons1b111ty.f0r decision- 130
making
9 Ability to manage staff 100
10 Impact on the result (error 50
price)

When forming levels, it is necessary to have their
calibrated sequence, which provides clear guidelines for
assessing a particular factor.

Table 2. Matrix of job evaluation at the hotel industry

enterprises.
St
£ 5
E k= Distribution of factor
< 3 evaluation in points by
No Compensatory = detection levels
factor £ £
s 2
E —
S >
= A|B|C|D|E|F
Level of
1 qualification 100 | 20 | 40 | 60 | 80 | 90 | 100
(education)
Level of foreign
2 languages 80 | O | 15| 30| 45| 60| 80
knowledge

3 | Work experience | 140 | 0 | 20 | 50 | 80| 110 140

Information sgarch 64 | 30
and analysis

Consumer

. . 30| 50| 80
orientation

Interpersonal
6 communication 100 10| 20| 40 | 60| 80 | 100
skills

Work complexity |1, 16 20| 40 | 65| 90120

and intensity
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Responsibility for

. . 130 15| 30 | 50 | 75| 100|130
decision-making

9 | Staff management | 100 | 0 | 15| 30| 50| 70 | 100

Impact on the

10 result (error price)

50 0| 10| 20| 30| 40| 50

1000

Consistent levels can be defined by describing
specific skills, competencies or needs for a particular
qualification, training or experience.

Job evaluation of the hotel industry was carried out
by an expert committee on the example of PJSC “Salyut
Hotel” in Kyiv in accordance with the matrices
indicating the level of factor detection for each job. The
expert committee included the enterprise’s CEO, his
deputy for organizational development, the head of
accommodation service, the head of the personnel
department, the authors as consultants. The results of job
evaluation of PJSC “Salyut Hotel” are shown in Table 3.

Table 3. Job evaluation of PJSC “Salyut Hotel”.

Actual factor
No. | Job at PJSC “Salyut Hotel” evaluation,
points
1 CEO 950
Deputy CEO for organizational
2 804
development
3 Methodist of the physical health 240
room

4 System administrator 504
5 Secretary-assistant 322
6 Chambermaid 150
7 Cleaner 85

8 Linen-keeper 85

9 Head of the floors 372
10 | Head of accommodation service 532
11 Doorman 165
12 Receptionist-cashier 286
13 Auxiliary worker 85

14 Driver 210

Then, it is necessary to analyze which jobs are
included in the groups. For example, if, according to the
results of the expert assessment, the value of jobs with
different qualification characteristics is similar, they can
be placed at the same level of the job structure.

Thus, the purpose of designing a hierarchical job
structure based on their evaluation in the hotel industry
is to create a flexible mechanism for managing staff
motivation grounded on a clear and transparent system
that will unite all existing jobs in the company into
certain groups and divide them by value levels for the
enterprise.

According to the proposed method of designing the
hierarchical job structure (remuneration) of the hotel
industry on the basis of a single competency model for
all groups of staff, all jobs of the enterprise are divided
into seven levels (G1... G7), each of which is relevant to
certain pay ranges, and the latter, in their turn,
correspond to five groups (A, B, C, D and E). An
individual basic salary within the pay range determined
for a given job should be based on evaluating a particular
employee by quality criteria.

According to the developed job structure
(remuneration) of the hotel industry, payment of an
individual employee will be decided in accordance with
the results of a comprehensive quality evaluation, which
in turn is based on estimating the results of his/her work
and assessing the level of competence that has a direct
impact on these results.

In the scientific professional literature, such a
payment model is characterized as a “contribution-
oriented payment model” [4].

The “contribution-oriented” payment model can be
effectively applied within the differential payment
structure developed for hotel enterprises. In this case,
personal reward will be formed on the basis of work
results, competence and motivational incentives for
developing competencies, efficiency, career
trajectory [9].

Payment for contribution means payment for the
obtained results and competence, as well as for the past
and future work achievments (Fig. 2).

Payment by future
work results

Payment by past
work results

Payment for
contribultion

Results + Competence

Fig. 2 “Contribution-oriented” payment model [4].

Thus, contribution-oriented payment is based on a
mixed model of performance management — the
assessment of input and output factors (competencies
and results), and allows concluding that the level of
payment for a particular employee in a particular job is
determined by both past and future work results.

The results of job evaluation in PJSC “Salyut Hotel”
and data on average job payments are given in Table 4.
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The salary is assigned to the employee after
analyzing the wage market within the range of a certain
level of structure, and its specific amount depends on
individual competence, work experience, level of
efficiency and requires additional assessment of an
individual employee’s quality of work.

Therefore, each level of the structure (Gn) also needs
to be subdivided into sublevels (Gjn,, where j is the
number of sublevels of a certain pay range) which will

correspond to certain salary estimates within a given
range

As the results of the conducted analysis established
the relationship between the hotel category and the level
of payment, it is advisable to determine the average job
salary among hotel enterprises in Kyiv with a 3-star
category which corresponds to the category of PJSC
“Salyut Hotel”.

Table 4. Results of job evaluation of PJSC “Salyut Hotel” and average job payment.

g = E S —_

£f | 83 |Zzsl Gizs

) weZ |E5g:rd Z23-%

Enterprise’s department Job g S 5 %” <z E = %“fa g g z) 2" g
0 = L~ = N )

g2 SE - |§22EY E232R

g “g gz | d&~F>

H) =5
Management CEO 2478 17350 12145 12300
Management CEO deputy for organizational 2150 15050 10535 10000
development

Accommodation service Head of accommodation service 1457 10200 7140 7300
Accommodation service Senior receptionist-cashier 1372 9607 6725 6800
Accommodation service Receptionist-cashier 1036 7250 5075 5200

* The average estimate of an employee’s average monthly salary in a similar job among the studied 3-star hotels in
Kyiv according to 2019.

** 70% of the average estimate of an employee’s average monthly salary in a similar job among the studied 3-star

hotels in Kyiv according to 2019 data.

In addition, the research results of the structure of
employees’ average salary at 3-star hotels in Kyiv
showed that its main share is less than 54.8%, while the
share of allowances, surcharges, bonuses, other
compensation and incentive payments averages 45.2 %.
In modern market conditions and in the practice of
economically developed countries’ enterprises, the share
of the fixed part of payment should be at least 70%.

In this regard, we propose to accept 70% of the
average market payment among the studied 3-star hotels
of Kyiv (Sin) as a basic part of the salary of the i-th
profession in the labor market (ZPdin) in order to
develop a new job payment system of PJSC “Salyut
Hotel”.

The other (30%) will be a variable part — the amount
of bonuses, rewards, other compensation payments
(ZPdin).

Specific salaries and bonuses should be assigned due
to the staff competence and contribution by the
following models in order to determine the amount of
payment and appropriate strategies for the enterprise’s
activities in the regional labor market in the hotel
business sector:

ZP" < ZP®" Defense strategy;

ZP = ZP* Follower’s strategy;
ZPi™ > ZP" Leader’s strategy.

Thus, within one job, the range of salary increase is
50%, which is a strong motivating factor. The minimum
salary of the lowest (first level) is not lower than state
norms and guarantees, i. €. not lower than the state-
established minimum salary.

The salary for a certain job is set within the range of
a certain level of structure, and its specific amount
depends on an employee’s competence, his’/her work
experience, the level of work efficiency and requires
additional assessment of an individual employee’s
quality of work.

Basic salaries are adjusted annually in accordance
with changes in the labor market, inflation, changes in
assessing the complexity of work performed, and so on.
The salary grid, which is calculated in relation to basic
salaries, is adjusted accordingly.

It is established that the structure of remuneration
developed for hotel enterprises has seven levels and,
accordingly, seven ranges of payment that intersect
(overlap each other) by 30% in average.

The general payment structure at the hotel industry
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after introducing a new system of basic salaries
formation is as follows (Fig. 3).

At the hotel enterprises it is rational to accept the
main part of the salary at the level of 70%, while the
other 30% will be the variable part.

It is planned to accrue one amount of bonus for each
employee, which will be considered as compensation for
individual contribution and level of competence, the
other — as a reward based on the enterprise’s final
results.

Thus, the application of the developed remuneration
system on the basis of job evaluation and the staff
competence will increase the efficiency of the hotel
business and will help in the following areas:

1. To form a team of adaptive managers who are able
to develop and implement a program of the hotel
survival and development in changing conditions.

Payment
i
v v

Fixed part

Variable part

Salary

Bonuses for quality of work
(individual contribution and |«
level of competence)

Allowances and
surcharges in
accordance with
Ukraine’s Labor Code
and its legislation

Bonuses based on the |
enterprise’s final results

Bonuses for a personal partig_]
in a project

Fig.3. Improved overall payment structure in the hotel industry

2. To identify and preserve the core human resources
of the hotel, i. e. managers, specialists and labour force
of special value.

3. To restructure human resources in accordance
with: organized transformations while restructuring;
implementation of innovation processes; diversification;
a complete reorganization.

4. To reduce socio-psychological tension in the team.

3 The paper’s scientific significance

According to the analysis of statistics on the hotel
services market in Ukraine, it was determined that it was
the crisis that forced hotels to reconsider cost
management and turn to a more flexible pricing policy,
but what is more — to intensify work with hotel staff and
consider them as the main resource that ensures the
hotel’s competitiveness. In this regard, the development
of a job evaluation system on the basis of a competency-
based approach is recommended as a way of increasing
labor resources potential in the hotel industry.

Thus, introduction of business innovation based on

jobs evaluation and staff competence creates
prerequisites for improving efficiency, optimizing
internal ~ business  processes, simplifying wage
management and motivating employees on the principles
of fairness, transparency, flexibility, social partnership.

4 Conclusions

A balanced (hierarchical) payment structure is formed to
improve the organization of payment at the enterprise by
introducing a transparent and flexible remuneration
system based on individualization of employees’ salary
and determined not only by traditional parameters (an
employee’s experience, qualifications, experience), but
also by his/her individual characteristics, his/her
competence on the basis of abilities evaluation and their
possible implementation.

In addition, a hierarchical job structure at the
enterprise is formed to contribute to achieving business
goals and strategies of the enterprise, investing
effectively in increasing the cost of human -capital,
attracting and retaining the best professionals.
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Abstract. 2009 has marked the start of a decline in Ukrainian automotive industry. Its volumes neared
insignificancy in 2020. The authors consider the issue of the industry’s revival in the national economy. The
basis of the concept is the creation of enterprises for the production of electric vehicles, including
components, semi-finished products and accessories to them. It is suggested that investors can be attracted
by developing cooperation of legislative and governmental institutions and local governments with world
market leaders and taking measures to improve the national indicators in terms of the ease of doing
business. It is proposed to focus the business philosophy of new enterprises on the use of vehicles rather
than the field of production, as has been the case since the invention of the automobile. The choice of
innovative areas should take into account the megatrends and use individualization, urbanization, artificial
intelligence, mobility, digital culture, cooperation with other industries, offers of additional goods and

services as its foundations.

1 Introduction

In 2021, Ukraine celebrates the 30th anniversary of its
independence. In this time, the country’s economy has
undergone a transformation from a socialist system to a
“trophy” in the hands of oligarchic economic actors.
This happened when a small group of ‘“new”
entrepreneurs (“oligarchs” in the current terminology)
captured large “trophies” — industries. This process was
made possible because the privatization mechanism was
adapted in such a way as to redistribute state property
between the emerging oligarchs, which did not lead to
the replacement of the less efficient owner (the state)
with a more efficient one. As a result, Ukraine entered
the 21st century as a country with predominantly raw
material exports and weak innovative industries that
could have otherwise brought significant value added.
According to the latest results of the International
Comparisons Program, the level of Ukrainian GDP in
2017 was equal to 504.4 billion US dollars (as per PPP).
Ukraine has a GDP per capita of $11,871 PPP, which, in
Europe and Central Asia, exceeds only Tajikistan and
Kyrgyzstan.

Ukraine's long-term economic lag has various causes.
However, the low level of development of the real
economy, especially the processing industry is among
the main, if not the main factor. The share of processing
industry in the structure of gross value added has a
steady downward trend and amounted to 11.6% in 2018
compared to 13.0% at the beginning of the decade
(2010), and 19.4% at the start of the century.

This kind of deindustrialization determines the low
level of competitiveness of the economy and requires the
development of a radical strategy to increase the role of
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industry in GDP. The indicators of the world market
leaders can serve as benchmarks. For instance, the share
of industry in the structure of US GDP is 18.9%, for
Germany it is 30.15%, for Great Britain - 19.0%, for
Norway - 31.1%, for Sweden - 33.0%, for France -
19.1%, and for Japan - 29.7% [1]. Despite significant
differences in these indicators (caused mainly by
international specialization and the peculiarities of post-
industrial development), they testify to the expediency of
advanced industrial development as an important source
of economic growth and job creation.

In order to determine the changes necessary to
reverse the trend towards deindustrialization, the
proverbial Gordian knot of Ukraine’s economy must be
found and cut before any significant influence on the
country’s GDP can be achieved. Today, the automotive
industry is the "bottleneck" in the country's industrial
sector. Its indicators over the last five years show an
unfortunate trend: 2015 - 84.4%; 2016 - 99.0%; 2017 -
116.6%; 2018 - 115.3%; and 2019 - 96.8%. Within this
industry, production of vehicles, trailers and semi-trailers
is the weakest link, the indicators of which were
respectively 94.4; 94.8; 111.6; 101.8; and 74.3.

However, the automotive industry is of great
importance in the development of convergence of post-
socialist countries and their European integration. This is
evidenced by the experience of the Visegrad Four
countries, which opened the market for multinational
companies and created conditions for the development of
knowledge-intensive industries. Their greatest success
was the formation and development of mechanical
engineering, especially in the automotive industry. In
terms of vehicle production, the group is now a leader in
the European and world economy. In the European
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Union, the Czech Republic ranks 5th, Slovakia 7th,
Poland 8th and Hungary 9th. In the world market they
have 17, 21, 22 and 23rd positions, respectively.

The experience of the Visegrad Four countries is
important for Ukraine because the development of the
automotive industry introduces them to a market with
high effective demand, one that is changing rapidly and
growing at the same time. The development of this
industry leads to the creation of a large number of
enterprises specializing in the production of parts, semi-
finished products and accessories, the provision of sales
and logistics services. Most enterprises in the modern
automotive industry can operate with up to 100
employees, which makes it possible to create jobs
without creating large migration flows in the country. At
the same time, tens, and over time, hundreds of
thousands of jobs can be created in the industry. Finally,
the technological capabilities of the automotive industry
gradually form local, regional and international
production networks, which become the basis for the
country's inclusion in the system of European economic
integration, as evidenced by the experience of the Czech
Republic, Slovakia, Poland and Hungary.

2 Analysis of recent research and
publications

The interest in the automotive industry has declined in
the Ukrainian scientific literature in the last decade,
which can be explained by the decline in domestic car
production. However, despite the crisis in the automotive
industry, there are publications that try to find the
prospects for vehicle production in Ukraine. They are
considered in terms of attracting foreign investment and
increasing the competitiveness of the domestic model
range, resource and infrastructure support necessary for
the functioning of a competitive automotive industry and
attracting the attention of investors, assortment policy
transformations, state policy for the development of road
transport market infrastructure [2; 3]. A monograph by I.
Yu. Shevchenko offers a systemic view at the
development of the automotive industry and a
methodology for assessing the competitiveness designed
by the author, as well as original spherical model and
concept of the state program of industry development up
to 2025 [4]. However, the author did not link their
proposals to the use of market methods. The concept of
competitiveness in a rapidly changing world economy
was developed by Braja & Gemnik-Salwach, who
proved that the growing role of innovative and
destructive technologies is one of the most important
factors driving these processes, and knowledge-intensive
and innovative industries have become the main drivers
of economic growth and economic competitiveness [5].
In recent years, the development of methodological
problems in the context of rapid changes in the world
economy has been accelerating. In December 2020, the
European Automobile Manufacturers’ Association
published Roadmap for the deployment of automated
driving in the European Union, which discusses the
benefits and terminology of automated driving [6]. In

summary, the analysis of existent publications shows a
lack of scientific research that would systematically
solve the problem of overcoming the crisis of the
automotive industry and position it as a renewed modern
production subsystem of Ukraine's economy, an
important step for a country with a focus on accelerating
European integration.

The aim of the study is to develop proposals for the
revival of the automotive industry in Ukraine based on
the introduction of electric vehicle production and
creation of local and regional production networks with
their gradual integration into global production networks
and value added networks.

3 Research Results

3.1 Development of the automotive industry in
the years of Ukraine’s independence

During the 90s and the first decade of the 2000s, the
automotive industry of Ukraine developed as a priority
area that provided the solutions to social, economic,
environmental, scientific, and technical problems while
the market economy was still being established. About
90 thousand jobs were created in this industry and the
same number of employees were engaged in related
industries. After gaining independence, Ukraine had four
plants for the production of vehicles, including cars
(Zaporizhzhia and Lutsk), trucks (Kremenchuh) and
buses (Lviv), and more than 60 companies that produced
components.

Changes in the automotive industry that took place

after Ukraine's independence, i.e. after 1991, were
mainly precipitated by the relations with Russia. There
were several assembly lines in Ukraine, including
minibuses "Bogdan" in Cherkasy and cars "Volga" in
Ilichivsk (now Chornomorsk), low-tonnage cars
"Gazelle" - in Simferopol and Lubny. These Russian car
models were inferior in their competitiveness to Western
brands and their production worsened the lag of the
Ukrainian car industry in scientific, technical and
innovative terms.
A relative success was achieved by the construction of
the “Eurocar” plant for the production of VW Group cars
near Uzhhorod, two kilometres from the border with
Slovakia and Hungary, where there were global
manufacturers of automotive components. In the context
of the Eastern Partnership policy, equipment from the
best European manufacturers “Transsystem” (Poland),
“Chropynska Strojirna” (Czech Republic),
“EISENMANN?” (Germany) and others was provided to
equip the enterprise. “Eurocar™s innovativeness is also
reflected in the uniqueness of software and technological
innovations to ensure the flexibility of production
processes. However, the plant managed to achieve only
minimal profitability mainly due to limited orders of
10,000 cars, while the plant project was estimated for
50,000-100,000 cars. The mistake of the company's
founders was to bet on the Russian market, which in
Ukraine is problematic for political reasons.
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Table 1. Production of cars and commercial vehicles in
Ukraine in 2000-2019 [7].

Year Cars Commercial Total Change,

vehicles %
2019 6254 1011 7265 9,7
2018 5660 963 6623 -22,9
2017 7296 2296 9542 81,2
2016 4340 924 5264 -36,1
2015 5654 2590 8244 -71,3
2010 75261 7872 83133 20,06
2009 65646 3649 69295 -83,6
2008 400799 22328 423127 5,1
2007 380061 22530 402591 39,7
2006 274860 20400 295265 36,8
2005 196722 19037 215759 15,4
2004 179098 7792 186890 73,2
2003 103000 4890 107890 100,6
2002 50393 3380 53773 69,0
2001 24995 6829 31824 1,8
2000 18124 13121 31255 63,0
1999 10136 9044 19180

Ukraine's automotive industry has tended to grow
since the early 2000s. In 2008, the production peaked at
423,127 cars. Since 2009, the trend has changed to an
annual decline. Initially, the cause was the global crisis
of 2008-2009. In 2019, the volume of production
amounted to 7265 units, which were manufactured
mainly at the plant "Eurocar" (table 1). Added to this is
Ukraine's accession to the World Trade Organization and
the adoption of its terms to reduce import duties on
foreign cars from 25% to 10% and the waiver of a
number of preferences for domestic producers. At the
same time, illegal schemes of importing cars with
foreign registration spread. Later, the decline in
production was affected by the low competitiveness of
Ukrainian cars in Western markets. Simultaneously,
Russia waged a trade war with Ukraine in the eastern
markets. Common methods were stopping car carriers,
banning transit to Kazakhstan, blocking transit routes to
the markets of Central Asia and the Caucasus.

3.2 Revival of the automotive industry of
Ukraine: priority conceptual components

The crisis of the automotive industry of Ukraine has led
it to a state that can be assessed as approaching zero.
Therefore, there are grounds make reviving the industry
a priority, as a country with an area of 607 thousand km?2
and a population of more than 40 million, should not
exist without its own automotive industry.

The problem of the revival of the automotive
industry should not be understood as a matter of
modernization or renewal of bankrupt enterprises. The

task should be to establish modern production by
corporate and private owners of the latest scientific and
technical achievements in the automotive industry. It is
clear that the latter will drive a hard bargain, to which
the state must generally agree. It can be argued in
advance that they will prioritize radical reforms of the
judiciary and anti-corruption measures to ensure the
security of their businesses. According to V. P.
Prykhodko, "safe" investments create an opportunity to
make capital investments and production savings at a
level that guarantees sufficient rates of expanded
reproduction,  technological  re-equipment  and
restructuring of the economy, which directly increases
the potential protection of economic interests from
threats of various origins. Given the scale of the project,
creating an investment security mechanism is necessary
to attract related producers as major investors.

Carrying out a large-scale transformation in the
economy with the involvement of investors and world
market leaders involves the implementation of measures
to achieve good indicators in terms of the ease of doing
business, since this indicator serves as a guide for
making positive decisions about choosing a country for
capital investment. Theoretically, it is considered a
herald of socio-economic wealth [8]. Improving business
conditions is particularly important for Ukraine, as it has
never been ranked in the top 100 countries in the Ease of
Doing Business Index compiled by the World Bank
since 2006. However, in 2020 there was a significant
improvement in this regard - Ukraine rose to 64th place
in the ranking. Now there are reasons to establish a
firmer place in the first hundred and continue to further
increase the rating.

3.3 Global competition at the start of the revival
of Ukrainian automotive industry

The world automotive industry is now on the verge of
revolutionary changes. According to experts, by 2025,
traditional automakers and suppliers should refocus on
the challenges of global trends in electric mobility and
significantly increase investment in the transformation of
their business models. New competitors with new
thinking and ideas will enter the market. This is in
addition to the fact that, according to expectations, by
2030 more than 55% of new cars can be fully electrified,
and in general, 95% of sales of new vehicles will have at
least partial electrification. Moreover, up to 40% of
mileage in Europe will be carried out by autonomous
vehicles (without a driver) [9].

The drivers of change in the automotive industry are
largely the technically well-educated young adults. It is
the youth that should become the driving force behind
the development of more sustainable and convenient
scientific and technical solutions. They will have to
rethink the whole system of economic relations in the
industry, focusing not on the field of production, as has
happened since the invention of the car and still
continues to happen today, but on the use of vehicles.
Given the megatrends, the choice of innovative areas
will be based on individualization, urbanization, artificial
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intelligence, mobility, digital culture, cooperation with
other industries, offers of additional goods and services.
Given these trends, the European wvehicle fleet is
projected to decline from 280 million to 200 million
units by 2030 [9].

Inclusion of Ukraine in competition with existing car
manufacturers will happen in conditions of the difficult
transition of existing enterprises to a new dimension.
Many market leaders, including the Visegrad Four, end
their production cycle in 2023, complicating the
transformation process. Transnational corporations are
choosing markets with cheaper labour for new
investments. There are several economic studies
showing that companies are considering moving
production to countries with cheaper labour after the
average wages in the region exceeds 1,200 euros [10].

In the context of transformation, the competition on
the market is influenced by the fact that the cost of
labour in the Eurozone is higher than in other countries.
This encourages investors to look for alternatives to
invest in. Among Ukraine's western neighbours, such a
situation is emerging in the Visegrad Four. Slovakia,
which is the only member of the Eurozone, has higher
salaries than the rest of the Group, which is why in 2018
it lost the construction of a new BMW plant to its
neighbour Hungary. At the same time, Budapest won the
research contract for Jaguar Land Rover, despite the fact
that in 2018 the company commissioned the only
European plant outside the UK near the Slovak city of
Nitra. Simultaneously in the neighbouring Czech
Republic, BMW is building a research centre to test the
management of autonomous vehicles. According to the
Slovak Automobile Industry Association, the country
has lost its competitiveness in the Visegrad Four region
and is losing its advantage over the countries of Southern
Europe [10].

Financial and economic readiness to start
transformational changes is an important factor in
competition in the automotive industry today. At the
moment, it is not profitable for the owners of existing
enterprises to restructure their production facilities to
produce electric cars. They require a lag of time during
which the most expensive assets can be depreciated,
namely plants for the production of internal combustion
engines and gearboxes. Under such conditions, outsider
countries have obvious competitive advantages - they
have nothing to lose. In view of this, it can be argued
that Ukraine, given the entry of a strong investor in its
market due to the time factor has a good chance of
becoming an automotive state.

Thus, international competition in the field of car
production is characterized by the accumulation of
sufficient scientific and technical potential to carry out
restructuring on market terms. Both current leaders in
the automotive business and outsiders have a chance to
compete for success in the vehicle market. Given the
high cost of future transformations, their success will
depend to a large extent on the interest and participation
of governments. In this regard, it should be noted that the
automotive industry is not a leader in investing in R&D.
The top 10 companies in the world in terms of R&D
costs include only Tesla Motors, which spends $ 0.7

billion (ranked 10th), while the spending of Alphabet
(ranked 1st, specializing in software and internet)
amounts to 12.3 billion dollars. At the company level,
the prerequisite for success will be the choice of
production location on the basis of a competent
assessment of the factors of spatial, human, raw material
and environmental potential. The final decision should
be made taking into account the cooperation with central
governments and local authorities.

3.4 Avenues for revival of the automotive
industry of Ukraine

The revival of the automotive industry is a decade-long
task of national importance, because it fundamentally
changes the structure of the economy and convergence
strategy, affects social institutions and the development
of society. The scale of the task should be ensured from
the very beginning by the adopted legislative and
governmental actions. The experience of Poland is very
significant in this context, as in 2003 it was among the
top three countries offering the best conditions for the
location of plants for the production of components for
the automotive industry. This was followed by an
increase in FDI inflows and the development of a sub-
supplier reserve, and during 2007-2009 Poland became
the second largest (after the Czech Republic) car
manufacturer in Central and Eastern Europe [11].

The central government should initiate the invitation
of the main investor. It is advisable to attract a
multinational company that owns the brand with top
sales in the Ukrainian market, namely Toyota, Renault,
Skoda, Nissan, Hyundai, or Volkswagen. Regulatory
documents should regulate the allocation of land for the
creation of industrial zones to the parent company and
manufacturers of parts and semi-finished products.

The global trend of transformation of the automotive
industry indicates the impossibility of success without
the use of public-private partnership. For example, the
Automobile Industry Association of Slovakia appealed
to the government to conclude a Memorandum of
Understanding and Cooperation on creating conditions
for sustainable development of the industry. This
document should help maintain the competitiveness of
the automotive industry in the long run. For Ukraine,
which is developing the industry after the fall in
production to almost zero, success without close
cooperation with central government agencies is almost
impossible.

Along with the choice of the main investors and the
model range of the cars, it will be necessary to decide on
the division of labour. The automotive industry in the
narrow sense is a component of mechanical engineering.
However, its functioning requires the creation of a kind
of symbiosis of mechanical engineering, electrical and
chemical industries. To ensure the production of
components, the parent company must create a network
of related companies and global suppliers. Given the
global experience, generally for this purpose cooperation
with small and medium-sized businesses, most of which
have of 25 - 50 - 100 employees is established and
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developed. The developed system of automobile
production has hundreds of subcontractors. In Slovakia,
for example, there are about 700 companies operating in
the automotive industry [12].

The creation of an enterprise for the production of
electric vehicles will require the development of
technology of numerous components for a new type of
product. These include autonomous control systems,
alternative drives, digital data transmission, braking
systems, lane keeping assistance systems, medium
capacity batteries that are charged through recuperation
during braking, batteries for plug-in hybrids.

The division of labour among car manufacturers
forms the geographical structure of the automotive
industry. Local, regional and global production networks
are created for the purposes of balanced and synchronous
functioning of producers. However, this process of
division of labour should not be final. Today, in the real
economy, more and more attention is paid to global
value-added networks. They make it possible to
distribute individual production operations between
different countries of the world, which is a means of
ensuring a high level of competitiveness [13]. For
Ukraine, this requires finding forms of cooperation with
the Visegrad Four. They are, firstly, territorially the
closest countries of the European Union, and, secondly,
world leaders in the automotive markets. The formation
of international production networks and global value-
added networks in Central and Eastern Europe with the
participation of Ukraine can be an effective direction for
successful and accelerated development of the country's
automotive industry

4 Discussion and conclusions: car
production, a new business model - a
new community

Revival of the automotive industry of Ukraine is a road
from deindustrialization to industrialization of the
country following the newest scientific and technical
ideas focused on the future. That is why an electric car
with different levels of automation and digitization
should be the basis for this process. The mission of the
automotive industry is changing rapidly, it can no longer
be traditionally interpreted as meeting the growing needs
of the population in mobility and approaching the level
of economic prosperity of developed countries. At the
same time, eclectrification in combination with
digitalization encourages the establishment of new social
relations and a new way of life. We do not deny the
importance of traditional innovations: economical
engine, reliable brake mechanism, high-speed car,
attractive design, etc. However, in time there is a need
for new innovations, such as autonomous driving and
automated cars.

A comprehensive and rapid reorganization of the
automotive sector will result in the emergence of new
business models. Manufacturers and suppliers must offer
consumer-oriented innovations to succeed in the
markets. It should be assumed that a certain part of
society, especially young people, does not have and does

not need a personal car. Multinational companies are
already developing models that will be effective in
online car-sharing agencies to create driving
communities on online platforms with intermediary
functions for private travel. The greatest prospects are
predicted for business models of car sharing in large
cities, combined with public transport. Modern electric
cars have great potential to create an inclusive society
and expand opportunities for equal participation in
public life, in particular with the use of a car without a
driver.

Electric mobility experts are developing new
concepts based on the fact that the future of the car is the
future of mobility. Discussions on such a link are
important for developing an automotive strategy. The
development of the debate on the future of the
automotive industry in the global dimension and in
Ukraine in particular can be conducted based on new
terminology: the coefficient of integration, infrastructure
efficiency, inventory ratio and levels of autonomy.

Achieving the goal of reviving the automotive
industry is a task of at least a decade for Ukraine. It will
be impossible to do without reorienting the training of
engineering and technical personnel for the production
and maintenance of equipment of the future. Ukraine had
a competitive engineering education in the Soviet
system. Its comparative advantage lay in the harmonious
combination of two main components - educational and
scientific. However, it operated separately from
manufacturing entrepreneurship and global innovation
trends. In recent years, the government has increased
government orders for engineering training. However,
the increase in the number of specialists alone is not able
to sufficiently ensure the country’s international
competitiveness in the context of the transformation of
the world economy to the requirements of Industry 4.0.

The reform approach to engineering training should
be based on the fact that Industry 4.0 will operate in a
new economy that not only necessitates transformation,
but may also pose a threat [14]. Engineers need to be
able to implement a new approach to production, fully
linking physical work to the digital world, automating
processes and allowing machines to operate
independently. Despite the view of the job automation’s
limited effect [15] (for Germany), most researchers
predict a significant impact on employment and / or
wages ([16] for the US; [17, 18] for six EU countries). It
is proved that the pace of implementing the
achievements of Industry 4.0 will vary in different
industries and countries. Therefore, it can be argued that
it will be determined by the readiness of the engineering
to create and develop innovations.

If a new system of engineering training is to be
created, it must be included in the processes of creating
clusters, technology parks, business incubators, design
bureaus, and small businesses. Accordingly, the diploma
on engineering education should reflect the level of
knowledge, practical skills, creative (innovative)
potential of the university graduate. Such a model can be
implemented in the framework of dual education, the
implementation of which has begun in Ukraine, but does
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not yet have a sufficient scientific, methodological and
regulatory background.
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Abstract. Approaches and methods of qualitative and quantitative analysis of business processes are
analyzed, their advantages and disadvantages at application in an estimation of business processes of the
enterprises and the organizations of various spheres of activity are defined. A method for determining the
economic efficiency of the implementation of an automated design system, as well as indicators and
criteria for assessing the economic efficiency of the implementation of an information system in the
reengineering of business processes. The main examples of quantitative indicators are considered, in
particular: process indicators, product (service) indicators and consumer and stakeholder satisfaction
indicators. In the course of the research, recommendations were developed for the creation of a
generalized system of indicators for assessing the business processes of enterprises and organizations,

regardless of their field of activity.

1 Introduction

The use of the latest information technologies in
business, economy, state administration and the other
branches is the extremely necessary condition for the
efficient development. In case, when this condition is
not observed at the proper level, the development
slowdown will take place and the possibility to get into
the rating of the lagging behind and the inefficient ones
will appear.

The EU pays a great attention to the development
of the digital economy, considering that the economy
level of the continent will depend on the fact, how
efficiently the enterprises will use the digital
technologies. The enterprises, being not integrated into
the digital space, will not belong to the World market.

Thus, it’s clear, that the realization of control is not
possible without using the intellectual information
technologies for the efficient organization of business.
It’s necessary to create the corresponding information
system of the organization, which would be unified in
all the structural subdivisions and would help to take
the strategic and tactical managerial decisions
efficiently. Taking into account, that the concept of the
strategic development is left to be the dominating
concept of the modern company’s development, it’s
necessary to use the intellectual information
technologies at all the phases and stages of the strategic
decisions-taking at the formation of the company’s
information environment [1].

The modern information technologies are the
computer processing of information, according to the
previously processed algorithms, the storage of big
amounts of information on different bearers, the

* Corresponding author: golikova_kp@kneu.dp.ua

analysis and the visualization of data and the
information transmission at any distance within the
utmost minimal time. The new era has come — the era
of “Big Data” (“Big Data era”) and “Data Mining” (the
intellectual analysis of data).

That’s why the information technologies are used in
the economy and business for processing, sorting and
aggregating of data, for the organization of the
interaction between the process participants and the
computing engineering, for the satisfaction of the
information needs, for the operative connection at all
the phases and stages of the organization’s life cycle.

In general, in order to provide the competitive
positions, the modern business solves the following
three strategic tasks:

- it's necessary to establish the closest relations
with suppliers and customers;

- to increase the level of the private operational
efficiency;

- to increase the competitiveness of the production,
being manufactured.

The fulfillment of all these tasks is not possible
without the integration of information systems and
technologies into the sphere of business.

We propose to examine the achievements of these
three tasks through the prism of the organization’s
business-processes with the use of the definite
information technologies (digital tools) (Table 1).

We also demonstrated the tasks, concerning the
rational cooperation between the business-structures
and the executive bodies, banks and others in this
Table and presented the information technologies that
had been already introduced into life at present and
reflect the digital transformation of the corresponding
interrelations between the corresponding subjects too.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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Considering that, you may come to the conclusion that
all the subjects, using the corresponding information
systems, had an opportunity to feel the considerable
positive effect at the definite interaction.

Table 1. Organizational business process groups and digital
technologies (systems, tools, programs) for their
transformation [1].

Business process groups | Digital tools (systems,
organizations products,
software solutions)

Task Ne 1. Establishing a closer relationship with suppliers
and customers

1. Interaction with suppliers | Systems SCM (Supply Chain
Management)

2. Interaction with customers | Systems CRM (Customer
(consumers) Relationships Management)

Task Ne2. Increase the level of own operational efficiency

3. Resource management ERP (Enterprise Resources
Planning)

4. Business process | BPM- systems (Business
management process management)

5. Analytical management | Technologies Big Data, Data
component (data analysis) mining, OLAP-cube,
cloud computing, Google

Analytics
6. Providing modern | Office 365, Google doc, use
employee technologies | of CRM systems, dashboards

companies to effectively | for key evaluation indicators
perform daily work

Task Ne3. Increase the competitiveness of products

7.  Product management | PLM (Product Lifecycle

2.1 Problem Positing

As it’s [2] mentioned in the work, the indicatiors’
system of the process allows:

- estimate the state of the affairs at the initial stage
(for the model “As is” (“As it is”)), i.e. to define the
starting point for the introduction of the improvement
process;

- identify the processes, that require improvement;

- claborate the forecast or the trend of the process
development;

- compare the indicators’ level of the researched
enterprise with the analogous indicators of the
competitors or with the average meanings in the
corresponding branch of the economy;

- estimate the result of the already realized
measures, concerning the improvement of processes;

- select the most corresponding tools for the further
improvement.

The mostly-spread scientific approach to the
classification and the differentiation of the estimation
indicators of processes is the approach, offered by V.V.
Repin and V.G. Yeliferov [3], based on the division of
the processes analysis into the qualitative and the
quantitative ones.

The generalization of these approaches allowed us
determine the advantages and disadvantages in their
use, presented in the Table 2.

Table 2. Advantages and disadvantages of existing
approaches and methods of business process analysis [4,5,6]

(control, storage and | Management) systems and

providing the necessary | PDM (Product Data

information) Management), digital
sensors,  GIS-technologies,
etc.

8. Marketing activities Digital internet marketing

tools, Using Google
Analytics  tools  Google
Adwords; SEO and SMM

Type of
approaches and
methods to the
analysis of
business
processes

Pros and cons

Qualitative analysis of the business process

Tasks for rational cooperation between business structures
and executive bodies, banks, etc.

When registering /| Online service of the

liquidating a business Ministry of Justice of
Ukraine

State Tax Service, pension | Electronic reporting,

fund, social services, bank electronic signature

Customs authorities

Single Window System

2 Background

The indicators of the business-processes are necessary
to determine such targets, which are possible to be
measured and controlled for the achievement of the
defined purposes. The indicators of the business-
processes are the indicator of the successful run of the
processes and, on the contrary, indicate the presence of
certain disadvantages. The indicators are the stimulus
for the support of the existing level of standards, as
minimum, and for the improvement in comparison with
the competitors and the successful satisfaction of the
constantly growing needs of the consumers, as
maximum.

SWOT analysis Pros. Allows you to systematize
information about the invoices of
internal and external influence on
business processes. SWOT-analysis is
suitable for preliminary qualitative
evaluation of the business process, its
results can be useful for determining the
characteristics of the process and the
reasons for its low efficiency.

Cons. SWOT analysis is characterized
by a high level of subjectivity, its results
are a weak basis for management

decisions.
Analysis of | Pros. Managers and direct participants
process problems | take part in the implementation of the
Ranking of | methods in the survey process
processes executors, which allows you to identify

problem areas of the process. Allows
you to determine the order of process
improvement.

Cons. The method allows to detect only
the presence of problems, but does not
allow to measure their depth. It is not
possible to assess the problems from a
financial point of view or from a point
of view view of quality indicators.

Analysis of | Pros. These methods allow you to
inputs and | determine the shortage or redundancy
outputs inherent in the inputs, outputs, resources
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Function analysis

Resource analysis

Analysis of the
process for
compliance with
typical and / or

regulatory
requirements

of the process. Their use allows to
structure business processes, to make
them more integral, to eliminate
"bottlenecks", "to make healthy"

the most poorly organized processes.
Cons. All of these types of analysis are
necessary for use, but none of them is
not a tool for fundamental reengineering
and implementation of deep changes in
business processes, increasing the
efficiency of business processes.

Quantitative analysis of the business process

Simulation

Pros. The method allows to consider a
large number of alternatives, to improve
quality management decisions and more
accurately predict their consequences.
Allows you to find what you need
solution in case of impossibility of
conducting an experiment in real life.
Cons. The complexity and high cost of
using the method.

ABC analysis

Pros. Clarity of the analyzed indicators,
accuracy of the calculated parameters,
possibility of automation of the analysis.
Cons. Requires restructuring of the cost
accounting system in the enterprise,
because on most companies do not have
a system of process accounting of
process costs.

As far as the indicators, by which the quantitative
analysis of the process operates, are concerned, then,
there are three groups of indicators here:

- the indicators of the business-process — the
numerical values, characterizing the process run and
the financial, the time, the resource and the human
losses;

- the indicators of the product (service) — the
numerical values, characterizing the product (service)
as the result of the process realization. For example,
the absolute scope of services, the scope of services in
relation to the ordered or the needed amount, the
number of mistakes or breakdowns at the presentation
of service, the nomenclature of the presented services
in relation to the necessary services;

- the satisfaction indicators of the process clients —
the numerical values, characterizing the consumers’
satisfaction degree with the process result. It’s
important to distinguish the satisfaction of the internal
consumer or the external one with the process result
and the satisfaction of the final consumer with the
production or the service [3].

The indicators, characterizing the business-process,
may be presented in the following way (Table 3).

Table 3. Types of business process indicators.

Analysis of
process, product
and customer
satisfaction

Pros. Indicators characterize the main
components of the business process
from different points vision (financial,

technical, etc.). Indicators carry
objective information in numerical
terms, outline the "problem areas" of the
studied object.

Cons. Process, product and customer
satisfaction indicators are separated
characteristics, on their basis it is
difficult to determine the assessment of
the effectiveness of the study object as a
whole.

indicators

The conducted generalizations of the existing
approaches to the estimation of business-processes
testify to the fact that the qualitative analysis gives the
possibility to get information of the run’s peculiarities
of processes, the presence of the problem sections, the
“narrow places”, the excessive or the missing functions
of the processes. The qualitative analysis is the
distinctly structurized characteristic feature of the
business-process, which is the very important
background for the further realization of the
quantitative analysis.

The quantitative analysis, in its turn, allows get the
numerical values that characterize the run of the
business-process, define its state from the viewpoint of
the technical requirements, the quality indicators. The
quantitative analysis gives the possibility to measure
the degree of the business-process efficiency, to
calculate the profitability, to define the time
characteristic features of the business-process. It’s
possible to set the normatives, to correct the strategic
purposes, to foresee the further development of the
organization, according to the results of the
quantitative analysis [7].

in disci:;ors Examples of indicators by type
The cost of the business process;
Costs of raw materials and supplies;
. . Labor costs of performers;
Financial R
Indicators Amortization;
Heat and energy costs;
Communication and acquisition costs
information;
Technical The number of business process features
Indicators that performed in the workplace;
Number of staff, including
managers and specialists;
Temporary The average process execution time in
Indicators in general;
Average downtime;
The average execution time of
individual business process functions;

O. Kochnyev and the iTeam [8, 9] company
professionals offer the classification of the business-
projects indicators, in the frames of the quantitative
approach, with the separation of the four main groups
of indicators: effectiveness, efficiency, productiveness,
quality, — and the three auxiliary groups of indicators:
activity of performers, losses of resources, profit
(Table 4).

The evaluation’s express-method of business-
processes was offered by K.K. Chuprov in the work
[10] in 2005. The evaluation system’s following
components of the business-projects’ control efficiency
are determined, according to this method: the
efficiency indicators of the separate processes; the
qualitative indicators of the enterprise’s production; the
indicators of the clients’ satisfaction with the results of
the enterprise’s activity; the microeconomic and the
financial indicators of the activity. The express-method
of the business-processes’ evaluation of K.K. Chuprov
is founded on the principles and methods of the
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structural modelling, the object-oriented modelling, the
analysis of cost, according to the processes, and the
analysis of the key indicators.

- the number of outputs in copies of business
processes (Pout);

- number of regulatory documents (Preg).

The principle of calculating indicators according to

Table 4. The main indicators of the business process . .
the express method of assessing business processes

(according to O. Kochnev).

K.K. Chuprov is presented in table. 5.

The main . L ) .
groups of Table 5. Calculation of indicators in accordance with the
business process Examples of indicators express method of assessing business processes
indicators and K.K. Chuprov.
their essence : i . Calculation | Normative
Effectiveness - | Number of clients who applied; Indicator formula value
the indicator is a | Sales volume; The complexity index is the
measure of the | Number of concluded agreements; ratio of the number of levels of
result useful for | Production volume; decomposition process models
the client process | Delivery time to the total amount of selected Icomp =PI Icomp <
Efficiency is an | The cost of attracting a client; processes, determines how /Pe 0,66
indicator Sales conversion; complex is the hierarchical
characterizes the | Average check; structure of business processes
ratio of  the Cost quroductlon; Process index - the ratio of the
achieved  result | Shipping cost number of "gaps" (lack of
and used causal relationship between the
resources subprocesses of the process that
Productivity - an | Sales per person employee; considered) in business
indi hat | Number of db Ipr =Pg/
indicator that umber of customers served by one processes to the sum of the Ipr<1
che}racterlzes the employef:; classes of the business process, Pel
ratio of | Production volume per employee; characterizes the integrity of
achievements Revenue per employee; the process, which can be
result and human | Profit per employee defined as problematic, or as a
resources used process
Quality indicator | Product quality indicators (services): Controllability indicator - the
- reflects the | the degree of defect of the process ratio of the number of process
degree of | products; _ owners to the number of
customer number of defects, incomplete orders; business process classes. | Icont = PO/
satisfaction of the | marriage elimination costs; characterizes the efficiency Pcl Icont <1
business process | Service quality indicators: managing the owners of
with the result the number of returns and complaints on business processes that belong
the products of the process; . to them
number of complaints and reclamations Resource intensity - the ratio of
on the quality of service that received the number of resources used to
from customers; o "Outputs", the results of the Ires =R/
the number of emergency situations to business process, demonstrates = Ires < 1
be resolved the participation of the efficiency use of resources in Pout
higher was required leadership the implementation of a
particular business process
The work’s author [10] suggests to use the methods Regulability - the ratio of the
of the functional modelling IDEF and DFD or the amount of regulatory
modelling methods of the integrated information documentation Treg = Preg
systems ARIS, ORACLE, SAP/R3, BAAN for the to the number of classes of 7 Pel Ireg> 1

construction of the processes’ models. It’s offered to
calculate such indicators of the business-processes’
efficiency on the basis of the constructed models of the
processes as complexity, processability, controllability,
resource-capacitance, regulatedness. The normative
meanings of these indicators are calculated by the
author [10].

To calculate these indicators, quantitative values of
such basic parameters as:

- the number of levels of the business process
system (P1) should be identified;

- number of copies of business processes (Pc);

- the number of "gaps" in the process instances
(Pg);

- number of business process classes (Pcl);

- number of business process owners (PO);

- the number of resources used to perform the
process (R);

business processes, determines
the level of regulation current
processes

After calculating the five performance indicators,
an integrated indicator is calculated. If its regulatory
value is within 1<XK2, the business process is
considered inefficient and in need of change. S.M.
Kovalev and V.M. Kovalev [11] in 2005 proposed a
method of analyzing business processes by critical
success factors. The authors suggest such indicators for
the selection of the prior business-processes as the
importance of the business-process, the problemsness
of the business-process and the possibility and the cost
of the business-process changes’ realization. It’s
suggested to evaluate the Critical Factors of Success
(CFS), flowing out of the company’s mission after its
decomposition into the strategic purposes (targets),
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according to these criteria. Basing on the Pareto Rule,
S.M. Kovalyov and V.M. Kovalyov offer them from
the plural number of the strategic purposes.

The criterion of the business-process importance
characterizes the contribution’s weight of the definite
business-process into the achievement of the
company’s strategic purposes. It’s offered to define the
importance of the business-process with the help of the
matrix of the CFS comparison with the business-
processes. The quantitative evaluation of the business-
processes’ importance is defined as the sum of the
CFS, affecting the business-process and lying in the
range from 1 to 8, or each CFS is given the weight
coefficient, which characterizes its importance, and the
evaluation scale of the  business-process’
correspondence, according to the criterion of
importance, is elaborated. In order to estimate the
problemness of the business-processes, it’s worth to
define the main problems of the business-processes
previously and to evaluate the force of these problems,
according to the scale from 1 to 5, to compare the
results with the problemness scale of the business-
processes, offered by the authors, by having estimated
them from 1 to 5, or to elaborate the private scale of
the problemness evaluation, considering the specific
character of the organization’s activity. The final
coefficient of problemness is calculated as the sum of
the problems’ forces and the problemness degree of the
business-process. The following step, offered by the
authors, is to elaborate the matrix of the business-
processes’ ranging with the scales of importance and
problemness, in order to define the priority of the
business-processes. Those business-processes will be
the most prior ones, which are characterized by the
greatest level of importance and problemness. The
authors of the methods propose to evaluate the
possibility degree of changes realization in the frames
of the three groups of the barriers, being able to
prevent from changes introduction, they are — finances,
the personnel and the legislation. It’s necessary to
estimate the value of the barriers, according to the scale
from 1 to 5, after the definition of the main barriers in
every business-process. The summary value of all the
barriers is calculated after that, which will be the
searching coefficient of the changes realization’s
probability. The priority of the business-processes is
finally defined as the sum of importance, problemness
and the possibility degree of changes realization. The
most prior is the process, for which the sum of the
indicators is the biggest one. The re-engineering of the
processes, which operation is unsatisfactory at the
present moment, is realized in the first turn, the
attention is paid after them to the processes, having the
average influence on the operation of the enterprise;
the attention is paid to the processes, having the
insufficient influence or working well enough, in the
final turn.

It’s reasonably to separate several methods of the
results’ efficiency evaluation of the information
systems’  introduction among the researched
methodical instruments at the re-engineering of the
business-processes, where the subjectivism element of
the expert evaluation may be essentially reduced. Let’s

mark the following ones among them:

- the analysis of the efficiency key indicators and
the evaluation of the effectiveness balanced indicators;

- the fuctional-cost analysis;

- the analysis of the investment’s repayment;

- the evaluation of the possession’s aggregate cost.
You may not find today many domestic companies,
being able to introduce the integrated system of their
activity’s evaluation, based on the use of the presented
models. It’s worth recognizing, that the above-
mentioned models of the financial result evaluation are
not widely-known till the present time not only in
Ukraine, but in the developed industrial countries,
having essentially more experience in the use of the
information systems at the realization of re-engineering
[12].

Let’s investigate the types of the economic
efficiency that may be estimated at the information
system’s introduction of the re-engineering measures’
monitoring at the industrial enterprise. It’s necessary
to notice that there are the absolute and the relative
(comparative) economic efficiencies. As the scientist-
economist L. Vodachek indicates, the analysis of the
already selected (or even the realized) variant of the
information system’s introduction is conducted without
any accounting of the possible alternatives in the first
case. In the other case, the alternative strategies of the
system’s introduction are compared with each other
from the position of the economic efficiency. You may
also calculate the specific indicators of the efficiency
(per one hrivnya of the contributed costs, per one
employee and so on) [13].

2.2 Presentation of Materials and Results

According to the economic efficiency evaluation
methods of  business-processes  re-engineering,
analyzed by the author of the research, you should
ascertain the absence of the united approach to the
solvation of this problem.

Let’s examine the calculation of the absolute
efficiency of the information system’s introduction at
the realization of business-processes re-engineering.
From the positions of the user (the final consumer) of
the information system, the absolute efficiency of the
introduction is defined as the relation of the difference
between the obtained results (or the evaluation of these
results in future) and the costs for the introduction to
the corresponding costs for the introduction of the
information system. If the enterprise has not been
automated in general before the realization of the
evaluation operations, it’s enough to compare the
activity results without any introduction before the re-
engineering measures — R; at the corresponding zero
costs (S; = 0) — with the results after the introduction at
the realization of re-engineering — R, at the
corresponding costs S,. The simplified indicator of the
efficiency (E) is calculated, according to the formula
[14]:

__ (Rg—Ry—55)
5,

E - 100% (1)
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At this, the difference (R, — Ry) characterizes the
obtained effect from the main activity of the enterprise
after the project realization of the information system’s
introduction at business-processes re-engineering.

The value of the aggregate costs for business-
processes automation at their further re-projection and
the formation of the new business-process, as a rule, is
composed of the following:

— the cost of the used computers;

— the cost of printers, the system equipment and the
other devices;

— the cost of the program products or the licences
for their use;

— the costs for the installation, introduction,
adaptation, studying and the accompaniment of the
program complexes;

— the evaluation of losses, due to the change of the
control structures, the personnel re-organization and so
on;

— all the current costs (for the electrical energy,
premises, communication and so on).

In case, when the introduced information system of
business-processes automation has been already at the
enterprise, it’s necessary to take into account the
current costs for its maintenance and to compare the
effects at the basic and the actual variants of the
system’s introduction. Due to that, we offer to define
the economic efficiency from the introduction of the
automated projection (designing) system at business-
processes re-engineering in the following way:

£ =B 1000 2)

where (R, — Ry), (S2 — S)) — is the difference of the
results (R, — R)) and (S, — S)), the difference of the
costs at the new and the basic variants of the
information system of the enterprise’s business-
processes automation, being subjected to re-projection.
E characterizes the CFS efficiency coefficient, on
which ground the criterial base of the economic
efficiency evaluation of the information system’s
introduction is offered.

It’s completely clear that if E > 0, then, the
system’s introduction was held effectively. How much
effectively it was really done is shown by the relative
indicator of the efficiency per one hrivnya of the
aggregate costs, which is reflected by the quantity of
the effect’s hrivnyas, coming per one hrivnya of the
realized costs (including the time factor). The use of
the CFS relative indicator gives the opportunity to
define the optimal variant of the automated projection
(designing) system’s introduction at re-engineering of
business-processes at different budgets of the projects.
In order to realize the expert evaluation of the
measures,  concerning  the  business-processes
automation, the expert groups need the corresponding
criterial base at the definition of the projects’ economic
efficiency. The indicators and the criteria of the
information system introduction’s economic efficiency
at re-engineering of business-processes are offered in
the Table 6.

Let’s mention that the ranges of the economic
efficiency indicators of the automated projection
(designing) system’s introduction at re-engineerng of
business-processes are obtained, according to the
results of the bench-marking research of the
transformation/restructuring projects of the Ukrainian
industrial enterprises of the machine-building, light,
processing, coal and the oil-gas industries of Ukraine
on the basis of calculation of the expected results from
the introduction of these projects [14].

Basing on the presented Table 1, we separated the
four meanings’ areas of the specific efficiency
coefficient of the automated projection system’s
introduction at re-engineering, forming the strong, the
sufficient, the weak and the insufficient economic
efficiency levels of business-processes automation at
the realization of their further re-projection. It allows
increase the quality of the realized evaluation and
establish the more real economic efficiency’s level of
the measures, concerning the introduction of
information systems [15, 16].

Let’s indicate in total, that the presented criterial
base may be also used at the definition of the economic
effects from the synergetic influences on the economic
potential of the industrial enterprise.

Table 6. Indicators and criteria for assessing the cost-
effectiveness of information system implementation in
business process reengineering.

Indicator Value Conclusion
lef>2 We can talk about real success in
business by increasing

controllability of the enterprise on
the basis of new information
technologies, and, consequently,
conducting effective reengineering
of business processes

1 <lIef < | This range of values of the specific
2 coefficient of efficiency indicates
sufficient efficiency of the project
results  during  reengineering
business processes and eliminate
bottlenecks in business processes

0<lef<1 This range of coefficient values
indicates a weak economic
efficiency and about possible

Index negative tendencies in introduction
efficiency of IS at conducting reengineering.
It is advisable to talk about the
impact internal and external
factors that interfere with normal
conducting  reengineering  of
business processes, in particular
about error set goals and objectives
of business process reengineering,
inefficient  strategic  planning,
incomplete compliance with the
implemented IP reengineering and
technological processes at the
enterprise, etc.

lef <0 The reengineering project is
unprofitable due to excess costs
implementation of an information
system over the expected results
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3 Conclusions

The indicators of business-processes are the
irreplaceable tool to control the achievement of
purposes, to compare with the normatives, the
standards and the achievements of the competitors, to
control the satisfaction of the consumers. The use of
the qualitatively claborated system of the business-
processes’ indicators is the guarantee of the successful
introduction of the process approach to the activity of
any enterprise or organization. The system of
indicators will allow define the efficiency or
inefficiency of the processes’ run, it will point out the
low effectiveness and promote for the quick solvation
of the problem questions in the very that part of the
business-process, where it is necessary.

The modern researchers separate the qualitative and
the quantitative analysis of business-processes. The use
of the qualitative analysis methods of business-
processes gives the possibility to structure the
processes, to avoid the “narrow places”, to define the
improvement regularity of the processes. However, the
existing methods of the qualitative analysis are
intrinsic in the significant subjectivism and the definite
“erosion” of the obtained information, not giving any
opportunity to take the strategic managerial decisions
on the basis of the results, received at the use of the
qualitative analysis.

The methods of the quantitative analysis, in
contrast to the qualitative one, operate by the facts, the
numerical values, allow avoid the subjective
evaluations and the mistaken interpretations, received,
due to the insufficient formalization of the conclusions.
At this, we grounded a series of both advantages and
disadvantages in the run of the conducted
investigations for the comprehensive use of these
methods in the evaluation of business-processes of
enterprises and organizations. Besides, the absence of
the experience to calculate the costs in the processes
stands as an obstacle on the use of such quantitative
analysis method as the ABC method, but the
introduction of the balanced indicators’ system requires
the essential enlargement of the costs for the marketing
researches and the internal audit.

The  express-method of  business-processes
evaluation, offered by K.K. Chuprov, is worth being
referred to the advantages, due to the possibility to
realize the evaluation of business-processes quickly
enough, by avoiding the complex calculations and the
subjective qualitative methods. However, the express-
method of K.K. Chuprov may be used only on
conditions of the previous description of the business-
processes with the use of the modelling methods IDEF,
DFD, ARIS. Besides, the use of the presented methods
does not allow realize the deep evaluation, which may
become an obstacle to the demonstration of the
unobvious problems of the process.

The methods of the business-processes’ analysis,
according to the Critical Factors of Success, offered by
S.M. Kovalyov and V.M. Kovalyov, are simple enough
and understandable from the viewpoint of selection of
the prior business-processes, but they require the closer
definition of the notions: the force of the problem, the

problemness of the business-process or it’s necessary
to make these notions more exact and to elaborate the
criteria of their evaluation for each enterprise
individually. Besides, it’s necessary to define the
coordination degree of the experts, while calculating
the coefficient of concordation - for the methods, that
foresee the application’s possibility of the expert
evaluations’ method.

The key aspects of the economic -efficiency
evaluation of business-processes re-engineering at the
industrial enterprise are examined. The economic
efficiency increase ways of the enterprise’s functioning
at the realization of re-engineering are separated. The
calculation of the absolute efficiency of the
information system’s introduction at the re-engineering
realization of business-processes is examined. The
method of the economic efficiency definition from the
introduction of the automated projection system and
also the indicators and the criteria of the economic
efficiency evaluation of the information system’s
introduction at re-engineering of business-processes
are offered.
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Access to Finance as a Driver Innovation
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Abstract. Innovation accelerates economic growth and becomes the key to success in the new post-
industrial paradigm. The more innovation, the more a country's prosperity grows. Innovation is a risky and
costly type of activity, so it requires significant financial resources attracted from different sources and by
different methods. Traditionally, the entrepreneurial sector, which has sufficient amounts of various
resources, is the most innovatively active. At the same time, the innovative activity of companies is under
pressure from a number of factors. The purpose of the article is to analyze the factors influencing the
innovative activity of industrial enterprises in Ukraine and to identify the relationship between the volume
of innovation and economic growth of the country. For the analysis there were used the methods of
descriptive, comparative and correlation and regression analysis. The sample is created at the basis of data
from statistical reports on the research and development activities of economic entities in Ukraine for the
period 2000-2019.1t has been revealed that there is a steady decline in the number of workers in the
innovation sphere in Ukraine, and compared to European countries, these indicators are much lower and
tend to decrease further. This affects the place of Ukraine in the global ranking of innovation in a negative
way. It is confirmed that there is a direct positive significant relationship between the costs of innovation
and bank loans and foreign direct investment in the capital of Ukrainian companies, confirms the thesis of
funding as a driver of innovation. It is confirmed for Ukrainian content that there is a positive relationship
between innovation and economic growth.

1 Introduction

R&D and innovation is an important factor in a country's
economic growth and prosperity, and contributes to its
competitiveness in the modern world. Even small and
resource-poor countries achieve a high level of economic
development with the introduction of disruptive
technologies and organizational and product innovations.
In order to become successful in the new post-industrial
paradigm, the state and business must significantly
increase the volume of spending on innovation and
science, create conditions for replication and
multiplication of  innovation, develop the
entrepreneurship sector, inculcate the ideology of
creativity, innovation and enterprise in society. An
important condition for achieving a technological
breakthrough is access to funding. And while public
sector research institutions can rely on funding from the
state budget, business can rely primarily on internal
resources and funds raised from the financial market. In
conditions of underdevelopment of stock market in
Ukraine, and as a consequence, its inability to absorb
financial capital and fulfill its mission of provider of
capital, low volumes of business crediting by credit
institutions, chronic shortage of own funds of enterprises
as a result of permanent economic recession, business
suffers from inability to activate and finance innovation
activity.

The aim of the article is to analyze the factors
influencing the innovative activity of industrial
enterprises in Ukraine and to identify the relationship

* Corresponding author: vasylchuk_ip@duet.edu.ua

between innovation and economic growth of the country.
From the above, the task of this study is to find answers
to the following research questions:

RQI. Do macroeconomic factors influence the
innovative development of the country and the
innovative activity of Ukrainian companies?

RQ?2. Ts the determinant of human capital significant for
the level of innovativeness of the country's economy?
RQ3. Does company size influence the level of its
innovative efficiency and the amount of expenditure on
innovation?

RQ4. Does the company's access to financing from
various sources and forms of attraction affect the amount
of innovation expenditures?

RQ5. Is there a positive relationship between the R&D
expenditure on innovation of industrial companies and
the economic growth of the country?

To find answers to these questions, there were used
descriptive, comparative and correlation-regression
analysis methods. The sample is created at the basis of
data from statistical reports on the research and
development activities of economic entities in Ukraine
and on the Statistical Yearbook of Ukraine for the period
2000-2019.

1.1 Literature review

At the beginning of the study it is necessary to define the
main terms. In scientific publications, the innovative
activity of companies is understood as an activity, action

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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or set of activities aimed at creating a new product or its
significant improvement, in order to obtain commercial
benefits and competitive advantages of innovation-active
enterprise [1-5]. It is important to emphasize that it is an
activity aimed at the use and commercialization of R&D
results and predetermines the release of new competitive
goods and services to the market [report]. So, innovative
activity leads to development. In turn, the innovative
development of the enterprise is defined as positive
qualitative changes in the state of the enterprise as a
result of the implementation of innovative activity and
effective use of innovative potential [2]. It can be
assessed by the level of implementation of innovation,
namely by the achieved level of practical use of
inventions, research results, technologies and other
innovations [3]. There are innovatively active and
innovatively capable enterprises. Innovation-active
enterprise is an enterprise that was engaged in innovative
activities (developed or implemented new or improved
products and innovative processes) during a certain
period of observation [6].

The innovative ability of the enterprise should be
understood as the ability to carry out innovations at the
expense of the models of the corresponding resources -
financial, human, physical, organizational, and so on.
The absence of a certain type of resource in sufficient
volumes reduces or eliminates the company's ability to
carry out innovative activities.

At the same time, implementation of scientific
research, introduction of innovations requires
appropriate expenses. The innovation expenditure is
understood as the cost of the enterprise to implement
innovations both new to the enterprise, and new to the
market, including: internal R&D, acquisition of R&D
results, machinery, equipment and software, other
external knowledge and other costs [6]. The innovative
activity of the enterprise depends on the influence of
various factors. Ukrainian scientists noted that among
the factors hindering the activation of innovative activity
of domestic enterprises the main ones are such as
imperfect legislative base, lack of financial resources and
weak incentives for implementation of inventions,
research and technology [6]. In the study [3] based on
the results of the survey, the author identifies such
factors as the lack of own funds of the enterprise
(15.6%); high costs of innovation (13.3%); lack of
funding from external sources (8.4%); dominant market
role of individual enterprises (7.7%); difficulties in
finding partners for innovation (5.5%); low demand for
innovative products or services (4.6%). In another study
[7] we find that the main barriers to innovation activity
of Ukrainian enterprises are as follows: lack of own
funds (83.0% of surveyed enterprises), high costs of
innovation (55.9%), insufficient financial support from
the state (56.6%), high economic risk (38.9%), long
payback period of innovation (34.6%). In addition, the
development of innovation activity was restrained by the
imperfect legal framework (37.7%), lack of demand for
the products (16%) and qualified personnel (17.2%). As
wee can see, the overwhelming majority of scientists
identify the factor of lack of financial resources from

various sources as one of the most significant factors of
influence on the innovation activities of enterprises.

In their studies domestic scientists use mainly

descriptive and comparative methods of analysis, while
the vast majority of scientists base their research on the
use of other analytical methods, in particular methods of
econometric analysis. A  significant number of
publications [8-11] are devoted to assessing the
relationship between innovation and economic growth.
Scientists have found that innovation activity is equally
influenced by economic growth and  other
macroeconomic factors. This means that in practice both
innovation activity and economic growth can condition
each other and, therefore, there is a possibility of
feedback between them. Also for different jurisdictions
the factors of influence on innovation are investigated
[11], [12-13]. Thus, K. Sirec and D.Mocnik [14]
evaluated the relationship between firms' innovation
activities and the education of their owner-managers,
firms' international orientation and their growth
aspirations. M. Bhattacharya and H. Bloch [13]
investigated how firm size, market structure, profitability
and growth affect the innovation activities of small and
medium-sized businesses. A. Pecea et al. [9] used such
factors as the number of patents, number of trademarks,
R&D expenditures as determinants of economic growth
and innovation. In [15-16], considerable attention is paid
to the influence of such factors as external direct
investment, access to credit resources, the state of
development of the stock market and the like on the
innovative activity of companies. The authors [15]
discovered that the companies with participation of the
foreign capital or having good access to domestic bank
loans are more innovatively active, than others.
However, existing studies have not carried out a
quantitative assessment of the impact of determinants on
the innovative activity of Ukrainian companies and did
not study the relationship between innovation and
economic growth and well-being of the country.

2 Hypotheses Development and
descriptive data analysis

2.1 Innovation and macroeconomic indicators
of economic development

Innovation activity, as well as investment activity, in
countries depends on the trends of global and national
economies and fits into certain cycles. According to the
research [17] at the global level, historically it has been
noticed that business R&D expenditure, investments in
intellectual property and venture capital moved in line
with GDP, slowing down noticeably during the
economic downturn of the early 1990s, early 2000s and
2009 [18]. Ukraine isn’t an exception and trends of
innovation activity development in the country as a
whole and business R&D activity also move cyclically
(Fig.1). Thus, between 2000-2006 the economy of
Ukraine was on the rise, GDP was gradually growing,
and against this background the indicators of innovative
activity of Ukrainian companies were gradually
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increasing. In addition, after the victory of the “orange”
revolution in Ukraine (2004), international investors
became more interested in Ukrainian companies, which

contributed to a surge in their business activity,
improvement of the investment climate and inflow of
funds. In the period before the global financial crisis
(2006-2008) the volume of foreign direct investment in
Ukraine increased significantly, the interest rates on
loans decreased significantly, which led to an increase in
lending to the economy and the total amount of available
financial resources (Fig. 2).
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Fig. 1. Ukrainian GDP, business R&D expenditure and innovation expenditure of industrial enterprises by source of own funding in

2000-2019

Source: constructed by the author according to [6], [19-21], [23]

12000 35,0
10000 + T 300
= 8000 1 T 259
= + 20,0
2 6000 T S
2 + 15,0
& 4000 T 4 10’0
2000 + + 50
0 — — 0,0
Q S X o Q) Q Q) ™ o S
Q Q Q Q Q N S Y \ .
,\/Q %Q %Q ,»Q ,»Q Q %Q ,»Q 'W/Q ,»Q

Direct investment —€— %, Loan

Fig. 2. Foreign direct investment and % on loans in Ukraine in 2000-2019
*2000-2004 with interest accrued; including loans to the government sector; 2005-2019 loans to nonfinancial corporations

Source: constructed by the author according to [6], [19-23]

In the period after the financial crisis (2009-2010) the
volume of business R&D expenditure dropped
significantly, and already in 2011 there was a significant
“rebound”, although in next years (2012-2014) research
expenditure decreased again, which was due to domestic
political and economic factors (annexation of Crimea,
military actions in the East of Ukraine). In 2016,
Ukraine's economy finally stabilized, the demand for the
main export products of domestic producers intensified,
which caused a “surge” of spending on innovation
activities. However, in next years, the volume of
innovation expenditures already had a moderate upward

trend. Thus, the analysis allows us to confirm the
research question RQI and claim that innovative
expenses of companies are influenced by trends in the
economy, including the main macroeconomic indicators.
We can see (Fig. 2) an inverse relationship between the
volume of foreign direct investment and interest rates on
loans, which confirms the stimulating role of the interest
rate and the weighted monetary policy.

To assess the general state of innovativeness of the
country's economy the share of total intramural R&D
expenditure in GDP is calculated, the level of which in
Ukraine is too low compared to European countries and
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has a decreasing tendency (Fig. 3). Thus, if in 2010 the
share of R&D expenditure was 0,75%, for the last 10
years it has decreased to 0,43%, whereas for the totality
of European countries during the same period the
indicator has increased from 1,92% to 2,12%.

The level of innovativeness of the country's economy
can be evidenced by its rating in global indices. In
particular, in 2019, according to the “Global Innovation
Index — 2020 calculated by the international business
school INSEAD, the World Intellectual Property
Organization and Cornell University, Ukraine took 45th
place out of 130 in the ranking of the most innovative
countries in the world, remaining at a relatively low

position, and maintained 2nd place among ‘“‘countries
with income below average” in the sub-index [24].

If we analyze the total expenditure in R & D in
Ukraine according to their distribution by sectors of
activity (Fig. 4), we can see that traditionally the main
driver of innovation in Ukraine is business, the share of
which is more than 58% of the total costs. So, we can
consider that the success of innovative activity of the
business sector, in particular industry, to a great extent
determines the success of innovative development of the
country as a whole. Therefore, the results of innovative
activity of industrial enterprises in Ukraine require more
detailed research.
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Fig. 3. Share of intramural R&D expenditure in GDP in 2010-2019

Source: constructed by the author according to [19]
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Fig. 4. Intramural R&D expenditure by sectors of performance in Ukraine in 2017-2019

Source: constructed by the author according to [19]

2.2 Innovations and human capital

One of the important factors influencing the innovative
activity of business and the country as a whole
researchers determine a sufficient number of employees
with a high level of education. It has been confirmed [9,
14] that the innovation activity and potential of
enterprises is directly influenced by the education of
managers and researchers, in particular above. Higher
education provides the opportunity to possess more
modern knowledge and research competencies, to be
erudite on a wide range of issues, to be able to constantly

learn and seek necessary information. In addition, the
more high-level workers are engaged in R&D research,
the more new products and technologies they can
implement and produce more innovative products. In
Ukraine there has been steady decline in the number of
employees and researchers engaged in R&D over the
past 10 years (Fig.5).

Thus, the number of highly qualified researchers
decreased by more than 2.6 times from 133.7 thousand
people in 2010 to 51.1 thousand people in 2019, and
their share in the total employed population at the end of
2019 is only 0.31%.
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Fig. 5. Dynamics of the number of employees and researchers engaged in R&D in Ukraine in 2010-2019

Source: constructed by the author according to [6], [19-21]

So, we can see a significant reduction in human
capacity for research and innovation, which does not
strengthen the position of Ukraine in the ranking of
innovative countries and worsens its ability to innovate.

A comparative analysis of the number of workers and
researchers involved in research in Ukraine and Europe
per 1000 people employed found a low level of this
indicator. For example, in 2010 in EU 28 the rate of
workers was almost 18 workers per 1,000 population and
researchers more than 11.5, in 2019 the rate rose to 21.6
and 14.0 for workers and researchers, respectively.

While Europe is increasing its human capacity for
innovation, in Ukraine the indicator for workers is
almost half as low in 2010 (9.5 people), and in 2019 the
gap increases to 4 times and is 5.8 workers per 1000
people of population [6]. We observe the same trends for
researchers, that is, there is a deterioration of scientific
and human capital potential due to many reasons,
including the outflow of “brains” to other countries.

The connection between the number of innovation
workers and the share of R&D expenditure in GDP can
be shown by the results of comparative indicators
calculations (Table 1).

Table 1. Comparative indicators Share of intramural R&D expenditure in GDP and Number of R&D personnel per 1000 persons
(EU-28 vs Ukraine)

. Years

N Indicators 2000 | 2015 | 2017 | 20172010
1 Share of intramural R&D expenditure in GDP (EU-28), % 1,92 2,03 2,08 1,08

2 Share of intramural R&D expenditure in GDP (Ukraine) 0,75 0,55 0,45 0,60

3 Excess (multiplicity)(line 1/ line 2) 2,6 3,7 4,6 1,78

4 Number of R&D personnel per 1000 persons (EU-28) 17,9 20,4 21,6 1,21

5 Number of R&D personnel per 1000 persons (Ukraine) 9,5 9,1 5,8 0,61

6 Excess (multiplicity) (line 4/ line 5) 1,9 2,2 3,7 1,95

Source: calculated by the author according to [6]

The calculations show that in 2010 R&D expenditure
in GDP in EU-28 exceeded the same indicator for
Ukraine by 2.6 times, and already in 2017 the excess was
4.6 times. The growth rate of the indicator for Ukraine
was 60% compared to 2017 before 2010. The excess of
the number of innovative workers per 1000 people in the
EU over the same indicator for Ukraine in 2010 was 1.9
times, and already in 2017 - 3.7 times. The growth rate
of this indicator for Ukraine was 61% compared to 2017
before 2010.

Thus, we can see that the fall in the number of
employees in the sphere of R & D directly leads to a
decrease in the share of spending on innovation in GDP
which provides an answer to the research question RQ2
and confirms the importance of the determinant of
human capital for the level of innovativeness of the
economy.

2.3 Innovation, Firm Size and Growth

Studies [9, 11-13] show that there is a direct link

between firm size, firm growth and innovation activity.
It is proved that large companies have much more
opportunities and resources (financial, human, technical,
technological, etc.) to conduct research in the
development of new  technologies, products,
organizational innovations, than small companies. Large
companies have sufficient amounts of liquid funds and
long-term capital, more often have balanced portfolios of
clients and suppliers, and a higher “appetite for risk”.
Therefore, large companies often win in the
competition, although sometimes small firms can be
more innovative, for example in the field of IT -
technology. At the same time, large international
companies have the opportunity to use and implement
the developments of «parent» companies, which also
provides a competitive advantage. Analysis of large
companies shows that for many of them investment in
R&D remains a priority even in times of unfavorable
economic conditions. This allows them to achieve
strategic benefits, enter new markets and strengthen their
positions in the industry after the crisis [25]. Researchers
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have proved a positive relationship between the growth
of the firm and an increase in its innovative activity for
companies from different jurisdictions. Extrapolation to
the macro level confirms the following dependence: the
more developed economy, the more innovations in it and
vice versa [17]. So, it is possible to consider the size of

the company as a factor of influence on innovative
activity and innovative ability of the company.

The size of the company can be assessed by
indicators of the size of its assets or the volume of
revenues.
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Fig. 6. Dynamics of company size indicators in Ukraine for 2010-2019

Source: constructed by the author according to [19-20]

Analysis years (Fig. 6) shows a gradual increase in
revenues, beginning in 2013, although in 2019 we can
see a drop in revenues. At the same time, the size of
companies' assets grew very significantly after 2015,
almost 4-fold compared to 2014, and almost 6-fold in
2019. Since quite often the size of assets of industrial
enterprises grows at the expense of increasing the
volume of accounts receivable, which is essentially
deferred income, so to estimate the size of Ukrainian
enterprises should choose the indicator of the volume of
proceeds from the sale of products. Based on the above
and to obtain an answer to the research question RQ3 we
put forward a hypothesis:

HI: there is a positive relationship between companies’
size and total innovation expenditure of industrial
enterprises (determinant — companies’ size (sales)).

2. 4 Innovation and access to financing

The availability of funding for research and
development, implementation of innovations and
development of innovative products is undoubtedly an
important factor in enhancing the innovative activity of
companies. In researches [15-16], [26-29] the direct
positive connection between development of the
financial market, foreign direct investment, access to
finance, and innovation activity on the example of
Chinese companies is proved. Scientists note that the
cost of innovation requires significant amounts of
financial resources received from various sources. For
long-term and high-cost developments associated with
significant risks, it is quite difficult to be limited to
domestic sources of financing. Therefore, the more
developed is the financial market, the more opportunities
for companies to finance scientific development, the
more innovative products can be obtained on the output.

The study [17] explicitly states that the lack of funding
sources due to imperfect capital market and other
reasons can lead to an insufficient level of investment in
innovation. In addition, the technological risk associated
with innovation may be too high for entrepreneurs and
investors, so it is important to have a portfolio of
financial resources diversified by sources, methods and
instruments.

Analysis of the sources of funding for innovation in
Ukraine has shown that the main source of funding for
innovation of industrial enterprises is domestic
resources, the share of which ranges from 52.9% in 2011
to a record 97.2% in 2015 and 87.7% in 2019 (Fig. 7)

A detailed analysis of the structure of sources of
funding for innovation expenditures of industrial
enterprises (table 2) revealed that the share of budget
financing (from all levels) is too low, but tends to
increase - from 1.2% in 2010 to 3.7% in 2019. The share
of bank lending is also insignificant, only 6% in 2019,
although in 2011 the share of loans in financing
enterprise innovation was more than 38%.

We can see that the banking sector in Ukraine in
recent years does not fulfill its role in lending to the
economy, but acts as an active player in the market of
government bonds.

Foreign investors are reluctant to invest into domestic
enterprises, same way other forms and methods of
financing innovative activity of companies are not being
used. In fact, neither credit nor stock market is
functioning in Ukraine, which makes entrepreneurs
count only on their own resources. In such a situation the
ability to implement “disruptive” technologies and
develop innovative products in domestic enterprises is
limited, which “conserves” the country's economy in the
old industrial paradigm and dooms it to lagging behind.
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Table 2. Structure of financing sources for innovation of industrial enterprises in Ukraine in 2010-2019

Source of Years
funding 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
Total innovation |55 | 199 100 100 100 100 100 100 100 100
expenditure, %
of them due to
- own funds of 593 | 529 63.8 72,9 85.0 97,2 94,9 84,5 88,2 87,7
enterprises
- state budget 1.1 1.0 2,0 0,3 45 0,4 0,8 2,5 5,2 3,9
funds
- funds from local 0.1 0.1 0.1 1.6 0,1 0,3 0,4 1,0 0,1 0,8
budgets
- fu.nds O.f 0.4 0,3 1,3 1,3 0,1 0,6 0,6 3,0 0,9 0,5
resident investors
- funds of non- 30,0 0.4 8,7 13,1 1,8 0,4 0,1 1,2 0,9 0,3
resident investors
- loans 7,8 38,3 21,0 6,6 7,3 0,8 2,7 6,5 3,9 6,0
- funds of other 13 7.0 3.0 42 1,2 0,3 0,5 1,3 0,8 0,8
sources
Source: grouped by the author according to [6]
The importance of sufficient funding for innovation foreign direct investment and total innovation

and research and easy access to various forms and
sources of financing innovation for business is
recognized at the global level. The “Global Innovation
Index 2020” [17] asks as a headline question: Who Will
Finance Innovation? As countries and innovative
companies use a wide range a result, the study notes that
in today's environment, of mechanisms to finance
innovation, in particular corporate venturing, intellectual
property (IP) marketplaces, microfinance, crowdfunding,
and Fintech solutions [17].

In the conditions of Ukraine it is possible to rely so
far on the traditional mechanisms - the funds of
shareholders (investments of residents and non-residents
in the share capital) and creditors, which form a pool of
available resources for the company. On this basis, we
formulate hypotheses to obtain an answer to the research
question RQ4:

H2: there is a positive relationship between amount of
loans granted to non-financial corporations and total
innovation  expenditure of industrial  enterprises
(determinant — loans).

H3: there is a positive relationship between volumes of

expenditure of industrial enterprises (determinant —
foreign direct investment).

2.5 Economic Growth and Innovation

It is almost axiomatic that innovation has a positive
effect on economic growth and welfare both at the level
of individual economies and individual business entities.
Since J. Schumpeter, numerous scientific publications
[8-11], [17], [30-32] have expressed the opinion and
received empirical evidence that innovation acts as a
driver of economic development for both developed and
emerging economies. Innovation, R&D expenditure and
investment in technology are prerequisites for
competitiveness and progress, and through them
sustainable economic growth [9]. Thus, innovation
activity has a great influence on the development of the
country's economy and is the basis for economic,
technological, political, ecological and social
development of society [31].

At the same time, it has been confirmed that it is
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economic growth that can increase the level of
innovativeness of the economy, so scholars [8], [10]
postulate a two-way causal relationship between
innovation and economic growth. Accepting the view
that there is a two-way causal relationship between
economic growth and innovation and it is relevant to
countries with different levels of economic development
we put forward the following hypothesis:

H4: there is a positive relationship between total
innovation expenditure of industrial enterprises and
Gross Domestic Products (determinant - total innovation
expenditure of industrial enterprises).

3 Research Method

According to the hypotheses raised and to the results of
descriptive and comparative analyzes for Ukraine, the
study has analyzed the relevant factors of innovation for
the Ukrainian industrial companies. The independent
changes that were selected for the regression analysis
have already been tested for other jurisdictions and are
based on the results of previously published prior
empirical studies [9-11], [13], [15-16], [26-30]. This
study has employed six variables: total innovation
expenditures of industrial enterprises (TIE), sales of
industrial enterprises (approximates the size of the
company), bank loans to non-financial corporations
(BL), foreign direct investment (FDI), share of
innovatively active enterprises in the total number of
industrial enterprises (SIE) and Gross Domestic Product
(GDP). The dependent variable for testing hypotheses -
3 is the indicator of total innovation expenditure of
industrial enterprises, and for hypothesis 4 is the
indicator of GDP. The sample is created at the basis of
data from statistical reports on the research and
development activities of economic entities in Ukraine
and on the Statistical Yearbook of Ukraine for the period
2000-2019 [6], [19-23].

Since there is a time lag between the innovation
expenditures and the results of their implementation that
has to be reflected by GDP growth, the total innovation
expenditures of industrial enterprises with a lag of TIE (t
- 1) has be included into the model to test hypothesis H4.

To create the data sample for the regression analysis,
information on the total innovation expenditure of
industrial enterprises was obtained for the year 1999 till
2020, and for GDP numbers up to 2020 (preliminary
estimates).

The regression analysis was chosen as main research
method to test hypotheses about the relationship between
1) total innovation expenditure of industrial enterprises
and their determinants and 2) total innovation
expenditures of industrial enterprises and GDP. Data
were analyzed using pooled regression with multiple
explanation variables. Following model specifications
support our analysis:

Model 1

TIE, =, + B, * Size, + fB,, * BL, +

+ 5, *FDI, +¢, 1)
Model 2

GDP. =qa, + B, *TIE, , + B,, *SIE, + ¢, )

Where TIE represents: total innovation expenditure of
industrial enterprises; Size show a volume of revenue
from companies sales as the size of the companies; BL
are the amount of bank loans granted to non-financial
corporations; FDI is foreign direct investments.

4 Results and Discussion

Hypotheses testing is based on regression analysis. To
answer the questions about the determinants defining the
amount of the total innovation expenditure of industrial
enterprises, a regression analysis was performed
according to the identified Hypotheses 1-4. Descriptive
statistics are given in Table 3.

The results of the calculations show that for the
indicator of total innovation expenditure of industrial
enterprises the average value for the entire period of the
study is only 9035.5 million UAH, while the variability
of this indicator by the coefficient of variation is 58%,
which is one of the least variable indicators of the group
of indicators.

Table 3. Descriptive Statistics

Variable Max Mean SD
Total .mnovatlon expenditure of industrial 1760.1 23229.5 90355 5257.9
enterprises
Sales of industrial enterprises 182700 3045202 1194533,1 916769,0
Bank Loan 18594 859740 443706,3 316740,4
Foreign direct investment 10913,0 4608.9 3020,5
The share of innovatively active enterprises in 16.6 12.8 29
the total number of industrial enterprises ’ ’ ’
GDP 211200 3974564 1508060 1228486

The lowest variability is only share of innovatively
active enterprises in the total number of industrial
enterprises - 17% on the variation coefficient.

This confirms the conclusions of the preliminary
descriptive analysis of the low and relatively constant
level of expenditures on innovation among the industrial

enterprises of Ukraine. The most variable indicator for
the whole period is GDP with the variation coefficient of
0.81, and in second place is the indicator Sales of
industrial enterprises with the variation coefficient of
76%. If we compare the amount of innovation costs and
the amount of revenues of enterprises, we can see that
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they do not account for more than 0.8% of revenue. The
share of innovative enterprises in the total value of all
industrial enterprises is at most 16.6%, which means that
only every 6th enterprise is engaged in innovation and its
future development.

The next step is to present the results of a multiple
regression analysis for the most common factors in the
literature that influence the volume of innovation

expenditures of Ukrainian industrial enterprises (model
I). In describing the results of the regression analysis
with three independent variables for total innovation
expenditure (Table 4), it should be noted that bank loans
(coefficient = 0.0764 * standard error = 0.0052) and
foreign direct investment (coefficient = 0,0448 **
standard error = 0.2498) were significant factors.

Table 4. Results of multiple regression (Dependent = Total innovation expenditure of industrial enterprises)

Variables Coef SD t-stat p-value Result
Constant 515,7303 1790,606 0,28802 0,7771 No hypothesis
Sales of industrial 0,0014 0,0018 0,7337 0,4737 Not confirmed
enterprises
Bank Loans 0,0099 0,0052 1,8948 0,0764* Confirmed
Foreign direct 0,5439 0,2498 2,1775 0,0448% Confirmed
investment
Adj. R2 0,6343
F-stat 11,9839
F-stat (p-value) 0,00023

Note: *Significant at 10%, **Significant at 5%, ***Significant at 1%

It is obtained that the regression coefficient for both
variables is positive, although not significant. This
means that the increase in the volume of bank loans and
foreign direct investment has a positive effect on the
volume of innovation expenditures of Ukrainian
industrial enterprises and leads to economic growth. In
addition, the adjusted coefficient of determination (Adj.
R2) for the model at the level of 63% indicates sufficient
explanatory power of the estimated model.

This confirms the previously obtained results of

empirical analysis [15-16] for companies from other
jurisdictions and confirms the conclusions of the report
“Global Innovation Index — 2020 about the importance
of the factor of access to finance. The descriptive
analysis conducted to find the answer to the research

question RQ4 also confirmed the importance of

attracting funds in sufficient amounts, obtained from
different sources and by different methods, to finance

innovation. This result confirms the conclusions of

Ukrainian scientists [3], [33], who note that the main
factors constraining the implementation of innovation
policy in enterprises are primarily financially based. The
analysis showed (see table 2) that financing of the
overwhelming majority of innovation costs by Ukrainian
enterprises occurs at the expense of internal sources,
which is due to both the risk of innovation activity and

the lack of opportunities to attract funds from investors
and creditors. As noted in the study [3] low level of
financing of innovative activities by domestic investors
due to the lack of available funds, the high degree of
uncertainty and risk inherent in innovative activities and
the lack of legislative incentives for innovative activities.

Thus, we can conclude that hypotheses H2-H3 are
confirmed for Ukrainian companies. But the hypothesis
HI about the relationship between the amount of
innovation costs and the size of the company was not
confirmed for the Ukrainian context, which contradicts
the previous research. The reasons may be both the
insufficiency of the sample for the analysis and the fact
that small technology companies in Ukraine are more
active in implementing innovation.

Next, we tested the hypothesis of a positive impact of
innovative development on the economic development
of the country, which was evaluated by the GDP
indicator. Two determinants that characterize the degree
of innovativeness of the economy, namely the share of
innovatively active enterprises in the total number of
industrial enterprises and total innovation expenditure of
industrial enterprises, were selected for evaluation
(Table 5).

Table 5. Results of multiple regression (Dependent = GDP)

Variables Coef t-stat p-value Result
Constant -1855662 1168431 -1,58817 0,130673 No hypothesis
Total  innovation expenditure of | 3 ¢, 40,94259 3,27479 0,004467** Confirmed
industrial enterprises
The share of innovatively active
enterprises in the total number of 168482,7 97395,56 1,729881 0,101764 Not confirmed
industrial enterprises
Adj. R2 0,504
F-stat 10,661
F-stat (p-value) 0,000999

Note: *Significant at 10%, **Significant at 5%, ***Significant at 1%

According to the results of the test it was found that
only one independent variable turned out to be
significant, namely, the absolute amount of innovation

expenditures of the previous period shows a positive
connection with the level of gross domestic product
(coefficient = 134.0784**, standard error = 40.9426).



SHS Web of Conferences 100, 01020 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001020

Despite the lack of significance for other coefficients,
the value of the adjusted coefficient of determination
(Adj. R2) for the model at the 50% level is significant.
Results of testing of hypothesis H4 confirm that growth
of investments into innovations, and in this case
expenses on innovations, allows increasing opportunities
to buy or develop for introduction of new technologies,
to incur expenses on development of innovative products
that in aggregate causes realization of more demanded
new products or technologies. The increase in sales of
innovative products also directly affects the size of the
country's GDP.

Based on the calculations, we can derive a multiple
regression model for innovation costs with weighting
coefficients:

TIEt = 515,7303+ 0,0014%* Size t + 0,0099* BL t +

0,5439* FDI t, 3)

and a model for factors economic

development:
GDPt = -1855662+ 134,0784* TIE(t-1) + 168482,7%*
SIE t 4)

influencing

Least squares regression is based on several
assumptions, in particular: linear dependence between
variables, independence of regression residuals, normal
distribution of variables and regression residuals,
homoscedasticity and absence of multicollinearity. These
assumptions were tested using appropriate tests for the
two model specifications presented above. The White’s
test was used to check for heteroscedasticity, and the
variance inflation factor was used to check for
multicollinearity, for which there is a rule that its value
should not exceed 10. The value of the White’s test and
the variance factor were within the permissible limits for
both cases. Thus, the permissibility of using the
regression method for the analysis of the hypotheses was
confirmed.

It should be noted that the conducted analysis has
limitations due to the limited types and volumes of
collected data, as statistical reports in Ukraine do not
allow obtaining more detailed and diverse information
about the innovative activity of enterprises to erect it into
an equal panel of data (both for individual indicators and
in the context of periods). This was repeatedly noted in
previous studies for Ukrainian content [2]. Also
Ukrainian companies do not have the obligation to
publish different information on innovation activity
indicators in the annual reports, does not allow forming a
representative data panel. There is a discrepancy in the
methodology and time frame for the data from the
published reports of the NBU and the stock market,
which also does not contribute to the formation of a
comprehensive and balanced sample.

The choice of certain indicators as determinants of
influence on innovation expenditure and GDP can be
debatable for this research. Thus, innovativeness of
economy can be estimated by indicators of introduction
of innovations, volumes of realization of innovative
products or their share in the total realization of

10

products, according to some authors [2], [5] are more
exact indicators. In addition, in some previous studies
[9], the authors propose to use the GDP per capita
indicator to assess the economic development of the
country. There are also publications in which other
methods of analysis are used to assess the influence of
factors, in particular, in our opinion; the analysis carried
out in this study by different methods (descriptive,
comparative and regression methods) allows us to draw
reasonable conclusions.

6 Conclusions

There is a two-side relationship between economic
growth and innovation - the higher the amount of funds
allocated to innovative activities, the higher is the
effectiveness of such activities, and therefore, the higher
is the volume of the country's GDP, and vice versa. It is
believed that the more developed and richer the country,
the more innovative it is and more is directed to
innovation. The overwhelming majority of scientists,

practitioners and politicians define availability of
financial resources for scientific research and
implementation of innovations as the key factor

influencing the innovative activity of companies. It is the
limited access to finance, the lack of free own funds does
not allow companies and countries to develop
innovations and condemns to poverty.

The analysis carried out in the work for the Ukrainian
content provided answers to the research questions and
confirmed that the state of innovation activity in the
country is influenced by a complex of factors, including:
macroeconomic factors, including monetary factors, the
state and level of human capital development, access to
funding from different sources. Since in Ukraine the
greatest contribution to innovative activity is caused by
the entrepreneurial sector, the research of the
relationship between innovation and its determinants is
carried out for industrial enterprises.

It was proved that the reduction in the number of
employees engaged in innovation is directly related to
the reduction of innovative activity of enterprises. It has
been established that in Ukraine there is a steady decline
in the number of workers involved in innovation, and in
comparison with European countries, these indicators are
much lower and tend to decrease further. This negatively
affects the place of Ukraine in the global ranking of
innovation. The relationship between the size of the
company and the cost of innovation has not been tested.

It was found that there is a direct positive significant
relationship between the volume of costs of innovation
and the volume of bank loans and foreign direct
investment in the equity of Ukrainian companies,
confirms the thesis of access to finance as a driver of
innovation. In addition, it was found that the reduction of
interest rates on loans has a positive effect on the volume
of lending to the economy and provides an increase in
spending on innovation. Therefore, the practical value of
this study is to substantiate the directions of development
of the state strategy for innovation development,
including the development of the financial market. To
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diversify the portfolio of financial resources available to
finance innovative activities of companies, it is
important to more widely introduce various methods and
forms of financing (venture -capital, microfinance,
crowdfunding, financial technology) and attract funds
from various participants, such as investment companies,
non-profit organizations, various state and international
funds of the relevant profile.

The direction for further research can be defined by
studying the state of innovation activity in certain types
of activities and depending on the size of the company.
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Abstract. The presented article offers the review of means, methods and possibilities of one of the most
welcomed modern information technologies — Big Data. The popularity of the technology is grounded in
the work. The sources of the big data, the speed of their appearance, amounts of information in the world
are examined. The main specializations of the employees for the operation in the field of the structuralized
and non-structuralized data of big amounts and the significant variety are marked. The scientific and
practical directions and the structure of Big Data are analyzed. The examples of the Big Data use’s
technology in the world are examined. The research results of the big data, received from the Ukrainian
sites, are presented in the article. The possibilities of the programming language R, as one of the leading
instrumental means of the Big Data technology, were used in the work. The research aim was to define the
attendance frequency’s dependence of different sites by the young people, aged from 17 to 35 years old,
upon their sex, provision of job, incomes and age. The authors present the obtained results and offer
directions of the activity, where they may be used.

1 Introduction

The amount of information grows very quickly today.
The scope of information, used by the modern
individual, are not only books, magazines, films and
web-pages. Besides it, the vast number of data,
appearing in the operation process of enterprises, banks,
institutions and so on, is hidden from the user. The
following ones refer to them:

v’ data of all-possible accounting;

v'information of production output and sales;

v histories of transactions in banks;

v'data of the sick persons and medicaments at the
hospitals;

v'data of the location and routes of all the cars in the
auto-parks;

v/vast quantity of research results;

v/ data of observation of planets and stars;

v'data from the cameras, fixed at the enterprises,
plants, in the roads and streets of the cities to observe the
traffic of people and cars;

v/ data are contained in telephones, TV sets;

v"and so on and so forth.

“The humankind produces the gigantic quantity of
data through the nets, the public transport and the
Internet-purchases without any stop. Their volumes
impress the mind. We load 95 million of images and
video, 340 million tweets and 1 milliard of documents
every day. We produce 2,5 quintillions of bites per a
day in general” [5].

The analytical company IDC presented the report in
2012, where it was predicted, that the information
volumes would be doubled every 2 years during the

i Corresponding author: vivin2015@knu.edu.ua

next 8 years. The data amount in the world will reach 40
ZB (1 ZB = 10"21bite) for the nearest 7 years and it
means that every resident of the Earth will have 5200
GB of data at the disposal.

The analogical data are presented by the company
IBS, which tells that the amount of the digitalized
information grows along the exponential curve and,
according to the forecasts, the mankind will form 40-44
Zettabites of information by 2020. The data represent the
vast amount of information of different type: pictures,
video, multimedia, text, geo-data, web-magazines,
machine code. All the information is located in various
storehouses and is hardly subjected to the analysis with
the help of the traditional methods. The specialized
technologies are used for that.

The traditional methods of information analysis
cannot overtake the vast volumes of the constantly
growing and restored data, - the fact, which finally opens
the road for the Big Data technologies. The term Big
Data has the relation to the selection of data, which size
exceeds the possibilities of the standard data bases in
processing, storage, control and analysis of the
information. It’s the instrument and the method of data
analysis.

2 Background

The very term Big Data began to be used several years
ago. The term “big data” was introduced by Clifford
Lynch, the editor of the magazine “Nature”, in 2008. The
problem of the rapid growth of the world volumes of
information was examined in the magazine. It’s clear,

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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that big data existed before as well. According to the
words of the professionals, the most part of the data
flows of more than 100 GB per a day belongs to the Big
Data category.

The first investigations on the data separation from
data were conducted already long ago. The mathematical
theory, concerning the reveal of the definite data on the
indistinct field of data was elaborated still in the 70-80-s.
The practical use of the theory was limited by the
possibilities of the computer engineering.

The Big Data notion today has already entered the
everyday life reliably throughout the world. The most
part of these data is collected through the Internet.

Big Data — are the totality of approaches, methods,
tools that are used for the operation with the
structuralized and non-structuralized data of the
significant amounts and great variety for the solvation of
the definite tasks and objectives. They are welcomed on
conditions of the continuous growth of information. “Big
data serve as an alternative to the traditional systems of
the data base control and to the decisions in the frames
of Business Intelligence. These methods, that allow
fulfill the distributed processing of information, may be
applied both to the vast selections of data (for example,
the contents of all the pages in the Internet) and to the
small ones. Big data have an important significance,
because the big quantity of data leads to the more exact
analysis, which, in its turn, guarantees the more efficient
decisions-taking” [5].

The main difference of the big data lies in: their
amount, speed and variety.

The data were selected from one source and were
kept in the single format for quite a long while. At
present, the data may be of any forms and sizes: text,
sound, video, graphics. Thus, Big Data grant the
possibilities for the use of the most varied data and their
combinations, for the creation of the new methods of
data collection and processing in future. The unification
of the heterogeneous information storehouses for the
construction of the complex inquiries will be efficient.

The important characteristic feature of the big data is
the speed of the new information generation, it’s also
important, how rapidly the data are accumulated from
different systems for the next processing.

The Big Data sphere may be conditionally divided
into two categories — the elaboration, i.e. the creation of
systems for calculations and processing of the data
scope (Big Data Engineering) and the analytics, i.e.
consolidation and the analysis of data (Big Data
Scientist / Data Analyst). They are different in the
character of tasks.

Working with Big Data, you should be able to
process the vast information scopes and to interpret the
results, to able to fulfill the previous processing of data,
to create clusters, to analyze information, to comprehend
the mathematical statistics, the analytics, the theory of
algorithms, the numerical methods, the theory of
probabilities and to have good knowledge of the higher
mathematics.

You may separate the three main specializations of
the employees for the operation in the field of data
processing:

v’ Data Engineer
v’ Data Scientist
v Data Manager

Data Engineer — is a professional in projecting of
such data processing systems that operate with the
petabites of data. He masters all the modern technologies
and approaches in the sphere of data processing:
MapReduce, Hadoop, Spark, Aerospike, Redis, Storm
and so on.

Data Scientist - “data researcher” — is able to find the
objective regularities in the big data scopes, knows the
sphere of machine training well, masters confidently of
such instruments as R, Weka, Python + Scikit-Learn +
Pandas. The very Data Scientist is able to get the
maximal benefit from data and to project the algorithms
that will give answers to the necessary questions. But
the main force of the data researcher - is in the
knowledge of the subject area: he knows where to find
so much required “gold grains” [6].

The thorough intellectual analysis of big data allows
see the hidden regularities, being unseen for the limited
human perception. It gives the unprecedented
development possibilities for all the spheres of our life:
the state control, education, medicine,
telecommunications, economy, transport, production and
SO on.

You may separate the following directions in the
sphere of Data Science:

v'Data Mining — allows solve the tasks of the
prognostication, the probability of events and results.

v'Text Mining — allows find the regularities in the
text, define its topics automatically and determine its
psychological implication.

v'Processing of pictures — allows find images on
photos, recognize the text on the picture, reveal diseases,
according to photos and so on.

v'Processing of audio-signal — gives an opportunity
to give the commands and to receive responses by voice.

v'Recommendation systems — provide the service,
corresponding maximally to the interests of the user;

Data Manager — the professional, controlling the
project competently. He (she) is obliged to know the
possibilities of modern technologies, to understand the
subject sphere, to master the special terminology and
also to have good skills in the control technologies of
information projects.

The Corporation EMC conducted the research, in
the process of which it was revealed that the use of Big
Data leads to the essential improvement of the
decisions-taking processes, increases the
competitiveness of the companies and simplifies the
control of risks.

Big Data — are the system, the qualitative
transition to the composition of the values’ chains,
based on knowledge. According to the effect, it may be
compared with the appearance of the accessible
computer engineering at the end of the last century.

The Big Data technologies are often examined for
the solvation of the following tasks [1]:

v prognostication of the market situation;
v marketing and optimization of sales;
v efficient segmentation of clients;
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v improvement of goods and services;
v taking of more grounded decisions on the
basis of Big Data analysis;
v optimization of the investments portfolio;
v increase of labor productivity;
v efficient logistics;
v monitoring of the fixed capital’s state.

The similar use of Big Data is evident and clear.
But the presented technologies give more opportunity
for the realization of the serious psychological tests.
You may obtain the most interesting conclusions on the
basis of the data synthesis from the social nets, due to
the revealing of the hidden regularities.

The principally new effect from the massive use of
this approach in the data processing starts to become
distinct for the last years. The scientists are searching
for the hidden correlations between the researched
phenomenon (object, process) and the thousands of the
other factors, where the vast statistics, having been
accumulated for the long years, was used as the initial
data. The use of these empirically closed regularities
promises the progress in the development of many
scientific directions.

The complex modern Big Data models reveal still
more often certain irrational-fantastic, at the first sight,
dependencies that allow have a look at far away beyond
the borders of the famous scientific picture of the world
[1].

Due to that, Big Data are sometimes called as “the
new astrology of XXI century”. And this is the result of
the smooth transition from the quantity of information
to its quality, when the machines become capable to
reveal the principally new dependencies, being
inaccessible beforehand for the limited human
consciousness.

Big Data today are demanded most of all in both:
trade and business. Big Data allow earn not only the
additional money, but are actively used for the more
efficient control of society.

For example, the so-called Predictive Policing has
been already used in the USA for the third year. This is
the specialized computer system of the USA police,
being elaborated on the principles of the “big data”
analysis, which helps to predict the splashing time of
crimes and also the definite areas of their escalation.
Such an approach has quite definite results — the
noticeable decline of criminality has been already fixed
in the cities, where the presented system was
introduced. For example, the number of the arrests in
Santa-Crus was increased by 55 %, but the quantity of
robberies and the cars stealing was reduced by 10-15%
[1].

No doubt, the predictive abilities of Big Data have
the impressive possibilities. The company Farsite
fulfilled the forecast by the Big Data technology before
the presentation with the cinema reward “Oscar”. The
analysis was made on the basis of the data scope,
prepared on the historical cut of last 40 years of the
American cinema industry, the statistics of presentation
with the different cinema rewards, the frequency of the
actors/films quoting in press. As a result — the exact

hitting of the target for all the nominations. And there
are many similar examples.

2.1 Problem Positing

At present, Big Data is a special approach — the
ideology of information processing, being used for the
processing of big scopes of the “raw” data. The evident
transition occurs from the initial function into the new
functional form. If they were simply the calculation
methods that allowed process the fantastic volumes of
entering data beforehand, then, at present, they are the
complex self-studying algorithms, which ideally allow
not only efficiently “press” the information, but are
capable of becoming complicated and improving
independently. After such a qualitative jump, the
instruments, created on the basis of these technologies,
become the general and the universal ones, penetrating
far beyond the borders of the Internet. Big Data
technologies open the new approaches, technologies, the
possibilities of use [4].

The analytical companies point out the interesting
distortion in the use of Big Data: many world energetic
companies already collect and accumulate the statistical
information, spending hundreds of millions dollars for
that. Only 1% of the allocated sums is spent in general
for the very processing and data analysis at that.
Naturally, the real effect from the Big Data is practically
absent at such position of the affairs [2]. This
paradoxical fact reveals the main problem of the Big
Data current state, its narrowest place. According to the
calculations of the IBS company, only 1,5% of the
accumulated data amounts had the information value in
2013. It’s clear that to collect all the data one after the
other is useless, the priorities are needed and they are
defined by the task-setting.

It’s interesting that education and medicine, where
the relatively small investments into the “big data”
begin to give the sensible return already now, are mostly
separated by the analysts among all the possible
directions of growth. In the opinion of some experts, the
massive introduction of Big Data into these branches
may increase the quality level of human life in the
nearest terms [3].

As it has been already said, the amounts of
information grow rapidly (by 50% yearly). The most
part of the information, being kept in the world, is non-
structuralized, i.e. not suitable for research and use. Big
Data — is the tool, which allows adapt to this scope of
information.

The classical SCDB, such as Postgres, MySQL,
Oracle have no such flexibility in scaling (scoping) at
the processing of big data amounts and the further
processing becomes impossible at the increase of the
amounts.

The spreading of the Big Data technology changes
greatly the format of interaction between the consumers
in all spheres of life: retail, medicine, transport,
insurance, banking sphere. The analysis of big data
helps to know more of the preferences of clients, gives
an opportunity to make the personalized offer and to
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recommend the product or the service, being necessary
here and now [5].

2.2 Aim of Research

The big scope of data became to accumulate during the
boom of the social nets.

According to the statistics, nearly 2 milliard inquiries
are processed by the Facebook every day. Google
receives 5,5 milliard inquiries every day. And this is not
the limit as the amounts of information grow constantly.
The obtained data are analyzed and used for the increase
of the contents quality. Due to the thin adjustment of the
news ribbon of Facebook, (Facebook has never revealed
the operation principle of the news ribbon algorithm, at
this, the company restores it regularly), only those posts
get into it, which the user will probably like. “Almost
everything is taken into account: everything you reacted
with your like or the sad like, the fact that you
commented, what message you have opened, whether
you watched the video to the end, whether you read the
post text till the end. The contents, capable to interest the
user with the most probability, gets into the ribbon
finally. The algorithmic ribbon was included into
Instagram, VC and the other social nets after Facebook.
There are some working actions in YouTube too: likes,
subscriptions to the channel, comments and reviews to
the end” [7].

“You may compare any action in the Internet with
the traces on the clean snow. Online-purchases, photos,
activity in the groups in the social nets, the lists of
friends and even the likes “reveal” the user. The history
of the searching inquiries also characterizes the user; you
may define the sex, the age, the circle of interests.
Smartphones send data on the movements. The
interested companies scrupulously accumulate the
received information and buy it [8]. It gives the powerful
push for the development of the Big Data analysis.

According to the above-mentioned, the decision to
use the Big Data technologies for the analysis of the
users of the Internet sites becomes urgent.

The tasks, which are needed to be solved at putting
the Big Data projects into practice, are not only
technological. Data collection is not the most complex
problem. Every user leaves many “finger-prints” in the
Internet that may be used for the analysis. But you may
not always receive any benefit from the data, due to the
lack of ideas.

You may represent each social net in the view of the
mathematical graph, as the totality of the units and ribs
between them. It’s accepted that the unit is the channel,
but the rib, between the two units, is information, by
which the channels exchange. The size of the unit
depends on the number of subscribers, but the width of
the rib — on the scope of information, passing between
them.

In order not to “drown” in the sea of information, we
made the selection, according to the following criteria:

1. channels in the Ukrainian language;
2. channels with the number of subscribers
of more than 500.

We reduced the number of channels by that.
In order to facilitate the further work, it’s advisably to
divide the channels, according to the categories, but this
is not enough too. As Victor Delisov advises, in order to
solve this problem, it’s necessary to use the cluster
analysis which may be conditionally presented in the
following formula:
Y=F (N.4,C), (1)
where Y — type of behavior (cluster);
N —number of recalls in the period £; and £;;
A — speed of reviews’ selection for (£ — £1);
C — coefficient of the category reposting;
F — function [9].

We would receive the definite number of clusters, which
allow us estimate the channels and information in result.

2.3 Practical Realization and Research Results

The research, conducted by wus, is the analysis
realization of the big data, received from the Ukrainian
sites, which use the information agencies

(sport.ua, 112ua.tv, pravda.com.ua, rozetka.com.ua,
bigmir) net, work.ua, OLX.ua and etc.). In order to
fulfill the research, it’s supposed to use the possibilities
of the programming R language as one of the leading
instrumental means of the Big Data technology [4].

It’s planned to analyze the attendance frequency
dependence of different sites by the young people, aged
from 17 to 35 years old, upon their sex, job provision,
incomes and age.

We planned to define the other dependencies
between those indicators too. Big Data, using the vast
information scopes of various data about the net users,
find the completely non-evident correlations between the
sex, income and the inclination to the Internet use.

The part of the big data, needed for us to make the
analysis, are located in the special storehouses DB and
KB and are ready for the use. But the access to them is
not always granted freely. The special information
companies — the suppliers of information — are used.
They suggest the definite types of services to the
consumers.

The collected data are formed by us as a table of the
text information. The table consists of four columns
(indications):

— sex of a young man (POL: female = 0 and male
=1)
— occupation: (ZAN: student = 1, working
person = 2, not working person = 3);
— incomes in UHA. (DOH)
— age (VOZR):
Collected data on 700,000 people.
The initial data for the analysis have the following view:
see Fig.1.
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1 POL ZAN DOH VOZR
2 0 1 1100 7

3 1 2 2500 26

4 1 3 500 28

5 0 1 1100 18

G 1 2 3000 7

7 0 3 500 29

Fig.1. Part of Data, Collected for Analysis.

» atr(data)

'data.frame’: 51 oba, of 4 varizbles:

ERLidns DL1OLO01010..,

S :inc 1231231231,

& D0H : inc 1100 2500 500 1100 3000 500 1100 4000 500 1100 ...
SVOR: inc L7T2628018272918283020 ..,

N

Fig.2. Structure of Data File.

Let’s select data only for the female sex, i.e.
(SEX = 0): data.f <- data[data$SEX ==0,]

> data.f <- data[datafPCL == 0,]
> head(data.f)
BCL ZAW DCH VOEIR
1 0 1 1100 17
4 0 1 1100 18
6 0 3 500 249
8 0 2 4000 28
10 0 1 1100 20
12 0 3 500 31
> |

Fig.3 Data Are Only for Female Sex.

As one of the analysis variants, you may imagine the
following lines. Let’s create the separate object with the
data for men, being older than 25 years old: data.m.big
<- data [data$§SEX == 1 & data§AGE > 25,]

» data.nbig {- data[datazP0L == 1 & datasVOiR » 25,

» atr(data.mbig)

'data,frame's 16 cbs. of 4 variables:

BROL:int 1111111111..,

SIWinc 2323212%317...

§ D04 : int 2500 500 3000 500 5000 000 7000 500 500 5000 ...
3. VOIR: int 26282730303133353035 ..,

Fig.4.Results of Selection: Data Only for Men, Being
Older than 25 Years Old.

Let’s define the specific weight of a person
(the relation of an individual’s age to his/her
incomes) —  WEIG.R: datafWEIG.R  <-
data$AGE/data$INCstr(data§WEIG.R)

> datasVES.R <- dataiVCIR/dataslCH

» str(data:VES.E)

num [1:51] 0.0155 0,0104 0.05%6 0.0184 0.009 ...
> |

Fig.5. Specific Weight of a Person.

Our data, with the additional criterion, have
the view, represented in Fig.6:

R DA\BigData\eksp_new.bd

POL ZAN DOH VOEZR VES.R

1 01 1100 17 0.0154545454545455

2 1 2 2500 26 0.0104

3 1 3 500 28 0.056

4 0 1 1100 18 0.0l636363636363604

5 1 2 3000 27 0.00%9

& 0 3 500 29 0.058

T 1 1 1100 19 0.0172T72T72T72T72T7273

g 0 2 4000 28 0.007

9 1 3 500 30 0.06

10 O 1 1100 20 0.0l181l8l8ls8l818182

11 1 2 5000 30 0.006

12 © 3 500 31 0.062

13 1 1 11900 21 0.0180909080209091
14 1 2 000 31 0.005lcbbobb6bbobbon™T
15 © 3 500 32 0.064

l1e O 1 1100 22 0.02

17 1 2 7000 33 0.00471428571428571
& 0 3 500 34 D0.068

Fig.6. Part of the Widened Data.

The programming R language gives the
possibility for the fast calculation of the main
parameters of the descriptive statistics: Min, Max,
Median, Mean, 1st Qu., 3rd Qu., NA's and others.

[9].
by
» summary (datas
Min, lst Qu. Median  Mean Jrd Qu.  Max,
0,003625 0.008375 0.018182 0.029150 0.060000 0,070000

Fig.7. Data Statistical Indicators of Net Users.

e T
U
vLa. R

Let’s analyze the criterion of incomes (INC).
summary (dataWEIG.R)

AT

¥ summary {datasD0H)
Min., lst Qu. Median  Mean 3rd Qu.  Max.
500 500 1100 2327 4000 8000
5
Fig.8. Statistical Characteristics of INC. Criterion.

Let’s calculate the average meanings of incomes
separately for all the combinations of the age and sex.

> tapply(data$INC, list(data$SEX, data$AGE),
mean). The result is in the Fig. 9
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> tapply(data$DOH, list(data$PCL, datafVOIR), mean)
17 18 18 20 21 2 23 1 o 21 8 29 3 3
0 1100 1100 1100 1100 1100 1100 1100 1100 5000 W& 5000 500.000 500 500
11100 ¥R 1100 NA 1100 1100 NA  NA 2500 3000 500 4833.333 2000 3250
2013 ¥ B
0 4250 2250 3800 4000
1 500 7000 WA 2000
2|

4

Fig.9. Average Meanings of Incomes Separately for
All Combinations of Age and Sex.

Let’s define the average arithmetical number for
the occupation, separately for men and women.
tapply(data$OCC, data$SEX, mean)

> tapply(datazZAN, datas>P0L, mean)
0 1

1.870968 2.200000

>

4

Fig.10. Results of Mean Function for Occupation, Being
Differentiated, according to the Sex.

Let’s define the average arithmetical number for the
occupation separately, according to the age categories.
tapply(data$OCC, data$AGE, mean)

> tapply(data$ZiN, data$VOIR, mean)
17 18 13 2 2 2 23 2
1.000990 1.009900 1,000000 1,000000 1,000000 1,000000 1,000000 1,000000
2 7 28 2 £l 3 3 3
2.000000 2.000000 2.333333 2.500000 2.833333 2.666667 2.666667 2.333333
34 3
z.fooooo 2.500000
P

{

Fig.11. Average Arithmetical Number for Occupation
Separately, according to Age Categories.

Let’s calculate the standard deviation: (standard

deviation) > sd(data§ WEIG)

> 2d(datasVES)
[1] 0.02465665
> |

4

Fig.12. Indicator of Standard Deviation.

Let’s calculate the dimensionless coefficient of the
variation (CV):

> 100*sd(data$ WEIG)/mean(data§ WEIG)

> 100*%=d (dataiVES) /mean (dataiVES)
[1] B4.584%52
> |

4

Fig.13. Coefficient of Variation.

We calculated the correlation coefficients of Pearson,
Spearman, Kendall, the coefficient of variation, the

standard  deviation and the other statistical
characteristics, defined the correlation degree between
the variables [10]. We used 13 methods of the analysis in
the process of the research. Due to the use of the
programming R language as one of the leading
instrumental means of the Big Data technology, we
received the curious results, serving as the sufficient
basis for the conclusions. Therefore, basing on the final
results of more than 85 calculations, you may come to
the following conclusions.

3 Conclusions

Our expectations of the fact that incomes depend
significantly on the age, were not confirmed: there is
some dependence, but the weak one. There is no link
between the incomes and the sex of the young people.
It’s seen, according to the results of the calculations, the
men visit sites more seldom.

We received the following results in the process of
the scrupulous analysis of the data, taking part in the
research:

1. Sites are visited by the men, being older than
women;

2. There are more working ones and not working
ones among men, there are more students among
women;

3. Women have the higher incomes after they are
30 years old;

4. Tt is seen, according to the results of the
calculations, that men visit sites more seldom than
women;

5. You may come to the conclusion that the
young people after 28 years old visit sites more
often;

6. 39,2% of men and 60,8% of women take part
in the experiment;

7. The older the individual is (at the age from 17
to 35), the higher are his/her incomes;

8. There is a weak link between the sex and
occupation. Many other conclusions were received
at the use of the Big Data technology that may be
used for the following:
v'planning of the advertising production, designed

for the definite auditorium of the net users;

v at the study and the decision of social problems;

v at the elaboration of the thematic (subjects’) sites;

v for the career-guidance work in the net;

v for the employers;

v at the decision of the gender problems;

v'at the organization of leisure-time of the young
people and others.

The analysis of the big data allows get the exact
information of the net users. The application of the new
technological possibilities, being revealed by the Big
Data, helps the corporations to become still more client-
oriented. The analysis of big data helps to know more of
the preferences of clients, gives an opportunity to make
the personalized offer and to recommend the product or
the service, being necessary here and now.
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Abstract. It is justified the use of a generic integral indicator and its graphical interpretation for the
enterprise staff incentives system establishing, which makes it possible to determine the influence of
group indicators as well as to establish the functional links between indicators. The integral index of
personnel incentives efficiency and influence factors are determined. The most important quantitative
factors that affect the high efficiency of staff incentives are defined. The relevance between the results of
enterprises and indicators of the effectiveness of staff incentives is determined. The educational and
professional quality of the staff is determined by means of a score. The employee motivational profile
diagram is constructed. The staff assessment system has been developed to improve staff skills. The based
on a competent and attributive approach review of grades and categories for staff is proposed.

1 Introduction Thus, the trends of the economic situation

development in Ukraine and the domestic enterprises
In today’s economy, the main condition for the activity current realities impel the search for the
competitiveness of enterprises is the productive activity requirements of the present approaches to the
of the staff. Staff is a priority strategic resource of an assessment of the personnel quality. This is the reason
enterprise and a key factor in its development and for the relevance of the research direction.
competitiveness.

The assessment of the staff performance at any

enterprise or organization is a process of examining the 2 Actual scientific researches and

quality of the workforce, identifying the strengths and issues analysis and the research
weaknesses of the organization’s staff, and it also objective
becomes the basis for the improvement of the individual
working capacity of the worker, the improvement of his Personnel management is a «set of mechanisms,
qualification, and sometimes even the requalification. principles, forms and methods of interaction in the
Competitive growth in the modern economic formation, development and operation of the enterprise
conditions of Ukraine requires the efficient assessment personnel, which is implemented as a number of
of personnel at enterprises. High-quality professional interrelated areas and activities» [1]. Ukrainian
activity of employees affects the successful activities of scientists V. Danyliuk, V. Petyuk and S. Tsynbalyuk
enterprises and the results of their activities. Therefore, believe that personnel management is “the part of the
there is a need to use the latest technologies for personnel management functional sphere as the main
personnel management and assessment of its activities. mechanism of the organization» [2, p. 43]. T.
It becomes necessary to establish a qualitative Alexandrov in his work determines the personnel
method of staff assessment to determine and improve management as the set of influences on the
the effectiveness of their activities, the aim of which is organizational behavior of people aimed to the
not only the study of the employees skills’ formation, activating of the untapped professional and spiritual
using, developing as well as the defining a concrete opportunities to solve the tasks of an enterprise [3].
result according to certain criteria, but also the The personnel management is a component of the
contributing to the development of certain measures to enterprise management system, management of
improve staff reproduction. strategic, priority, unique resources. It has specific
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features as a management system. Firstly, it is
implemented through functions and subfunctions, and
this set is constantly changing depending on social
relations. So, recently, more and more scientists are
paying attention to the study of knowledge
management, strategic staff development on account of
the the information society development,.

Secondly, the management system should cover all
areas of HR activities (Human Resource) on the basis of
science-based personnel management strategy. Several
studies can be distinguished among the studies in this
area of scientific knowledge. So, O. Sardak in the work
[4, p. 135] offers the following eclements of the
personnel management system structure:

- subsystem of HR-landmarks and planning;

- subsystem for ensuring and organizing the work of
staff;

- personnel marketing subsystem;

- subsystem of personnel formation and use;

- subsystem of development and activation of HR-
potential.

L. Poshelyuzhna considers the following subsystems
of personnel management that take part in the activities
of domestic enterprises: analysis and planning of
personnel; selection and hiring of staff; staff evaluation;
organization of staff training and advanced training;
certification and staff rotation; staff motivation;
accounting of enterprise employees; organization of
labor relations at the enterprise; creation of working
conditions; social development and social partnership;
legal and information support of the personnel
management process [5, p. 127].

T. Korsakova [6] identifies the subsystems of the
enterprise personnel management system: analysis and
planning of personnel; hiring and accounting of
personnel;  motivation;  assessments;  personnel
development management; creation of working
conditions; information support of the personnel
management system; development of organizational
management structure; legal support.

G. Dudukalo examines the functioning of the
personnel management system, which provides for the
implementation of the following functions [7]: analysis
and planning of personnel; staff placement; certification
and evaluation; organization of labor relations; staff
motivation; creation of working conditions; information
support; staff development and training.

Of course, there are scientists who study certain
functions of personnel management. For example, when
constructing a scheme of organizational and economic
mechanism for managing the development of enterprise
personnel, N.Markova includes the following
components in the managed subsystem: career guidance
and adaptation, personnel planning, personnel
evaluation, carcer development, staff motivation,
professional training, social development [8, p. 201].

All components of the management system, which
are considered by scientists, depend on the choice of the
scientific approach: functional, component, complex,
attributive,  processing, which  determines the
composition of the personnel management system.

The works of many domestic and foreign scientists,
in particular Balabanova L.V., Grishnova O.A.,
Pakulin S., Shlyaga O.V. and others, are devoted to a
study of the forms and methods of personnel
assessment. As a result of these studies, various
approaches, procedures and methods are developed for
the organization and conduct of staff assessment.
Foreign scientists such as Douglas Macgregor, I.
Ansoff, M. Mescon, etc., are also studying the problems
of staff assessment., The results of the studies are the
theoretical and methodological bases of staff
assessment. However, there is a need to define the
modern features of staff quality assessment methods
when applying them in the conditions of the enterprises.

The goal of the research is to identify current
features of staff assessment. In order to achieve the
goal, the following objectives were solved: Staff
incentives were evaluated by means of an integral
indicator, taking into account the material, social,
professional and organizational groups of indicators;
Staff qualifications were assessed; The characteristics of
its introduction in domestic enterprises were analyzed;
Grades and categories for the staff were reviewed on the
basis of competent and attribute-based approaches.

3 Formation of a system for evaluating
staff incentives

The modern personnel management system is based
on the fact that people are the most important economic
resource of the enterprise, and its source of income,
competitiveness and prosperity [9]. The achievement of
objectives in the process of enterprise personnel
activities determines the success of the enterprise and
the achievement of high results. After all, ensuring the
desire of employees to perform their duties effectively is
one of the important tasks of management, and it is
necessary to form and develop a system of incentives
that can maximize the effectiveness of enterprise
management.

In order to improve competitiveness and
productivity, it is necessary to develop an incentive
mechanism that precisely combines and complements
the means of material and non-material incentives,
promote the formation of certain stereotypes in the
employee about the usefulness of the chosen activity, its
prospects and the possibility of obtaining advantages for
himself and for society as a whole [10]. Wherein it
should be noted that job incentives are provided at two
levels: the first is the stimulation of each individual, and
the second is the stimulation of the entire workforce as a
means of spreading synergistic effect., The manager
should identify incentives to increase productivity at
both levels. The staff manager should establish an
effective incentive system as a part of the staff
management system [11, 20-25]. Thus, the stimulation
of work involves the creation of conditions in which
active work becomes a necessary condition for
satisfying the important and socially determined needs
of individuals and for forming their motivation for
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work. The incentive is an integral function of the
management of the enterprise’s personnel, it is realized
effectively only when the condition of development of
all other functions is fulfilled. The establishing a staff
incentive assessment system that is balanced in terms of
accuracy, objectivity, relevance, simplicity, convenience
and intelligibility is a complex multidimensional
process [12]. Evaluation is an integral part of the staff
management system, the process of determining the
staff members performance effectiveness and the
achievement of organizational objectives, or the process
of assessing the quality of position staff (abilities, skills,
motives) requirements or job [13]. Staff assessment has
many objectives. The most common is the classification
developed by Douglas Mac Gregor, a well-known
human resources development expert, which takes into
account: administrative, which consists in making
personnel decisions on an objective and regular basis -
Staff placement, movement and remuneration;
Informative - providing managers with the necessary
data on the number and quality of staff; Motivational -
orientation of employees towards improvement of work
in the direction needed for the organization [14].

Judging from the opinion of the analyst, the
establishment of economic indicators system for
calculating an integral measure of staff incentives is an
important stage for the accuracy of the results obtained
and is a condition for the operation of the enterprise.
The based on a competent approach formation of an
expert group taking into account the rank of the posts on
makes it possible to form a group, in accordance with
the job responsibilities as well as to build a system of
personnel assessment in accordance with the objectives
of the enterprises. The establishment of a staff incentive
system begins with the implementation of the allocation
of indicators to groups [15]: subsistence needs; social
needs; recognition needs; self-realization needs.
Subsistence needs are represented by material
stimulation, social needs by social stimulation,
recognition needs by professional stimulation, self-
realization needs by organizational. Thus, according to
certain expert estimates, four groups were formed
according to the indicators of motivation of the
employees: material, professional, social,
organizational. In order to form a system of incentives
for enterprise personnel, we propose the use of a
composite integral indicator, which is the set of
integrated group indicators of the corresponding
incentive means [16]. It was calculated according to the
formula:

4
o= 2B i ()
i=1

where g — coefficient of influence on the value of group

integral measures of staff incentives; — group integrated

stimuli

staff stimulation measures; i — the number of means of staff
incentives.

The integrated indicator of staff incentive
assessment allows to determine the impact of group

indicators of incentives on the integrated indicator,
establishes functional links between indicators. The
level of functional links between staff incentive
indicators can be divided into ranges of values: high
inverse connection € [-1;-0,5], middle inverse
connection € (-0,5;0), no connection — 0, middle direct
connection € (0;0,5], high direct connection € (0,5;1].
Graphically, the level of functional connection between
the indicators of staff stimulation in three-dimensional
space can be traced from the height (at direct high
connection) to the decline (at inverse high connection).

The industrial enterprises of Kryvyi Rih were
selected for the research: PJSC «Kryvyi Rih Central Ore
Repair Plant» (PJSC «KCRZ»), PJISC «Kryvyi Rih Iron
Ore Plant» (PJSC «KZRK»), PJISC «Kryvyi Rih Mining
Equipment Plant» (PJSC «KZGOw).

A graphical interpretation of the integral measure of
staff incentives on the example of the studied
enterprises (fig. 1, fig. 2, fig. 3, fig. 4).
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Fig. 1. A Graphical interpretation of the group integrated

indicator of personnel incentive assessment «Material
Incentive» (Zmarer) on the example of PJISC «KZRK»
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Fig. 2. A Graphical interpretation of the group integrated
indicator of personnel incentive assessment «Organizational
Incentive» (Zorg) on the example of PISC «KZRK»
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Fig. 3. A Graphical interpretation of the group integrated
indicator of personnel incentive assessment «Professional
Incentive» (Iprf) on the example of PJSC «KZRK»
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Fig. 4. A Graphical interpretation of the group integrated
indicator of personnel incentive assessment «Social Incentive»
(Isoc) on the example of PJSC «KZGO»

In the table 1 presents the value of the integrated
indicator of staff incentives evaluation for three
enterprises for 2016-2020.

Table 1 The value of the integrated indicator of staff
incentives evaluation for enterprises for 2016-2020.

Years

Enterprise
2016 | 2017 | 2018 | 2019 | 2020

PJSC «KCRZ» | 0,37 0,35 0,33 0,32 0,3

PJSC «KZRK» | 0,61 0,58 0,56 0,51 0,52

PJISC «KZGO» | 0,43 0,46 0,44 0,46 0,45

Source: formed by the author on the basis of his own
research

Taking into account the above results, we note that
the most important factors influencing the efficiency
high level providing of staff incentives are the indicators
of material incentives [17].

Based on the values of the integrated indicator, it is
determined that the indicator of evaluation of staff
incentives of PJSC «KZRK» is the highest (average
value Istimul = 0.556), which can not be accompanied
by a significant share of material incentives to increase
staff productivity. The lowest level is observed at
PJSC «KCRZ» (average value Istimul = 0.334). This

value of the indicator is due to the low level of productivity,
poor system of information and motivational support for the
effectiveness of staff incentives. None of the three
researched enterprises was included in the group with a
high level of personnel incentives, that is, the incentives
used at the enterprises are not effective, therefore, it is
necessary to adjust the personnel incentive mechanism.

The integrated indicator use makes it possible to
increase the objectivity of the incentives assessment,
that directly affects the efficiency of staff performance.

It is proposed to use the method of assessing the
professional qualification level of staff on the basis of a
competency-based approach in order to improve the
organization of remuneration as a means of material
incentives. Herewith, it is necessary to select such
indicators as: qualification, level of education, work
experience in the profession, mastering additional
professions and determine their weight on the basis of
expert analysis. Forming an expert group on the basis of
a competency-based approach, taking into account the
ranks of positions, allows you to form a group that, in
accordance with job responsibilities, has the opportunity
to build a system of personnel assessment in accordance
with the objectives of enterprises.

Specific requirements for members of the expert
group leave their mark on the principles of their
selection. To determine the competence of experts, it is
necessary to assess the following qualities: competence,
creativity, attitude to expertise, conformism, analytical,
collectivism, self-criticism, reliability [18].

4 Assessment of educational and
professional quality of staff

The improved quantitative assessment of the
professional and qualification level of the personnel for
review of categories differs in simplicity, calculation —
differs in universality and it is available for necessary
information base at the enterprises of branch.

We use a method based on scoring assessment,
which allows you to assess the qualification level of
staff to assess the educational and professional quality
of staff.

Construction of the diagram of the employee
motivational profile allows to build a system of the
personnel qualification assessment for the purpose of
qualification increase and professional level for needs of
the enterprise in modern conditions of external
environment turbulent changes.

In our view, it is also necessary to propose a review
of the grades and categories for staff based on a
competent and attributive approach. The evaluation of
the personnel according to this method allows to
compare the existing competences of the employees
with the competences that the enterprise needs [19]. The
essence of this approach is to stimulate the desired
economic behavior of each employee to achieve the
goals of the enterprise.

But this approach can only be applied if the capacity
of the enterprise’s personnel is developed through an
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incentive mechanism. All this requires constant
monitoring of the impact of the relevant organizational
stimulation measures on the social and psychological
climate of the collective and the productivity The
assessment of a worker social and professional quality
makes it possible to quantify, by means of scores, the
essential characteristics of both the worker and the work
he performs.

We separate the four components of the socio-
professional  quality of the company’s staff:
qualification, education, length of service in the
profession, age. These components create the necessary
prerequisites for the performance of the respective
functional duties. Qualifications, experience, education,
age are selected to assess the quality of staff — and these
components have an undeniable advantage over other
personal characteristics (attributes) of the person
because they can be quantified and documented in the
operational and statistical reporting of the enterprise.
Age is a demographic attribute as a natural quality of
the person; the level of qualification, work experience at
the enterprise, level of education are acquired qualities
of the employees. The employer can influence through
an effective system of incentives.

Let's consider each component of the socio-
professional quality of staff. The information base is the
documents of staff management services.

The main indicator that directly affects the quality of
work performed is qualification.

To assess the qualification, we propose to use an
integrated indicator that includes the following
components:

existing tariff class, category — T

tar.cl. :

mastering additional professions (for each - 1.4
points) - T . ;

mastering related professions (for every 1.2 points) —

rel. >
creative potential, measured by the amount of data
for the last five years of innovation proposals (1.1
points) — T

cr.pot..

Assessment of staff qualifications ( AW_) is carried

out according to the formula

A = T;ar.cl. + 1’4 x 77Lwla! + 1’2 x T

qua rel

+1L1xT

cr.pot

)

Other components of socio-professional quality of
staff (work experience at the enterprise, education and
age) are assessed by experts on a scale from 0 to 10 -
low - 0 + 4, medium - 4 + 7, high - 7 + 10.

According to the length of service at the enterprise,
all employees are divided into four groups, each of
which corresponds to a certain score (Table 2).

Table 2. Staff groups by length of service at the enterprise
(Ajengen ) and its grade points

Grade
Staff groups points
With less than 3 years of work experience 3,0
With more than 3 years of work experience,
6,0
but less than 8 years
With more than § years of work experience, 8.0
but less than 15 years ’
With more than 15 years of work experience 10,0

Source: calculated by the authors

According to the level of education, employees are
divided into four groups, then the assessment of the
potential of the company's staff is carried out in
accordance with table 3.

Table 3 Staff groups by level of education (Az4y,) and its
grade points

Staff groups Grade points

With general secondary education 4,0
With the level of education "Bachelor,

1 " 6,0
Junior Bachelor
With the level of education "Master

S 9,0

(Specialist)
With a scientific degree 10,0

Source: calculated by the authors

By age, all employees are divided into six groups,
each of which corresponds to a certain score (Table 4).

Table 4. Staff groups by age (4, ge) and its grade points

Staff groups Grade

points
Over 18 years old, but less than 24 years old 4,0
Over 24 years old, but less than 34 years old 7,0
Over 35 years old, but less than 49 years old 10,0
Over 50 years old, but less than 55 years old 9,0
Over 55 years old, but less than 59 years old 8,0
Over 60 years old 5,0

Source: calculated by the authors

At the same time, the proportion of the components
of the indicators of the socio-professional quality of
staff, taking into account expert analysis, is equal:
qualification (0,..) — 0.4; work experience at the

enterprise (Qw_exp.) - 0,28; education (Q,, ) — 0,22; age
(Qagi'.)io’l'
After calculations of indicators of components of

socio-professional quality of the personnel it is possible
to calculate the level of socio-professional quality on the

enterprise for the average worker. (Qmipm‘f);
(ZQWW XAQHJXK/' (chxpz XAgnJXK/ (3)
0 R FANE .
O— - .
[zQ@f" XAgliiji [Zng, XAg:fiji
FANE] L
n n

where o . the level of socio-professional quality for the
soc-pro

average employee of the enterprise; Qs — indicators of the
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level of qualification of staff with a total number; Qexp—

indicators of staff work experience with a total number; Q

— indicators of staff education with a total number; 0 —

age.

indicators of the age of the staff with a total number; Ag,,_

assessment of gradations of indicators of socio-professional
quality of staff; K, — the coefficient of weight of component

of socio-professional quality of staff, i — gradation of
indicators; j — component of socio-professional quality of
staff; » — number of employees in this category.

Assessment of the employee socio-professional quality
factors by experts. The weight coefficient of the staff
socio-professional quality components (&;), which is
determined by experts, and the calculation are presented
in table 4.

Table 4. Assessment of the weight coefficient of the employee
socio-professional quality components

Components of socio-professional
Experts quality of the employee (n

(m) Qq ua. Qexp Qedu Qag e. z

i — gradation of indicators.

The Kendall concordance coefficient was calculated

using MS Excell, W = 0,681 — the consistency of
experts is strong.
Thus, the range of changes in the level of socio-
professional quality of the indicator for the considered
enterprises € [0~ 10,0]. Thus, the indicator value of
the staff socio-professional quality is within the
range 0 ~4 — low (zone C), at 4~ 7 — middle (zone B),
at 7__10,0 — high (zone A).

5 Assessment of socio-professional
quality of employees

We will make calculations according to the proposed
improved method of assessment of the socio-
professional quality of the staff of PJSC «Kryvoriz'kyy
zalizorudnyy kombinaty (PJSC «KZRK»). The
assessmet is accomplished for more than 200 workers
according to formula 1, then the results are summarized
(table 5).

1 04 | 03 0,2 0.1 ! Table 5 Assessment of the qualifications of the personnel of
2 0,3 0,3 0,3 0,1 1 the division at PJSC «KZRK»
3 0,4 0.4 0,1 0,1 ! Components of qualifications and their -
4 03 | 03 | 02 0,2 1 3 grade points _E2
3 - - - = 3€
5 0,3 0,3 0,2 0,2 1 g T;lfrl mastering 1;4:;:::;3 Creeatlv E % é
0 04 0,3 0.2 0.1 ! E| gra additional rofessid potentia | © 23
7 04 | 02 | 02 | 02 1 =1 B | professions| PTC "G PO | B
8 0,5 0,2 0,2 0,1 1
9 05 | 02 | 01 | 02 1 L 0 0 0 4
10 0,4 0,3 0,2 0,1 1 2 6 1,4 1,2 0 8,6
The sum .of the 3 3 0 0 0 3
ranks obtained for 39 23 1.9 1.4 36
each factor, in ’ ’ ’ ’ ’ 4 5 0 1,2 1,1 7,3
_ 51 6 2,8 1,2 0 10
Deviation from the p 4 0 0 0 4
averagesumof | 304 194| 104| 14 | 742
ranks, y— 7 3 0 0
Quadratic deviation 8 6 1,4 0 1,1 8,5
f th f rank
ore fum% TS 2937) 376 | 1,08 | 3421 | 6845 9o | 4 0 0 0 4
e
* 19 3 0 0 0 3
Average 11 5 0 0 1,1 6,1
assessment
gradation by factor, 0,39 1 0,28 | 0,19 0,14 1 12 > 0 0 0 >
y Source: calculated by the authors

ar.

Source: calculated by the authors

Notes: 0, — indicators of the level of qualification of

staff with a total number;
O™ indicators of staff work experience with a total

number;
O™ indicators of staff education with a total number;

O™ indicators of the age of the staff with a total

number;
A, — assessment of gradations of indicators of socio-

professional quality of staff;

Employees received the highest grade points of
qualification and mastery of additional professions.
Thus, the highest assessment of qualification of the
employee number two, who has the highest tariff
category, has mastered an additional specialty and has a
related profession and the employee number eight, who
has the highest tariff category, has mastered an
additional profession and has developed creative
potential. Assessment of socio-professional quality of
employees of the unit was carried out according to
formula 2 (Table 6).
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Table 6. Assessment of socio-professional quality of
employees of the unit at PJSC «KZRK»

Components of socio-professional quality of
the employee
Work
. experienc .
Qua.hﬁc e at the Educatio Age
a-tion . n
enterpris
£ S
g s 5 s S| g
> = = - = o0
° = = = 5 —_
E & — w - = w == 7] = =
m.s%g*a%:e%=e%g§
S| e 2| 29| =B| S 23 ©
o @ 8 o o 1=y @ g =% @ g
o g o o0E o | PE o XPE
BIE9 2| S8 T|E9 T|E S
S|BE B 52 5 52 8|23
5 g 5 e o= 34
= = = E
-] -] -]
£ £ £ =
1 |4 6 9 7 5,96
2 |86 10 6 9 8,46
3 13 3 6 7 4,06
4 173 %’ 6 9 7,38
5 10 10 6 5 8,62
6 |4 6 9 5 5,76
7 |3 0,4 6 0,28 9 0,22 10 0,1 5.86
8 |85 10 9 8 8,98
9 |4 8 6 7 5,86
10 | 3 3 6 10 4,36
11 | 6,1 10 6 5 7,06
12 |5 8 9 8 7,02

Source: author's development

The following conclusions can be drawn from the
results of assessing the socio-professional quality of
employees.

The employees numbered 2, 4, 5, 8, 11, 12 are
included in the zone of high assessment of social-
professional quality [7=10,0]

All other employees are included in the zone of
average value of the indicator.

There are no employees with a low value of socio-
professional quality in the research unit. Based on the
results of the assessment, a Pareto diagram of the socio-
professional qualities of the employees of the structural
unit at PJSC «KZRK» was constructed on fig.1. The
Pareto diagram clearly shows the distribution of values
of indicators of socio-professional qualities of the
employee of the structural unit at PJSC «KZRK» in
descending order of their frequency.

The line of total values of the calculated indicator on
the additional axis reflects the percentage of the
accumulated amount of the result. «Zone A» entered 6
employees, for whom it is desirable to apply incentive
methods for further professional development. Thus,
employees numbered 5, 4, 11, 12 are recommended to
increase the components of qualifications, in particular,
to master additional and related professions and develop
their creative potential. This is especially true for
employees numbered 5 and 11, who have more than 15

years of work experience at the enterprise and can use
the accumulated production experience to provide, for
example, innovation proposals. 6 employees entered
Zone «By. Staff managers need to increase the impact
of incentives on the components of the socio-
professional quality of these employees. The third and
tenth employees have critical value of indicator of
socio-professional quality, accordingly: 4.06 and 4.36,
due to short work experience at the enterprise (less than
3 years), low level of qualification and level of
education «Bachelor, Junior Bachelor». If the influence
of the appropriate means of stimulation is not applied,
this indicator may become critical, and these workers
will enter «Zone C».
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Fig. 5. Pareto diagram of socio-professional qualities of the
employee of the structural unit at PJSC «KZRK»

Source: author's development

6 Discussion of research results

It should be noted that the composite integral indicator
in the formation of the incentives system for the
employees of enterprises, is a set of group integrated
indicators of the appropriate means of incentives:
material, professional, social, organizational.

It is possible to determine the effectiveness of the
incentive mechanism based on the integral indicator
calculation of staff incentive assessment.

The use of an integral indicator makes it possible to
increase the objectivity of the of incentive measures
assessment, what directly affects the efficiency of staff.

It is established that one of the measures of the
improved economic mechanism of stimulation is the
revision of the personnel qualification assessment on the
base of competence and attributive approaches.

Four elements are identified in assessing graduation
and the weight of socio-professional quality indicators,
namely: qualifications, education work experience by
profession and age. A four-pronged system is used for
the assessment of qualifications: tariff grade, mastering
additional professions by the worker, mastering related
professions by the worker and creative potential. The
proposed quantitative assessment of staff development
is characterized by the simplicity, calculating -
universality and availability of the necessary existing
statistics of the personnel department in all
communications enterprises without the involvement of
a specially trained worker.
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Determination of the Clustering Potential of the Machine-
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Abstract. The possibilities of creating cluster associations of enterprises in the sub-branches of the
Machine Building Industry in the Zaporizhzhia region by determining the clustering potential are
considered. The potential of clustering of the engineering industry enterprises of the Zaporizhzhia region
was assessed by using the localization coefficients, production per person and specialization of the
industries. According to the results of the assessment of the clustering potential of the machine-building
industry in Zaporizhzhia there are such five sub-sectors were identified in which the creation of clusters
is possible: the production of computers, electronic and optical products, the production of electrical
equipment, the production of machinery and equipment that are not assigned to other groupings, the
production of motor vehicles, trailers and semi-trailers and other vehicles, the production of furniture and
other products; repair and installation of machinery and equipment. It is proved the need to create a
electric equipment production cluster in Zaporizhzhia region.

1 Introduction

The strategic goal of developing machine-building
industry enterprises in Zaporizhzhia region is to form a
structure that would meet the existing natural resource
and production potential, as well as ensure the
competitiveness of final products.

The engineering industry in 2018 included 208
enterprises. The volume of their production amounted to
2,8435.7 million. or 13.0% of the total industrial
production in the region and 14.0% of the volume of the
machine-biulding industry in Ukraine. As of January 1,
2019, foreign investors ' funds in the machine-building
industry amounted to UAH 117.23 million., or 28.1% of
the total amount of foreign investment in Zaporizhzhia
region.

Mechanical engineering is a knowledge-based sector
of the economy, the financial condition of which largely
depends on the state level of industrial development.
The machine-building industry plays a significant role
in the formation of the most important macroeconomic
indicators of the region.

But industry enterprises are characterized by a
imbalance between the availability of production
capacities and real production volumes, which
negatively affects the results of production activities. At
the same time, the aging process of the equipment is
constantly progressing. In addition, the deterioration of
the financial and economic condition at most enterprises
of the industry occurred due to the lack of a production
structure optimized for real production volumes and
product nomenclature, the deterioration of production
capacities, and the discrepancy between the number of
workers and real production volumes. High level of

* Corresponding author: nadezdash@ua.fm

depreciation deductions, competition from the side of
imported products. Therefore, the machine-building
industry requires a radical restructuring. An achieving
the strategic goal of the development of machine-
building enterprises in Zaporizhzhia region is possible
only if the leading sectors of the machine-building
industry will be clustered.

2 Actual scientific researches and
issues analysis and the research
objective

A number of scientific works of domestic and foreign
scientists and researchers are devoted to the study of
determining the potential of clustering industries in
individual countries [1-3, 11-25]. . To determine the
clustering potential, Vinokurova M.V., Honcharova,
K.V., €rmishina, A.V., Turganbaev, E.M. etc. propose
to apply coefficients of localization, production per
person and specialization of industries that are widely
used in the regional economy. Yermisina A.V. and
Kozlova M.V. recommend analyzing statistical
indicators to determine the competitiveness of the
industry. Turganbaev E.M recommends to use national
tables «costs-production» for indentification industrial
clasters. [1-4]. But the analysis of research of the
problem of determining the clustering potentials of
industries in different countries revealed the lack of a
methodically based approach to determining the
clustering potential of an individual industry, which
determines the need and relevance of stusying the
problem. So the task statement is determination of the

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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clustering potential of the Machine-Building Industry in
Zaporizhzhia region and its individual sub-sectors.

3 The possibility of creating cluster
associations in the sub-sectors of the
Machine-Building Industry in
Zaporizhzhia region

Let's consider the possibilities of creating cluster
associations in the sub-sectors of the Machine-Building
Industry of Zaporizhzhia region by determining the
potential for clustering the machine-building industry of
Zaporizhzhia region and its individual sub-sectors.

The potential of clustering existence is the
availability of competitive advantages of industries,
enterprises, infrastructure organizations located in the
region and the possibility of combining and using these
advantages to increase the competitiveness of the
region. Currently, a wunified methodology for
determining the evaluation of clustering potential has
not been developed. To determine the clustering
potential of the machine-building industry of
Zaporizhzhia region, we will use the method of N.V.
Vinokurova [1], which consists in calculating the
coefficients of localization, production per person and
specialization of industries. If the calculated coefficients
are close or more than one and tend to grow, then
clusters in these industries can be created.

Table 1 shows statistics to determine the clustering
potential of the machine-building industry of
Zaporizhzhia region [5-8].

We will determine the localization coefficient ( CL)
of the machine-building industry of Zaporizhzhia
region. The localization coefficient determines the
localization (concentration) of production in the region,
the level of the industry development in the region, its
significance for the region's economy.

The localization coefficient of this production in the
region is the ratio of the specific gravity of this sector of
the economy in the structure of production in the region
to the specific gravity of the same sector in the structure
of production in the country.

The localization coefficient of the machine-building
industry of Zaporizhzhia region is calculated by using
the formula (1):

_VMEP. , | o VMER,

C
“ovIp, VIP,

*100;
(D
Table 1 Statistical data to determine the clustering

potential of Zaporizhzhia region engineering industry 2016-
2018, in million UAN

. 2016 2017 2018
Indicators
year year year
UKRAINE
Total volume of
industrial products sold, | 2158030 %625862’ 3045202
million UAH

168281,

9 207204

Engineering 131352

production of computers,
electronic and optical | 12366,1 13783,3
products

16975.2

production of electrical

. 26594,6
equipment

32986.,9 | 43098,9

production of machinery
and  equipment  not
classified in other

groupings

50105,3 | 59767,7 | 702373

production of motor
vehicles, trailers and
semi-trailers and other
vehicles

42285,8 | 61744,0 | 78365.,0

production of furniture
and other products; repair
and installation of
machines and equipment

436503 | 56383,9 | 677062

The number of permanent
population (at the end of
the year) of Ukraine,
million people.

425 42,4 4.2

Gross domestic product
(in actual prices), UAH | 2385367 | 2983882 | 3560596
million

Zaporizhzhia region

Total volume of

industrial products sold, | 152863 é97567’ 220108
million UAH
Engineering 18214,8 | 26390 28435,7

production of computers,
electronic and optical | 1580,2 1013,8 1523,8
products

production of electrical

. 6003,7 7624,5 10537
equipment

production of machinery
and  equipment  not
classified in other

groupings

3048,7 | 41834 | 4597,6

production of motor
vehicles, trailers and
semi-trailers and other
vehicles

7582 13568,3 | 11777,1

production of furniture
and other products; repair
and installation of
machines and equipment

5721,9 5203,5 44327

Resident population | 1,75 1,73 1,72
(annual average), million

Gross regional product, | 104323 130377 147076
UAH million

where: VMER, is the volume of mechanical
engineering products sold in Zaporizhzhia region,
million UAH,;

VIF, the volume of sold industrial products in
Zaporizhzhia region, million UAH;
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0,139 0,159 0,141
VMER, - volume of engineering products sold in VMEF,
Ukraine, million UAH; VMER,
. . . 0,041 0,041 0,041
VIPU - volume of sold industrial products in 5
Ukraine, million UAH B
Table 2 shows calculations of localization ] 339 387 343
coefficient of the machine-building industry of Per ~  capita ' ' ’
Zaporizhzhia region [5-8]. production
coefficient

Table 2 Calculations of localization coefficient of
Zaporizhzhia region engineering industry

Years
Indicators 2016 2017 2018
VMEP 0,119 0,134 0,129
VIP,
VMEP, 0,061 0,064 0,060
VIP,
1,95 2,09 2,15
Localization
coefficient

For three years the average indicator of the
localization coefficient of enterprises of the machine-
building industry in Zaporizhzhia region was 1.99. This
is good indicator to create a cluster.

The per capita production coefficient ( C””) is
calculated as the ratio of the specific gravity of the
economic activity of the region in the corresponding
structure of the economic activity of the country to the
specific gravity of the region population of the
population in the country according to the formula (2):

o = —VMEPZ *100: i *100;
VMEF, P ?)
where: VMEPZ 1s the volume of mechanical

engineering products sold in Zaporizhzhia region,
million UAH;

VMEE, - volume of engineering products sold in
Ukraine, million UAH;
P

- the population of the region;

£ - the population of the country.

Table 3 shows calculations of per capita production
coefficient of the machine-building industry of
Zaporizhzhia region [5-8].

The average value of the per capita production
coefficient was 3.66 for three years which indicates the
possibility of creating clusters.

Table 3 Calculation of per capita production coefficient of
the machine-building industry in Zaporizhzhia region for
2016-2018

Years
Indicators 2016 2017 2018

The coefficient of specialization (CS) is defined as
the ratio of the specific gravity of the region in the
country for this type of economic activity to the specific
gravity of the region in the country's GDP (3):

.= VMEF, 100: GRP 100;
VMEP, GDP 3)

where V]MEPZ is the volume of mechanical

engineering products sold in Zaporizhzhia region,
million UAH;

VMEF, _ volume of engineering products sold in
Ukraine, million UAH;

GRP — gross regional product UAH;

GDP is gross domestic product UAH.

Table 4 shows calculations of the specialization
coefficient of Zaporizhzhia region engineering industry
[5-8].

Table 4 Calculation of specialization coefficient of
enterprises of the machine-building industry in Zaporizhzhia

region.
Years
Indicators 2016 2017 2018
VMEP., 0,139 0,159 0,141
VMEP,
GRP/GDP 0,044 0,044 0,044
specialization 3,15 3,61 3,20
coefficient

The average value of the specialization coefficient
has been 2.98 for three years which indicates the
possibility of creating clusters.

Integral coefficient of clustering potential is
determined by formula (4):

Cu= 3\/ G * Cpp * C,, )

The integral clustering potential coefficient allows
us to evaluate the industry's prospects for creating
cluster associations of the enterprises (table 5)

Table 5 Integral coefficient of clustering potential

Years
Indicators 2016 2017 2018
Localization
coefficient 1,83 2,16 2
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s Tioati production of machinery
Spec1ahzgt10n 3.5 4 35 d equi
coefficient and equipment not
classified in other groupings
Per capita production 4 1,47 1,64 1,42
coefficient 3.5 3,5 production of motor
vehicles, trailers and semi-
Integral coefficient of trailers and other vehicles
clustering potential 294 3,39 30 4,35 5,32 3,64

The average value of the integral clustering potential
coefficient was 3.11 for three years, which indicates the
possibility of creating clusters.

Thus, we can conclude that the machine-building
industry of Zaporizhzhia region has a clustering
potential sufficient to create clusters. To calculate the
coefficient of localization for the sub-branches of
Zaporizhzhia region engineering industry, we will
consider the volume of sold products in the production
of engineering for 2016-2018 in Ukraine and
Zaporizhzhia region.

Table 6 shows calculated production localization
factors for sub-sectors of the machine-building industry
of Zaporizhzhia region.

Table 6 Calculation of localization coefficient for
enterprises of the machine-building industry of Zaporizhzhia

region
Years

Indicators 2016 2017 2018

Engineerin
£ £ 1,83 2,16 2

production of computers,
electronic and optical
products 1,56 1,97 1,56
production of electrical
equipment 1,31 3,07 1,78

production of machinery and
equipment not classified in
other groupings

1,16 1,68 1,41

production of motor vehicles,
trailers and semi-trailers and

other vehicles
1,39 2,92 1,94

production of furniture and
other products; repair and
installation of machines and
equipment 1,85 1,22 1,41

Table 7 shows calculated per capita production
coefficient for the sub-sectors of the machine-building
industry of Zaporizhzhia region.

Table 7 Per capita production coefficient of sub-branches
of the machine-building industry in Zaporizhzhia region

Years
Indicators 2016 2017 2018
Engineering 15 4 3s

production of computers,
electronic and optical

products 1,31 1,8 1,17

production of electrical
equipment 5,48 5,6 3,63

production of furniture and
other products; repair and
installation of machines and
equipment 3,18 2,23 1,58

Table 8 shows the calculated coefficients of
specialization of production for sub-sectors of the
metallurgical industry of Zaporizhzhia region.

Table 8 Specialization coefficient for sub-sectors
machine-building industry of Zaporizhzhia region

Years
Indicators 2016 2017 2018
Engineering 3,5 4.0 3.5
production of computers,
electronic and optical
products 2,92 | 1,68 | 2,17
production of electrical
equipment 516 | 525 | 591

production of machinery
and equipment not

classified in other groupings
1,39 1,6 1,58

production of motor
vehicles, trailers and semi-

trailers and other vehicles
4,09 5,02 3,63

production of furniture and
other products; repair and

installation of machines and
equipment 2,99 2,11 1,58

)

Table 9 shows integral coefficient of clustering
potential for Zaporizhzhia region engineering industry
sub-sectors.

Table 9 Specialization coefficient for sub-sectors
engineering industry of Zaporizhzhia region

Years
Indicators 2016 2017 2018
Engincering 294 | 339 | 30
production of computers,
electronic and optical
products 1,93 1,382 1,63
production of electrical
equipment

3,98 4, 64 3,77

production of machinery
and equipment not
classified in other
groupings 1,34 1,64 1,47
production of motor
vehicles, trailers and
semi-trailers and other
vehicles 3,28 4,42 3,07
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production of furniture
and other products; repair
and installation of
machines and equipment 2,99 2,47 1,52

After analyzing the data of tables 5,6,7,9 it can be
seen that the localization coefficients, per capita
production coefficient, specialization coefficients,
integral coefficient of clustering potential of the five
sub-sectors of the Zaporizhzhia region engineering
industry are more than one. And in the sub-sector of
electrical equipment production, these determined
coefficients are the highest.

It is proposed to create a cluster association of
enterprises in the sub-sector of the electrical equipment
production. We consider it expedient to include such
regional enterprises of energy engineering to this
cluster, nameles: «Zaporizhtransformator» PJSC,
«MGT» PIJSC, «Zaporizhzhia superpower transformers
plant» PJSC, SE "SPC “Iskra”, «ZZVA» PJSC,
«Zaporizhzhia plant «Preobrazovatel» PJSC, "Motor
Sich" PJSC, SE «lvchenko-Progress», SIA "RENKO".

It should be noted that «Zaporozhtransformator»
PJSC is the largest specialized enterprise of world
transformer building and carries out development,
supply and service maintenance of the entire range of
oil, dry power and general purpose distribution
transformers, special transformers, components for them
(cooling plants, voltage regulators, etc.), higt amperes
current conductor of closed type.

«MGT» PJSC produces distribution transformers
with a capacity of up to 1000 kVA and power
transformers with a capacity of 10-1000 kVA.

«Zaporizhzhia superpower transformers plant» PJSC
specializes in the manufacture of power dry and oil
transformers, as well as in the repair of transformers of
all types.

Thus, the involvement of these enterprises in the
energy engineering cluster will make it possible to carry
out a comprehensive replacement of the outdated
transformer fleet of the energy sector within the
Zaporizhzhia region.

The need to participate in the cluster project of
«ZZN A» PJSC is due to the fact that the enterprise is a
producer of products that ensure the transmission of
electricity, especially over long distances, and its
distribution to end users.

The usefulness of in involving "Zaporizhzhia plant
Preobrazovatel" PJSC to the cluster is due to the fact
that the company is a manufacturer of power electronics
that are able to regulate and convert energy from one
type to another, optimal. The need to use power
electronics is due to the fact that the use of electricity in
the form in which it is produced, that is, in the form of
alternating current with a frequency of 50 Hz or
impossible under the conditions of some technologies.

Thus, the use of modern products of "Zaporizhzhia
plant Preobrazovatel" PJSC will make it possible to turn
the generated electricity into the state that specific
consumers need, meet various technological needs
while reducing its losses.

State Enterprise "Scientific and Production Complex
“Iskra” is a leading developer and manufacturer of
ground-based radar technology for Ukraine’s defense
industry. The Complex includes a Design Bureau and a
Engineering Plant.

In addition, we consider it necessary to also include
in the cluster of "Motor Sich" PJSC which is capable of
producing cogeneration stations. The wuse of
cogeneration plants on the basis of heating boilers can
increase the efficiency of fuel use to 90-92%, because
the additional equipment of boiler houses with electric
power generation modules allows without increasing
gas costs for heat production to receive "as a gift"
electricity for an amount that corresponds to the cost of
about 20% of the spent fuel.

Thus, the involvement of «Motor Sich» PJSC in the
energy engineering cluster will allow to introduce
energy-saving technologies in the sector of urban
heating plants with the prospect of obtaining additional
income from an increase in electricity production in the
region.

Note that «Motor Sich» PJSC has the ability not
only to produce cogeneration stations, but also with the
help of SE "Ivchenko-Progress" to develop various
modifications of cogeneration plants to fully meet the
needs of various consumers. In addition, the production
capacity of «Motor Sich» PJSC is currently loaded by
only 25-30%, which creates significant opportunities for
the perspective growth of the enterprise and increase its
share in the domestic market, which today accounts for
no more than 5% of the total supply of «Motor Sich»
PJSC.

SIA "RENKO" Scientific and Industrial Association
was the first to present an energy efficiency program in
Zaporizhzhia region [9]. The main focus of the program
is the consistent introduction of energy-saving
technologies in the residential sector and the municipal
sector of the region; estimated amount of capital
attraction 100-130 million UAH per year. One of the
areas of implementation of this program is the
construction of a network of cogeneration stations with
a total capacity of up to 5 thousand. MW (capacity of
one - 3.4 MW).

The implementation of this direction will contribute
to improving the efficiency of the power system due to
the creation of a competitive conditions in the field of
thermal and electric energy generation.

Note that we consider it necessary to include in the
proposed regional cluster enterprises that are transfed
and distributed the electric energy, which will act as end
users of the cluster's products, primarily
«Zaporozheoblenergo» PJSC.

It should be noted to increase innovation, regional
research institutes can play an active role in the cluster.
It is these institutions, which have significant potential,
but are not enough in demand under the conditions of
the domestic present, that can act as a catalyst for the
innovative development of cluster association [10].

Involvement in cooperation within the cluster of
specialized scientific institutions will make it possible to
intensify research and design work in the direction of
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creating innovations (development of new technologies,
improvement of technological processes, etc.), as well
as will contribute to accelerating the pace of
implementation of research results at enterprises, which
will have a positive impact on the processes of design
and production of new types of products by cluster
participants.

This interaction within the cluster will make it
possible to establish a close connection in the chain
"science - industry (production complex) - market." We
note that the ability to develop and use innovative
technologies is one of the most important factors in
strengthening the position of the cluster. In addition, the
nearby enterprises and institutions within the project
will contribute to the accelerated exchange of existing
knowledge, experience, ideas, developments and
strengthening of production cooperation.

Specialized scientific institutions in the field of
mechanical engineering such as «Zaporizhzhia plant
«Preobrazovatel» PJSC, SE «lvchenko-Progress», «All-
Ukrainiany Institute of Transformer Engineering» PJSC
should be involved in the energy engineering cluster.

The involvement of scientific institutions will make
it possible to intensify activities in such areas as the
development of new technologies, research, innovation,
the generation of ideas, the development of new
products ordered by cluster members, as well as to
ensure the optimal combination of existing production
capacities and the modern base of scientific research
and development.

To increase the efficiency of the cluster, we also
propose to involve the educational sector in cooperation,
primarily Zaporizhzhia Polytechnic National University,
Zaporizhzhia National University (ZNU), which have
practical experience in training specialists in the field of
mechanical engineering (including electrical
engineering), energy and energy saving. Higher
education institutions have the opportunity to provide
training on orders of project participants; develop and
implement special training, retraining and development
programmes, etc. This will create additional
opportunities to receive profit from the orders of cluster
members. It is also possible for students to carry out
scientific, thesis and term papers in areas that are most
interested for enterprises, as well as carry out scientific
research ordered by entrepreneurs. In turn, cluster
enterprises will become a good practice base for
students with the provision of the necessary materials
for student research and perspective employment
opportunities.

The involvement of regional banks in the financial
sector cluster project will provide additional financial
resources for the cluster to perform its tasks. In addition,
regional banks can get several positive effects from
participating in the project:

- Strengthening its own position in the conditigons
of increased competition in attracting and servicing
accounts of new customers (especially large industrial
enterprises);

- the possibility of increasing financial resources,
obtaining significant profits by increasing operations
and the client base;

- the possibility of obtaining income from direct
participation of cluster activities.

As part of a single cluster program, the participating
bank will be able to manage most of the financial
resources of the cluster and profit not only from lending
to members of the association, but also from managing
its financial flows, thus acting not only as a source of
financing, but also as a financial operator of the cluster.

An important role in the implementation of the
cluster project in the region should also be played by
state and non-state public organizations, which can
provide legal support for the relations of project
participants, help in attracting additional sources of
financing, deal with the distribution of risks, provide
information and educational services, contribute to a
significant dissemination of information about cluster
projects, etc.

Therefore, in the field of production, we can expect
the development of fundamentally new types of
products, especially taking into account the needs of
domestic consumers, increasing the specialization of
production, reducing the production cycle of production
due to the interaction of participants, and increasing the
requirements for the quality of cluster products.

The main areas of development of the association in
the production and technical and technological spheres
include:

- increasing of the range of produced products;

- improving the quality, reliability and convenience
of maintenance;

- creation of new constructions, equipment for the
needs of domestic energy and industry;

- improvement of existing constructions with the aim
of technical improvement of their parameters, namely
reduction of material consumption, labour intensity and
losses based on introduction of new technological
solutions;

- meeting the requirements of international and
national standards for products, meeting the specific
needs of customers.

In the non-production sphere, we can expect the
development of partnerships, the development of new
interaction schemes, deepening cooperation between
enterprises, increasing the availability of information,
which will increase the cost of joint research and
development, the introduction of new technologies for
managing production and sales processes, financial
processes, improving the quality of business processes,
and developing cluster infrastructure.

At the same time, we believe that the specialization
of the cluster is an important factor that will contribute
to the most effective manifestation of cooperative
communication within the association. The formation of
a unified cluster association management system will
facilitate the coordination and integration of
management activities of individual participants into a
single complex. This will ensure a more flexible and
rapid response of the cluster to changes in the internal
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environment, which means that it will improve its
competitive position.

In addition, the intensification of information flows
within the cluster will contribute to the accelerated
dissemination of existing knowledge and technical
innovations, which can be considered as an important
competitive advantage of the cluster. We emphasize that
these facts will help improve the position of both the
joint cluster brand and the perspective self-development
of individual member brands.

It should be noted that cooperation within the cluster
of scientific and business sectors will contribute in the
future to the reorganization of scientific institutions in
the direction of increasing scientific research for
specific purposes, first of all, to meeting the current and
promising needs of various groups of potential clients of
the cluster.

4 The structure of the power
engineering cluster of Zaporizhzhia
region

A more specific structure of the energy engineering
cluster of in the Zaporizhzhia region is pointed out in
Figure 1.

In general, within the existing cluster, it is possible
to expect an improving of the competitive position of its
participants due to an increase in their share in the
domestic market (expansion of the consumer base of
cluster products), as well as the opportunity to offer
consumers an updated nomenclature and a wider range
of products, compared to the assortment of individual
participants to cluster.

We emphasize that one of the consequences of the
effective work of the proposed cluster may be an
increase in the cost of cluster enterprises and an increase
in capitalization, which, in turn, will contribute to
increasing the investment attractiveness of both
enterprises alone and the association as a whole.

Support from autherities and the public
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Fig. 1. The cluster structure based on electric equipment
production in Zaporizhzhia region.

Due to the scale of the association, it is also possible
to enter directly the international financial level
(international banks, exchanges, insurance companies,
funds, etc.) in order to place their own shares and obtain
the necessary investment resources.

Conclusions

Based on the results of the study, a significant potential
was identified for the creation of cluster associations of
enterprises of the machine-building industry of
Zaporozhye region, the assessment of which was carried
out using coefficients of localization, production per
person and specialization of industries. According to the
results of the assessment of the clustering potential of
the machine-building industry of Zaporozhye region,
five sub-sectors in which the creation of clusters is
possible have been identified. namely, the production of
computers, electronic and optical products, the
production of electrical equipment, the production of
machinery and equipment not classified elsewhere, the
production of motor vehicles, trailers and semi-trailers
and other vehicles, the production of furniture and other
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products; repair and installation of machinery and
equipment Proved the need to create a cluster of
electrical equipment production in Zaporizhzhia region.

It was found necessary to intensify innovation and
transition to an innovative development model. The
cluster development strategy is substantiated by the
innovation strategy model of Zaporizhzhia region’s
industrial complex.
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Abstract. The article examines the strategic experience of introducing smart specialization in Ukraine
using the methods of strategic analysis, financial analysis, generalization, statistics, critical thinking. It has
been proved that the state priorities of Ukraine's strategic development have changed. The concept of
providing state aid to industries that cannot withstand competition has been changed to the concept of
identifying specialized functional areas based on the principles of reasonableness, sustainability and
inclusiveness of development, the ability to integrate into value chains of world markets. The above more
locally meets the requirements of the competitive environment, minimizes the risks of scattered financing,
increases the level of effectiveness of strategic planning, innovative and technological development of the
state as a whole. The inconsistency of the state and regional strategic support for the introduction of
reasonable specialization was established against the background of determining the effectiveness of the
use of such forms of cooperation as the cluster model and cross-functional interaction. The need for
standardization and greater regulation of the smart specialization procedure at both the conceptual,
methodological and practical levels is determined. Ukrainian smart specialization is constrained by the
insufficient potential for the implementation of regional development strategies, the urgent need to adapt
the method of assessing smart specialization in the format of entrepreneurial discovery to the Ukrainian
realities of types of economic activity, insufficient funding of potential functional territories, low initiative,
diversification and self-organization. The delay in the implementation of reasonable specialization of
activities in Ukraine is explained by the need for additional time to reconfigure the socio-economic system
at all levels and to understand the territorial needs, the prospects of choosing from existing opportunities
and its consequences.

1 Introduction

In the context of active information technology
development, European initiatives have identified a
range of new prerogatives and challenges to modern
regions and industries of developed and developing
countries. The development concept was transformed
from innovative to smart by declaring the concept of
smart specialization for the functioning and
development of regions, thereby maximizing the angle
of view on modern socio-economic processes and the
competitive potential for their improvement. In
practice, this approach allows not to scatter funds, but
to focus funding on truly unique objects or entities,
whose potential is characterized not only by
innovation, self-development, but also by the ability to
self-integration into chains of added value formation
on world markets.

Ukraine has received further European initiatives
and is gradually introducing the concept of smart
specialization. The European Union has not established
clear rules and requirements for the introduction and
irealizatation of smart specialization. The restriction
concerned only the strategic vector, platform and
general assessment methodology. And this s

*
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understandable, since smart specialization is a weakly
structured category, and the specificity of its
formalization and determination methodology depends
on the characteristics of the subject or object of
assessment, so the approach must be adaptive.

On the one hand, the permissive nature of the
introduction of smart specialization does not limit, but
on the other requires the immediate development of
new skills, knowledge, and most importantly - the
formation of a new vision of those very territories and
industries, the principles of their development. The
non-regulation of the procedure for introducing smart
specialization will eventually reveal as a test separately
those subjects that, in fact, are already functioning in a
new, innovative, unique way, but are limited in
development by certain parameters.

Smart specialization of economic activity
introduces the identification and diversification of
assets such as knowledge, experience, resources,
business models, mechanisms of functioning,
innovation, and form functional territories of
interregional and transnational levels by means of
cross-functional interaction.

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).



SHS Web of Conferences 100, 01024 (2021)
ISCSAI 2021

https://doi.org/10.1051/shsconf/202110001024

Thus, the scientific approach substantiates the
principles of entrepreneurial discovery, the government
forms a vision for assessing the opportunities,
sentiments, trends, needs and prospects of smart
specialization, business and society determine the
entrepreneurial choice of market opportunities. The
effect of qualitative and structural transformations as a
result of smart specialization of activities 1is
multidimensional, therefore, it is not only a
quantitative assessment of trends and structural
indicators.

Thus, the priority steps in the countries have been
taken, the factors that inhibit and promote the
implementation of smart specialization have already
been identified, which requires careful study and
research in each country separately.

1.1 Ralated works

The formation and development of an innovative
economy is the only priority way of developing socio-
economic systems to ensure their life in the long term.
The newest European direction is the introduction and
development of smart specialization as a policy of
unity of three basic principles: rationality, resilience
and uniqueness of growth [1, 2]. This concept is still
only spreading, but it was first mentioned in the
materials of the Knowledge for Growth - K4G concept,
where its content was interpreted as a promising
strategy for encouraging investment in areas that
should complement the region's production assets to
create its internal potential and interregional
comparative competitive advantages in the future [1,
2]. Since the approach is based on the principle of
searching for an entrepreneurial discovery, its
implementation will ensure a qualitative change in the
production function of the industry, will reveal the
potential of the functional territory by means of using
modern knowledge and technologies. The foundation
of smart specialization lies in the concept of global
growth and is presented in the European Union strategy
document “Europe 2020. A FEuropean strategy for
smart, sustainable and inclusive growth”. The
importance of the regional potential for the
implementation of smart specialization is outlined in
the provisions of the European Union document
"Regional Policy for Smart Growth in Europe 2020".
The main goal of smart specialization is the formation
of a list of activities with high added value, which
would strengthen the competitive position of the
territory, pulling up related industries with less
potential, and financing would be concentrated on the
most promising activities.

Given the vagueness of the concept and the absence
of a rigid and principled methodology, the EU's arsenal
contains only a set of tools and a recommended
methodological approach, the features of which are
arbitrary choice and depend on the capabilities and
goals of individual regions. There is also a lack of
approved quality and efficiency criteria, statistical data
in general. The effectiveness of the implementation of
smart specialization today is assessed only by expert
means.

Modern scientists study smart specialization in the
context of the fourth innovation spiral, the
interdependence of the knowledge economy, science
and the competitiveness of industries, regions [3,4,5,6].
Separate studies are devoted to the advantages and
disadvantages in the practical implementation of the
smart specialization policy [7,8,9], the factors
influencing it [10,11], in particular the actions of
universities [12] and the institutional structure [13],
study the experience of implementing relevant
measures in different countries [14,15], the features of
the strategic promotion of the concept [16,17], the
assessment of various implementation policies [18], the
typology of regional diversification models [19], and
SO on.

The problems of the formation of competitive
advantages of territories [20], the search for a synthesis
of regional, cluster, structural and innovation policies
of territories and the state as a whole [21], the
implementation  of innovative and structural
diversification of socio-economic processes [22] and
the importance of introducing individual strategies of
smart specialization at the regional level [23]. The
results of generalization by the European Union of
monitoring,  expert assessments, surveys of
stakeholders of smart specialization are presented in
[24], where a positive attitude is proved and the
prospects of this direction of increasing the
innovativeness of activities in Ukraine are assessed.
Today, the experience of various countries is of
scientific and practical value, in particular, the
mechanism for introducing smart specialization
launched in Ukraine. State priorities have already been
identified and there is already a certain strategic
experience in the implementation of certain measures,
which requires a thorough study.

1.2 Strategic experience of Ukraine

During a long period of the country's development, the
following is noted: the necessary macroeconomic
strategic documents and measures are approved at all
levels, but the expected result is not achieved. The
reasons in each case are different, including
insufficient funding, its fragmentation, lack of action
plans or their partial or complete failure to implement.
This is confirmed by the results of the analysis of
individual programs for the creation of innovative
instructions, reforming state policy in this area. Also,
park structures have been created, a significant number
of which, with some exceptions, have already existed
for a long period only on paper or operate on a limited
basis without a real return on investment and effort.

Repeated attempts were made to approve a single
strategic document that would generalize the ways of
solving issues regarding the innovative development of
the country's economy, drafts of innovative
development strategies were developed, which were
never approved in the proposed version. In the future,
some of their provisions were partially used as the
basis for the development of the next project. For
example, the draft Strategy of innovative development
of Ukraine for 2010—2020 in the conditions of
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globalization challenges included certain provisions of
previous documents. However, the document was
never approved, although it was adopted by the
Cabinet of Ministers of Ukraine and submitted for
consideration by the Verkhovna Rada of Ukraine.

The foundations of reasonable specialization in all
spheres of life are laid down in such a strategic
document of Ukraine as the Concept of development of
the digital economy and society of Ukraine for 2018 -
2020 and approval of the action plan for its
implementation. In 2019, the Strategy of the
development of the innovative activity sphere for the
period up to 2030 [25] was approved, which ensures
the organization of activities in building a modern
innovation ecosystem for the long term and is the basis
for transforming new fresh ideas into innovative
products, increasing the level of innovativeness of the
economy. In accordance with the provisions of
Strategy 2030, it is proposed to apply new approaches
in determining territorial priorities, including with
respect to ensuring the quality of connections between
participants in the innovation process by introducing
digital technologies, applying the concept of smart
specialization to implement the exclusive aspects of
each territory.

Despite the recommendations of the European
Union, Ukrainian specialists have artificially and
expertly identified the following list of regional
specializations: resource materials; bioeconomics and
biotechnology; energy and power engineering;
aerospace technology; information and communication
technologies;  healthy society. The Ukrainian
understanding of smart specialization focuses on the
search for a reasonable specialization of regions,
competitive advantages, uniqueness and ways of
decentralization within the boundaries of the industrial
complex (the draft of the Strategy for the development
of the industrial complex of Ukraine for the period
until 2025), although the vision of the European Union
is broader than one industry.

Overcoming sectoral limitations on the basis of
Strategy 2030, it is planned to form strategies for
regional innovative development, taking into account
the needs and potential of the regions, and the Ministry
of Education and Science of Ukraine, together with the
central executive authorities, is determined to develop
and submit a draft action plan for 2019 - 2021 to the
Cabinet of Ministers of Ukraine within four months.
years for the implementation of the Strategy [25],
starting from 2022, to develop and submit for
consideration by the Cabinet of Ministers of Ukraine
draft three-year action plans for the implementation of
the Strategy approved by this decree.

To assess the effectiveness of the implementation
of the Strategy, it is envisaged to carry out both control
over the implementation of action plans and
monitoring their impact on various sectors of the
economy. The monitoring procedure is developed by
the Ministry of Education and Science of Ukraine
together with the Ministry of Economic Development
of Ukraine and other interested structures. The draft
action plan for the implementation of the Strategy for
the development of the sphere of innovation for 2019 -

2021 was approved by the order of the Cabinet of
Ministers of Ukraine and published on the official
website of the Ministry of Education and Science of
Ukraine on November 29, 2019, but at the moment the
monitoring procedure is not officially available.

Separate regional strategies for innovative
development have not been approved today, and the
provisions of the Strategy 2030 are included in regional
strategies for the period 2021-2027, approved in
accordance with the Draft State Strategy for Regional
Development  for 2021-2027 "Human-Centered
Development and Unity", the need to prepare arose due
to the expiration of the previous document [27] and the
need to adjust regional policy in the face of new
challenges.

The Ministry of Regional Development,
Construction, Housing and Communal Services of
Ukraine (from 29.08.2019 renamed to the Minister for
Communities and Territories Development of Ukraine)
on the official website on 13.03.2019 announced the
start of work on the draft State Strategy for Regional
Development of Ukraine until 2027.

At the moment, the regional development strategy
is being developed in accordance with paragraph 1 of
the fourth part of Article 8 of the Law of Ukraine "On
the Foundations of State Regional Policy” and
paragraph 5 of the Resolution of the Cabinet of
Ministers of Ukraine dated 11.11.2015 No. 931 "On
approval of the Procedure of development of the State
strategy for regional development of Ukraine and the
plan of measures for its implementation, as well as
monitoring and evaluation of the effectiveness of the
implementation of the said Strategy and plan of
measures" [28] and taking into account the interests of
the subjects of regional development in the State
Strategy for Regional Development of Ukraine. It
should be noted that the Draft of the 2021-2027
Regional Development State Strategy, formed in
accordance with the requirements of the updated
procedure for the development of regional strategies
[28], included the need to use smart specialization in
the implementation of the strategy, which is a new tool
for realizing regional innovation potential based on the
synthesis of the knowledge economy and local
advantages, and makes it possible to determine the
exclusivity of subjects, industries, regions. Technically,
the approach provides for the definition of a set of
competitive advantages, regional assets, scientific and
innovative potentials, the use of which is effective only
in the conditions of cross-functional and intersectoral
interaction of all stakeholders (government, business,
society , academic society). At the same time, clause 7
of Order 932 [29] determines that what is meant is that
"regional strategies are developed for the duration of
the State Strategy for Regional Development of
Ukraine and must comply with its provisions" and in
fact, regional strategies for the period 2021-2037 were
developed mainly in accordance with the requirements
provisions of the Draft of the 2021-2027 Regional
Development State Strategy, taking into account the
needs and potential of the regions and the Strategy
2030. So, basically, regional strategies for 2021-2027
were approved in the period from December 2019 to
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March 2020, that is, even before the approval of the
2021-2027 Regional Development State Strategy. It is
worth noting the Strategy 2021-2027 for the
Dnipropetrovsk region, the draft of which was
approved on May 08, 2020 based on the provisions of
the already approved State Strategy, and not its draft.
Since the overwhelming majority of regional strategies
were based only on the draft state strategy, then with
the approval of its provisions, regional strategies
should be completely revised in accordance with state
strategic updates.

As a result of the analysis of the content of 27
existing regional strategies, it was found that the best
probability of ensuring the achievement of strategic
goals was determined based on the results of the
SWOT analysis of regional development. In addition,
they adhere to the legal requirements regarding the
inclusion of at least one strategic goal of the regional
strategy, which is determined on the basis of smart
specialization and provides for the innovative
development of priority types of economic activities in
the region, the disclosure of the potential of functional
territories, and an increase in the level of
competitiveness of the regions.

However, although all regions approved plans for
the implementation of the strategy, the implementation
plan and the procedure for monitoring the state
Strategy 2030 have not been approved. That plans
requires approval, since, according to the requirements,
regional strategies are based on certain state priorities
for strategic development and without monitoring the
effectiveness of the action plan, the provisions of state
strategic documents will be declarative.

Also, the improvement of already approved
regional strategies continues. For example, in August
2020, proposals were made to the Development
Strategy of the Poltava Oblast till year 2027 to amend
the socially oriented project - ensuring the availability
of social services regardless of where you live. This
confirms a flexible and adaptive approach to the
strategic development of regions.

1.3 Experience in the operation of functional
territories

Ukraine is introducing a smart implementation
approach with the support of the FEuropean
Commission's Joint Research Center directorate, which
has developed analytical reports on the economic and
innovation potential of three pilot regions: Kharkiv,
Odesa and Zapirizhzhia oblasts, where, with the
support of The Joint Research Center (JRC), an
innovative approach is being introduced to implement
a strategic planning — smart specialization (S3) and a
comprehensive assessment and analysis of data is
carried out according to the methodology of the
European Union for the research of economic sectors,
their priority is determined according to certain criteria,
the best of which will be involved in the process of
entrepreneurial discovery — the second stage of
introducing smart specialization.

So, according to the Strategy of Regional
Development of the Zaporizhzhia Region for the

period up to 2027, Strategic Goal 2 is defined -
Competitive economy of the region (which develops
on the basis of smart specialization) in the national and
global space. It should be noted that the selection was
made thoroughly and thoroughly, taking into account
the available potential of types of economic activity
and further opportunities for the development of
related industries. and, if according to the results of a
study by a group of experts from the Joint Research
Center (JRC) of the European Commission, 19 types of
economic activities were identified that can be
recognized as having innovative potential in the
Zaporizhzhia region, then according to the results of an
in-depth study, only 8 types of activities were
identified that can form the basis for the
implementation of smart specialization in the
Zaporizhzhia region. However, as a result, only 5 types
of economic activities are included, namely: the
production of endoprostheses, cables, equipment,
motors, and so on.

In the Odesa oblast, also take palace the very
carefully approached the choice of types of economic
activity using smart specialization. While the initial
selection included 198 industries, in total only 5
industries in the Odesa oblast showed both economic
and innovation potential. The name of the strategic
goals of the region was proposed: "Formation of an
export-oriented food industry on the basis of
innovations and the development of proposals for
operational goals and objectives aimed at achieving a
specific strategic goal." The priority direction of
development was identified as "organic cultivation of
vegetables, fruits and berries, production of processed
products from organically grown products (canned
vegetables, canned vegetables, pastes, sauces)". One of
the effective forms of cooperation of all participants in
the agrarian market, in order to minimize costs at all
stages of production and marketing of agricultural
products, a cluster model has been defined, which is
budgetary in implementation and is based on the
organizational mobility of the structure and coherence
of interactions.

The Development Strategy of the Kharkiv Region
for the period 2021-2027 and the Action Plan for 2021-
2023 for its implementation define a separate goal: "to
build a competitive and smart specialized spatial
economy with high added value." Based on the
assessment results, the following types of economic
activities with high economic and innovative potential
were identified: "production of basic pharmaceutical
products and drugs, production of machinery and
equipment, energy equipment, production of vehicles,
trailers and semi-trailers and other vehicles".

The list of Regional Development Strategies until
2027 is given on the official website of The Ministry of
Communities and Territories Development — 19
strategies, despite the fact that their overwhelming
majority has been approved.

It should be noted that an updated approach to
regional and sectoral development opens up new
opportunities specifically for initiative regions, subjects
of priority sectors of the economy, which positively
affects the further formation and development of
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functional territories that create added value and
continue the chain of its formation, even at the global
level.

Thus, the state's attention is focused on the
economic locomotives of the region, support for the
development of which will stretch the associated
related objects and sectors of the national economy,
which will ensure the formation of a stable in time and
specialized structure of the system of high-quality
innovative economy of the state.

Thus, the approach of the Cherkasy region to
achieve innovative changes in the economy of its
region is interesting. Despite the fact that the region
was not included in the three "pilot Ukrainian regions",
on its own initiative, Cherkasy region registered on the
smart specialization platform and established a
connection with an interested party in the European
Union in order to prove competitive advantages,
hidden opportunities and prospects for unique
development. This once again proves the promise of
self-organization and initiative in matters of strategic
innovative development of regions in the direction of
smart specialization.

At the same time, the Strategy for Balanced
Regional Development of Vinnytsia Oblast for the
period up to 2027 defines the directions of smart
specialization, namely: "the development of
agricultural enterprises, the field of information and
communication technologies and the development of
health and medical tourism in the following areas:
treatment heart diseases, musculoskeletal system and
neuralgia, health rehabilitation of ATO / OSS
participants ". And it is indicated that only after the
adoption of the strategy implementation plan at the
state level, the measures for the development of
innovations in the region will be concretized. By this
time, "dialogue platforms" will be formed for the
implementation of intersectoral and intersubjective
interaction of individual functional territories.

In 2019, within the framework of the project
“Smart Specialization of Industry as a Trigger of
Innovative Changes”, the vision of 50 subjects of the
industrial sector of Ukraine (sectors of the light,
pharmaceutical, food industries) and government
authorities was investigated by means of sociological
research, namely, surveys [24]. The types of activities
were selected according to the principle of determining
growth prospects when applying the concept of smart
specialization, the present high innovative development
and a significant contribution to the formation of added
value [24]. The study revealed a hierarchy of
sensitivity to intellectual specialization from the R&D
stage, production and its greening, logistics, human
resources, trade and so on [24]. Engineering, robotics,
automation, data analysis, cloud technologies, artificial
intelligence, blockchain [24], which are used in various
activities to solve various, even opposite problems, are
defined as the most promising technologies in terms of
intelligence.

Thus, at the level of awareness in the Ukraine,
smart specialization is rated at a high level and it is
seen as a large-scale implementation process. The
sequence of implementation of the concept of smart

specialization by  Ukrainian  specialists  and
practitioners is seen in the first place at the level of
functioning, and only then — at the level of
development, which is logical for the promotion of the
existing launch of new business processes.

However, the absence of an approved Action Plan
for the implementation of the Strategy 2021-2027
disorients the development of industries and hinders
the formation of functional territories. The lack of
regulation of the smart specialization procedure, the
limited range of certain criteria and monitoring, the
lack of statistical reporting makes it impossible to
substantiate reliable estimates of the implementation of
smart specialization activities. In addition, the issues of
financial support and self-financing remain very
relevant for Ukraine.

1.4 Financial and economic potential

One of the main conditions for smart specialization is
financial opportunity, since the realization of the
potential is impossible without financial and economic
support of the functional territory at the proper level.
Consider the key financial indicators by type of
economic activity in Ukraine.

The mining industry of Ukraine (Table 1) is not
able to provide short-term liabilities (except 2018),
since the Current Ratio<100%. Also, Cash Ratio<20%,
therefore, cash and their equivalents are not enough to
ensure the current obligations of the subjects of the
complex. Value of index Equity-to-Assets<50%,
therefore, the complex is characterized as insolvent.
However, the net profit margin rises to 4.4% in 2019.

Table 1. Mining and quarrying in Ukraine [30]

Index 2015 2016 2017 2018 | 2019
Current

Ratio, % 89,6 93,3 98,7 103 84,7
Cash

Ratio.% 1 1 1,9 1,3 1
Equity-to- | o 1 69 | 184 | 338 | 303
Assets, % ’ ’ ’ ’ ’
Return on

assets, -0,1 0,1 0,8 3.4 1,6
ROA %

Net

margins, 0 0,3 1,8 4.5 4.4
NPM %

The processing industry (Table 2) is able to provide
short-term liabilities, Current Ratio>100%, but not
with its own funds and their equivalents, Cash
Ratio<20%. The industry's copywriting capacity
increases sharply, but does not reach the standard
value. Profit margin has almost halved.

The liquidity of agriculture, forestry and fisheries
(Table 3) is decreasing, but as of 2019 it is more than
twice the standard value. However, own funds are not
enough to cover current liabilities. In general, the
industry is solvent, the stability margin is strong. In the
context of identifying unique subjects or technologies,
it can become an object of smart specialization.
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Table 2. Processing industry in Ukraine [30]

Table 5. Transport, storage, postal and courier activities in
Ukraine [30]

Index 2015 2016 2017 2018 | 2019
Current

Ratio, % 140,5 137,6 1334 130,9 127
Cash

Ratio% 2.2 22 22 3 2,7
Equity-to- |56 1 5g | 28 | 382 | 407
Assets, % ’ ’ ’ ’ ’
Return on

assets, 4.4 4.4 4.4 2 2,1
ROA %

Net

margins, 3,9 3,9 3,9 1,5 1,7
NPM %

Table 3. Agriculture, forestry and fisheries in Ukraine [30]

Index 2015 2016 2017 2018 2019
Current

Ratio, % 96 99.4 100,7 100,8 93,6
Cash

Ratio.% 4,3 3,5 4.4 4,1 3,9

Equity-to-

Assets, % 36 37,6 36,6 39,1 38,4
Return on

assets, 0,3 0,8 0,6 0,9 1,3

ROA %

Net

margins, 0,4 0,8 0,5 0,8 1,2

NPM %

Index 2015 | 2016 | 2017 | 2018 | 2019

Table 6. The housing and catering industry in Ukraine [30]

Current

Ratio. % 357,9 | 356,5 | 3052 | 258,77 233

Cash

Ratio.% 7,9 6,5 4,3 3,1 2,3
, /0

Equity-to-

Assets. % 79 71,9 76,6 72 69,6
s /0

Return on
assets, 20,9 14 9.4 7,1 34
ROA %

Net
margins, 25,5 19,4 12,2 8,9 39
NPM %

The trade and repair industry (Table 4) provides
short-term liabilities, but cash and cash equivalents are
not sufficient to meet current liabilities. The complex is
characterized as insolvent, although the net margin is
increasing.

Table 4. Wholesale and retail trade, repair of motor vehicles
and motorcycles in Ukraine [30]

Index 2015 2016 2017 2018 2019
Current

Ratio, % 99 102,3 99 101,6 | 100,5
Cash

Ratio.% 7,3 8,4 9,3 7,6 7,4
Equity-to-

Assets, % 46,8 40,7 40 30,2 40,3
Return on

assets, 0,3 0,9 0,8 1,5 1,3
ROA %

Net

margins, 0,2 0,5 0,4 0,6 0,6
NPM %

The sector for the supply of electricity, gas, steam
and conditioned air (Table 7) in terms of liquidity and
solvency did not reach the standard values. There is an
unprofitable activity.

Table 7. Supply of electricity, gas, steam and conditioned air
in Ukraine [30]

Moxazaux | 2015 2016 2017 2018 | 2019

Current

Ratio. % 116,6 117,6 116,5 114,8 | 115,5
, /0

Cash

Ratio.% 4,5 4,6 4,3 3,6 3,8

Equity-to-

Assets. % 16,3 17,6 18,1 17,4 19,8
, /0

Penrabenn
HICTh 1.5 2.1 2
aKTUBIB,

ROA %

2,2 2,5

Yucra
Mapxa, 0,7 0,8 0,9 0,9 1,1
NPM %

Index 2015 2016 2017 2018 2019
Current

Ratio, % 88,5 88,5 84,2 85,4 75,5
Cash

Ratio.% 4,1 3,5 3,2 3,1 2,8
Equity-to-

Assets, % 21,3 13 9,6 4,9 5,3
Return on

assets, -2,4 -2,1 -1,2 -0,7 0
ROA %

Net

margins, -2,6 -1,5 -1,2 -0,8 0,1
NPM %

In the short term, the transport and storage sector
(Table 5) is liquid only in 2017-2018. Current
obligations are not secured. Solvency has not reached
the standard value, and profitability has tripled.

The housing and catering industry (Table 6) short-
term liabilities cover almost a whole period. However,
it does not cover current liabilities with its own funds.
Insufficient level of solvency. The net profit margin
has tripled.

Against the background of the failure to reach the
standard liquidity values, the industry of water supply,
sewerage, waste behavior (Table 8) is solvent.
However, unprofitable activity is observed during the
period under review.

The construction industry (Table 9) provides short-
term liabilities, but current liabilities are not covered
by its own funds. Also, the industry is characterized by
insolvency. Net margin is insignificant, increased by
50% over the period and is 1.2% in 2019.
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Table 8. Water supply, sewerage, waste management in

Table 11. Financial and insurance activities in Ukraine [30]

Ukraine [30]
Index 2015 2016 2017 2018 2019
Current
Ratio, % 95,2 85,9 94,6 88,9 93,6
Cash
Ratio.% 2,8 3,8 4,9 3,3 4
Equity-to-
Assets, % 71,3 65,8 66,1 64,8 67,1
Return on
assets, -0,9 -1 -0,2 -0,5 0
ROA %
Net
margins, -1,9 -2,5 -0,4 -0,9 0
NPM %

Index 2015 2016 2017 2018 2019
Current

Ratio, % 634,5 702,2 5939 556,5 | 508,3
Cash

Ratio.% 26,3 30,3 32,3 23,9 19,2
Equity-to-

Assets, % 86,2 87,3 84,7 83,8 82,6
Return on

assets, 0 0,1 0,1 0,1 0,1
ROA %

Net

margins, 1,9 2,3 1,6 1,6 1,9
NPM %

Table 9. The construction industry in Ukraine [30]

Table 12. Real estate operations in Ukraine [30]

Index 2015 | 2016 | 2017 | 2018 | 2019

Current

Ratio. % 108,6 112,3 107,8 107,5 | 1084

Cash

Ratio.% 2,9 4,6 3 2,3 2,3
, /0

Equity-to-

Assets. % 19,6 21,4 20,5 19 18,2
s /0

Return on
assets, 0,5 1,1 0,9 0,9 1
ROA %

Net
margins, 0,8 1,1 1 1,1 1,2
NPM %

Index 2015 2016 2017 2018 | 2019
Current

Ratio, % 105 103,1 101,7 101,7 | 103,6
Cash

Ratio.% 1,4 1,5 3.4 3.4 2,9
Equity-to- 68 | 656 | 648 | 622 | 645
Assets, % i i i ?
Return on

assets, 0 0,1 0,2 0,5 1,2
ROA %

Net

margins, 0 0,5 0,8 1,9 3,3
NPM %

The field of information and telecommunications
(Table 10) provides short-term liabilities, but covered
current liabilities with its own money only in 2019.
Solvency decreased and in 2019 did not reach the
standard value. The industry's profitability rose to 3.3%
in 2019.

Table 10. The field of information and telecommunications
in Ukraine [30]

During the period under review, the sphere of
professional, scientific and technical activities
(Table 13) is liquid. However, it covered current
liabilities with its own funds only in 2016, and reached
solvency in 2018. Profitability increased to 1.4% in
2019.

Table 13. Professional, scientific and technical activities in
Ukraine [30]

Index 2015 2016 2017 2018 2019
Current

Ratio, % 152,8 156,2 139,2 133 116,3
Cash

Ratio.% 12,2 11,4 16,9 17,6 20,2
Equity-to-

Assets, % 60,6 56,5 56,3 53,4 48,6
Return on

assets, 0,7 1,4 3,9 3,6 6.9
ROA %

Net

margins, 1,1 2,1 2,6 2,9 3,3
NPM %

Index 2015 2016 2017 2018 2019
Current

Ratio, % 137,5 135,8 136 135,6 | 1252
Cash

Ratio.% 17,3 22,4 19 18,8 12,5
Equity-to-

Assets, % 48,7 47,3 48,6 50,8 46,4
Return on

assets, 0,3 0,8 0,9 0,9 0,8

ROA %

Net

margins, 0,9 1,5 1,6 1,7 1,4

NPM %

For the sphere of financial and insurance activities
(Table 11), the data exceed the standard indicator of
the Current Ratio by several times, but the current
liabilities are not secured with own funds in 2019. On
the whole, the industry is fairly solvent. The profit
margin fluctuates at 1.9% in 2019.

The real estate sector (Table 12) is liquid and
solvent, but it does not cover current liabilities with its

own funds. The share of net profit in sales increased to
3.3%in 2019.

Despite the liquidity and ability to pay in the
education sector (Table 14), the net profit margin
decreased from 1.9% to 0.3% over the period.

In general, one can argue about the liquidity of the
prevailing majority of Ukrainian industries, but there is
a problem with covering current liabilities with own
money and their equivalents. Solvent are agriculture,
forestry, fisheries, water supply, sewerage, waste
management, information and telecommunications,
financial and insurance activities, real estate
transactions, education.
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Table 14. Education in Ukraine [30]

Index 2015 2016 2017 2018 2019
Current
Ratio, % 162,1 1233 131,6 119,2 | 115,1
Cash
Ratio.% 30 47,7 44,7 24,9 349
Equity-to-
Assets, % 59,9 62,3 63,1 69,7 63,6
Return on
assets, 2,6 4.4 4 1,4 0,7
ROA %
Net
margins, 1,9 4,1 2,4 0,9 0,3
NPM %

The share of net profit in sales is insignificant, but
it is increasing; it is decreasing only in education,
agriculture, forestry, fisheries, and the processing
industry. The unprofitable sectors are the supply of
electricity, gas, steam and conditioned air, the supply
of water, sewerage, and waste management. Thus, in
order to implement the concept of smart specialization
of functional territories of Ukraine, it is imperative to
ensure positive trends in the values of key financial and
economic indicators by means of synthesis of self-
organization of business entities and state support. This
will have a positive effect on improving the business
climate in the country [31-32].

Conclutions

In the context of European initiatives in building an
innovative economy, the main role is played by the
formation of smart specialization of cross-functional
economic activity of the territory. In Ukraine, in this
context, a new Strategic long-term document of
innovative development has been developed, new
requirements and priorities for innovative development
of Ukraine have been developed. The advantages of the
new state strategy include a departure from the
territorial structure and the formation of ten functional
territories of different types, the development of which
is focused on the renewed goals and the existing
potential, the disclosure of which is provided for by
appropriate measures. In the future, it is proposed to
overcome the ineffectiveness of the previous strategic
documents by linking the implementation of state
strategic standards, requirements, plans with the
volume of state funding. Therefore, in the future, only
actual smart entities and their -cluster-functional
associations will be provided with funding. The delay
in the adoption of the State Strategy disorientated
regional strategic development, as a result of which
regional strategies were formed only on the basis of the
provisions of the draft state strategy. However,
regional documents are currently being revised taking
into account the new challenges of our time, new
European foundations in terms of introducing smart
specialization of the activities of the regions based on
the use of the proposed methodology of the European
Union, which is based on the principles of SWOT
analysis and building a flexible structure of
intersectoral interactions. One of the effective forms of

cooperation is the cluster model, which is budgetary
when implemented and is based on the organizational
mobility of the structure and sustainable interaction.
Thus, smart specialization boils down to identifying
those functional territories with different types of
economic activity, which are as close as possible to
European standards in terms of technological, socio-
ecological and economic development, are unique, can
function synchronously, compete with dignity and
integrate themselves into the global value chain, shape
the city's budget and labor market, thereby
implementing a smart new strategic development
policy. Such entities do not require significant funding
to bring them to the European market, which is
relevant given the budget deficit in Ukraine. For the
maximum possible disclosure of their potential, only a
well-organized organizational and informational model
of identification and presentation in the world market,
initiative and interaction with European stakeholders
are lacking, which can be overcome at the state level
with minimal costs. Problematic issues remain the
quality of the formation and implementation of the
regional development strategy, the adaptation of the
method for assessing smart specialization to the
Ukrainian realities, the level of funding only for those
functional territories whose activities are practically
implemented, comply with the standards and really
have innovative and unique significance.
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Abstract. The article deals with cultural and mental peculiarities of innovation processes’ development in
Ukraine in the context of Industry 4.0. There has been presented a comparative rating of some world
countries according to NRI, ICT, GOI, IDI, GII indices and the position of Ukraine over the past decade
has been stated. The main results of innovation activity in Ukraine that lie in low innovative activity have
been characterized. The factors that hinder innovation activity are insufficient level of educational
training, low activity in offering innovative ideas, no incentive to create something new etc. In addition, a
significant negative impact on innovation activity is exerted by cultural and mental factors of the
population, a considerable part of which does not have entrepreneurial skills. There have been
substantiated some socio-cultural and mental characteristics of Ukrainians that determine their innovative
activity, namely reduce the competitiveness of the country's human capital both at the personal and
national levels. The solution of the problem has been proposed which implies cooperation between three
main components of the innovative economy — "science — education — production" as a common system.

1 Introduction

Changes in the modern world are taking place at a very
rapid pace, are mostly radical in nature and are
accompanied by the emergence of self-driving cars, 3D
printers, nanotechnologies, etc. Leading positions in
the modern economy are occupied by industries that
are based on the use of information technologies. For a
long time, the scientific community has been talking
about the onset of the Fourth Industrial Revolution,
which will change the labor market, economy and
education in general: "the Fourth Industrial Revolution
can "robot humanity" and for many people it will
irreparably change the way their work, environment,
family life and identity itself look" [1].

The concept of Industry 4.0 provides increasing
automation of absolutely all processes and stages of
production: from product design to delivery to the end
user, taking into account the requirements of the latter.
Industry 4.0 also implies a well-established production
without human intervention, ensuring maximum
efficiency [2], which is rather contravercial though.

Industry 4.0 is an established global innovation
program aimed at making manufacturing facilities
more intelligent, efficient and flexible [3].
Technologies 4.0 are among the priority factors of
competitiveness and the leaders of industrial
enterprises have a justified need for more investment in
the development of new technologies, as all / most of
industrial enterprises depend on digital transformation
[2].

We cannot but agree that "given the complexity and
scope of industrial digitalisation, much of the academic
research focuses on technological and organisational
problems. Addressing "human factors" and in
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particular conceptualising and measuring human
readiness for digitalised work receives less attention,
and remains an early-stage project. Nevertheless, this
project is crucial to the success of Industry 4.0 because
aside from a few ‘dark factory’ scenarios, humans are
considered more adaptive than machine entities and
vital to future production". The technology has made
possible new products and services that have generated
significant transformations in both personal and
professional life, emphasizing the interaction between
machines and people [4]. Accordingly, a person should
change and at the same time perceive the environment,
resources and attitude to education and production in a
new way.

It should be noted that the Industrial 4.0 Revolution
inevitably causes some disadvantages. The reduction of
creativity may occur due to the automation of machines
and the disappearance of human capital from the
production technology. Human capital can generate
controversy with its creativity, while devices are
optimized, set up, and programmed to perform, despite
the errors that may occur [5].

To be competent in the modern world, to adjust to
the changing environment, people have to acquire new
skills which contribute to the human capital. Among
them the researchers identify fechnical knowledge and
abilities, which imply computer programming / coding
abilities, data and information processing and analytics,
specialized knowledge of manufacturing activities and
processes, organizational and process understanding,
interdisciplinary /  generic  knowledge  about
technologies, statistical knowledge; managerial
competencies, which involve creativity, entrepreneurial
thinking, problem / conflict solving, decision making,
research and analytical skills, efficiency orientation;

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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social competencies, which include intercultural and
language skills, communication skills, leadership skills,
ability to be compromising and cooperative, to work in
a team, to transfer knowledge and accept change [6].

Besides, the notion of entrepreneurial activity
intermingles with the national culture, which is the set
of shared values, beliefs, and expected behaviors.
Researchers distinguish three broad research streams
that address national culture and entrepreneurship. The
first research stream focuses on the impact of national
culture on the aggregate measures of entreprencurship
such as national innovative output or new businesses
created. The second stream addresses the association
between national culture and the characteristics of
individual entrepreneurs. Within this stream of
literature, researchers have examined the values,
beliefs, motivations, and cognitions of entreprencurs
across cultures. The third stream explores the impact of
national culture on corporate entrepreneurship [7].

In the study the dialectical and empirical methods
were applied to consider the evolution of cultural and
mental traits of the population, the consequences and
possible reserves of innovation activity’s growth.
Methods of comparative analysis and dynamics series
were used to compare actual data of the reporting and
previous years, identify changes in indicators and
parameters of innovative enterprises’ functioning.
Materials from international organizations for
evaluating indices and ratings of Ukraine and
individual European countries, as well as the state
statistics service of Ukraine, were used for the analysis.

2 Main results of the research

2.1 The level of innovativeness of Ukraine
among European countries

An important indicator of a country's potential and
development opportunities in the information society is
the network readiness index (NRI), which characterizes
close relationship between ICT development and
economic well-being. ICTs today permeate all areas of
activity and improve their quality and effectiveness.
The leading role of ICTs in developing innovation,
increasing  productivity and  competitiveness,
diversifying the economy and stimulating business
activity is increasingly recognized today, which
contributes to development and is possible with the
effective use of intellectual assets of human potential.

According to the Global Information Technology
Report published by the World Economic Forum,
Ukraine ranked 71st among 143 countries in 2015 in
terms of ICT development based on the Network
Readiness Index (NRI) (fig. 1). Singapore and Sweden
were the leaders of the rating on the network readiness
index in 2015-2016, while Ukraine was located
between Trinidad and Tobago and Kuwait.

In 2020 Ukraine took the best position in the rating,
which proves positive changes in the national
economy. In addition, since 2019, the NRI has been
revised to reflect how technology and people need to

be integrated into effective governance structure in
order to make the right impact on our economy,
society, and environment. NRI has become focused on
digital transformation and is calculated based on 60
variables.
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Fig. 1. Ukraine's position among different world countries in
terms of Network Readiness Index in 2015-2020.
Source: built on the basis of [8, 9, 10]

The presented comparative rating of some world
countries proves significant reserves in Ukraine for
improvement, since FEuropean countries have
significantly better conditions for the use of ICT and,
accordingly, the use of intellectual assets of human
potential [11].

The reason for Ukraine's low position in the rating
is still the lag in terms of components that characterize
the political and regulatory environment and the low
level of ICT use by the government, and the advantage
is the availability of ICT. The components of the
network readiness index of Ukraine represent a clear
upward trend, but the growth rate in the world for the
development of network readiness is slightly higher
than in Ukraine, which confirms a low level of current
changes that do not contribute to the highest level of
use of intellectual assets of human potential.

The ICT Development Index (IDI) of Ukraine for
2010-2017 increased by 1.21, but the country's position
in the corresponding rating worsened from 69 to 79
(176 countries of the world in 2017 and 167 countries
of the world in 2010) (fig. 2). That is, despite positive
changes in the resource supply and level of ICT use, as
well as the development of ICT skills, their growth
rates are lower than required by modern world
changes. This is what proves the insufficient level of
use of intellectual assets of human potential in
comparison with the developed countries.

Ukraine shows positive dynamics in certain
indicators of the ICT Development Index (ICT
Development Index — IDI), based on the assessment of
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access to ICT, the use of ICT, as well as ICT skills, i.e.
practical knowledge of these technologies among the
population. An increase in the share of families who
have a computer; an increase in the share of residential
premises connected to the Internet, the share of the
population who use the Internet are the factors, which
give grounds to assume more intensive use of ICT,
including in the educational sphere. According to the
ICT Development Index for 2015-2017, the first places
were occupied by South Korea, Denmark, Sweden.

In 2010-2020, Ukraine's position in the Global
Opportunity Index (GOI) rating, which takes into
account a set of factors that contribute to attracting
foreign direct investment (main economic indicators;
ease of doing business; quality of regulation; rule of
law), worsened by 5 positions.

gindex

=
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According to the Global Innovation Index (GII) in
2020, covering 131 economies of the world, Ukraine
took one of the highest positions in the last 10 years —
45th place (fig. 4).
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Fig. 4. Dynamics of the Global Innovation Index (GII) and
rating of Ukraine.
Source: built on the basis of data [13]

The study of the problem shows that in recent years
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However, according to the ICT Development Index
in Ukraine for 2008-2017, the position worsened by 20
positions (fig. 3).

Fig. 3. Global Opportunity Index (GOI): changing Ukraine's
position in the rating.

Source: based on data
Telecommunication Union [12]

from the International

the United States, Great Britain, Denmark, Singapore,
Finland, Germany and Ireland remain the leaders for
several years in a row, while Ukraine lags behind the
countries of Eastern Europe (fig. 5).

Human capital is the basis of Ukrainian innovation

— competitiveness, which in 2010-2020, although it
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spending on education and science. The fundamental

factor hindering innovative development is the low
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have a negative impact. A significant role also belongs
to creativity, which in 2020 was on the 44th position
(intangible assets, creative goods and services, online
creativity) (fig. 6).
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Fig. 5. Rating of the Global Innovation Index (GII) of
Ukraine and some world countries.
Source: built on the basis of data [13]

The greatest positive changes for the entire period
were achieved in terms of the effectiveness of scientific
research (moving Ukraine from 75 to 25 positions in
the rating, including in terms of creation, influence and
dissemination of knowledge). According to the
business experience sub-index, Ukraine has risen by 20
positions and ranked 54th in 2020 (in terms of the
number of knowledge workers, innovative connections,
and knowledge perception).
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Fig. 6. Dynamics of sub-indices of the Global Innovation
Index (GII) for Ukraine for 2010-2020.
Source: built on the basis of data [13]

Infrastructure development and market indicators
(in terms of loans, trade and competition, investment),
as well as the "institutions" sub-index (political

environment, regulatory environment, business
environment) still have the worst results of the reform
in Ukraine.

2.2 Main results of innovation activity in
Ukraine

In 2000-2019, the number of enterprises implementing
innovations decreased by 530 units, or more than 2
times. The share of industrial enterprises that
introduced innovations increased by 2.3%. Fluctuations
in these indicators are partly due to changes in the
research methodology, although they have never
approached the threshold value (25%) and are much
lower than the same indicator in developed countries
(70-80%) (fig. 7).
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Fig. 7. Number of enterprises that implemented innovations
(units) and its share in the total number of industrial
enterprises (%).

Source: built on the basis of data [14]

In 2010-2019, the number of enterprises selling
innovative products in Ukraine decreased by 522 (from
964 to 442), the share of which in the total volume of
industrial products is very low (decreased from 3.8 to
1.3%).

A significant obstacle to increasing the volume of
commercialization of innovations in Ukraine is the low
innovative activity of entrepreneurship (fig. 8).

In 2005-2017, the share of enterprises that were
engaged in innovative activities and introduced
innovations increased by 2 and 2.3 percentage points,
respectively, while the share of enterprises that sold
innovative products new to the market decreased by
2.2 percentage points. That is, in the domestic industry,
mainly innovative products are introduced, which are
new only for the enterprise.

Consequently, the indicators of innovation activity
in Ukraine are low compared to current global trends,
and low level of potential demand for innovative
products and return on investment explains small
volume of innovation implementation.
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enterprises in Ukraine, %.
Source: built on the basis of data [14]

In 2010-2019, there is an ambiguous trend in
Ukraine, when peak volumes occurred in 2008.
indicators of innovation activity in Ukraine are low
compared to modern global trends, respectively,
therefore, the indicators of innovation implementation
in Ukraine are too low (fig. 9).
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Fig. 9. Volume of innovative products sold in Ukraine, mln.
UAH.
Source: built on the basis of data [14]

In recent years, the share of enterprises that
implemented innovations in Ukraine has decreased.
Among the areas of innovation implementation, the
development of innovative types of products prevails,
the number of which decreased by 260 units in 2010-
2019. The volume of new technological processes
implemented increased by 275 and generally did not
have any drastic changes.
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Fig. 10. Volume of innovation implementation at industrial
enterprises of Ukraine, units.

Source: based on data from the State Statistics Service of
Ukraine [14]

It is worth noting that many enterprises do not use
innovative developments due to a number of factors
that hinder innovation activity: insufficient level of
educational training; low activity in offering innovative
ideas; there is no incentive to create something new.

These indicators of innovation activity of industrial
enterprises in Ukraine indicate the lack of NIS
development, a stable development strategy of the
country, which causes instability and situativeness of
the development of innovative factors of economic
growth. In general, the indicators of innovative and
technological development of the real sector of the
economy have remained almost stable in recent years.
This highlights the existing pattern regarding the
importance of the stabilizing role of innovation factors
in economic development.

2.3 Cultural and mental characteristics of
Ukrainians

In the modern conditions of world economy
globalization, sharp increase in competition, spread and
development of innovations, attitude to the main
productive force of society — man, to his value and
motivational activities 1is changing. Nowadays
competitiveness and development are mainly
determined by the availability of innovative proposals
and their rapid implementation. The only factor of
production that has a creative component and acts as a
generator of innovative ideas and their performer is a
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person (human resources). In this regard, there is a
need to form and implement motivating measures at
the macro, meso and micro levels of economic activity
to activate the innovative activity of human resources.
The issue of creating a favorable environment that
would encourage the population to innovate and
perceive innovative changes becomes urgent.

On the one hand, Florida (2002) in his work “The
Rise of the Creative Class” [15] puts a great emphasis
on creativity laying in the conducted activities or
processes beyond currently accepted standard and
being the decisive source of competitive advantage.
The so-called "creative class" members have certain
lifestyles distinct from other classes, such as:
individuality, diversity, authenticity, identity, casual
instead of intimate social interaction, and self-defining.

The three key factors that influence regional growth
are 3T’s (tolerance, which is the openness to creative
people worldwide; talent is represented by the relative
concentration of the creative class and Talent Index
(the percentage of bachelor holders); and technology
the proxies for which are Innovation Index (patents
granted per capita) and High-tech Index) [16].

On the other hand, motivations for becoming an
entrepreneur have generally been categorized as either
push/pull situational factors or personal characteristics.
A number of studies have come to the conclusion that
new venture initiation often occurs as a result of
situational pushes or pulls that include frustration with
present life-style, childhood, family environment,
education, age, work history, role models, and support
networks. Some individuals are pushed into
entrepreneurship by negative factors such as
dissatisfaction with existing employment, loss of
employment, and career setbacks [17].

Innovation activity in Ukraine is officially one of
the priorities, however, its support and incentives by
the state are often only declared. Due attention is not
paid to the formation and increase of innovation
activity. In addition, a significant negative impact on
innovation activity is exerted by cultural and mental
factors of the population, a significant part of which
does not have entrepreneurial skills and or is not able
to use them.

In such conditions, increasing the innovation
activity of the population and business entities is one of
the most pressing issues for the development of the
Ukrainian economy, since innovations create the basis
for the competitiveness of the country and individual
business entities. Significant priorities of innovative
activity of enterprises are innovative labor and
intellectual assets of human potential, determined by
the innovative activity of the individual.

Economic behavior of a person and his innovative
activity is determined by many factors, among which
the leading role is played by public consciousness,
which is formed under the influence of generally
accepted values, traditions, socio-cultural and ethnic
characteristics. Among the various components of
behavioral influence on the life of a person and an
individual nation, an important role, in our opinion, is
played by mentality.

We could associate mentality with corporate
culture. These two notions correlate at macro and
micro levels and imply the following aspects:

- behavioural aspects in the communication of people:
language, customs, and traditions, rituals;

- collective norms: unspoken standards and values
adopted in the organization/society;

- official rules: publicly stated principles, which the
organization/society tries to follow;

- formal philosophy: a variety of ideological and
political principles governing the activities of the
organization/society;

- unspoken rules of the organization/society;

- climate: the feeling transmitted to the organization
through the external environment and the forms of
interaction between employees;

- established skills: demonstration of certain skills in
the performance of the task;

- the way of thinking: the way of thinking shared by
employees of the company/members of the society,
which determines the perception, thoughts, and
language of the organization/people;

- a common understanding: arises when members of an
organization/society communicate with each other;

- metaphors and integrated symbols: ideas, feelings,
and images, through which the organization/society
itself characterizes [18].

We consider it reasonable to use the term of
"economic mentality", as the concept reveals the
activity of a person (collective or community) in order
to receive a certain reward. Since the country's
economy is based on economic activity (any socially
useful activity, the results of which are sold as a
commodity), the use of the concept of "economic
mentality" will be important in this direction.

We can say that the economic mentality is a certain
consciousness of a person or the population as a whole,
which develops historically, manifests itself in the
unity of conscious and unconscious values, norms and
attitudes reflected in the labor behavior of the
population and expresses a system of value orientations
and self — determination of the individual in the social,
legal, political, historical and professional space.

In the post-Soviet space in general, and in Ukraine
in particular, the mentality is one of the main problem
that greatly affects the current economic situation. That
is, significant transformations in the society and high
rates of world knowledge are constantly integrated into
the modern mentality and become one of the dominant
factors of a developed economy [11]. Since the
transformation of mentality is a long-term process, that
is why the Ukrainian society is characterized by a
certain conservatism of individual and social
consciousness with its positive and negative
characteristics, which to a certain extent hinders the
socio-economic development of the country.

Let's consider through the prism of mentality the
conditions for the development of intellectual assets of
the human potential of Ukraine, namely, the education
of society and the availability of highly qualified
personnel.
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According to the World Bank ratings, Ukraine has
continued to occupy the first positions in terms of
general education of citizens in recent years.

The high level of the education index (average and
expected duration of study) has a positive impact on
the image of the country, since the current
development of the economy depends on the ability to
use new knowledge and innovations. The high
education index of Ukraine indicates a high education
of the population, however, the lag in coverage and
quality of education is noticeable.

Ukraine has received such a high level of education
of the population precisely because of its mental
characteristics, since traditionally it has always been
appropriate for the population to think about the
determining role of education (especially higher
education) in ensuring a successful career, even if this
was not always confirmed by real knowledge and
professional skills. Such priorities were significantly
influenced by the system of power formation during
the planned economy. Accordingly, the significant
popularity of higher education, which was formed at
the mental level of the population in the absence of
effective state monitoring of the quality of education,
regulation and planning in the educational sphere,
caused the discrepancy between the quantitative and
qualitative characteristics of the domestic education
system and the needs of the economy. The current
problem of Ukrainian society is precisely that a high
level of education in domestic practice is not always
identical to professionalism and cannot be the key to
improving the economic situation.

As a result, the problems of disparity between
supply and demand in the labor market and the
discrepancy between the education system and the
needs of the labor market in terms of qualification level
and professional structure are constantly becoming
more acute in Ukraine. This leads to a shortage of
employees of certain professional groups, in particular
workers. The structure of modern domestic education
is characterized by a shift in vocational education in
favor of higher education, which has led to an
asymmetry of the labor market. The actual lack of a
link between the level of education received and the
level of income has led to a formal attitude to receiving
education and a significant decrease in its quality.
Accordingly, the level of intellectual assets of human
potential remains insufficiently variable or slowly
increases. Consequently, significant opportunities for
further innovative development are lost, which can lead
to irreversible destructive phenomena in the domestic
economy.

Innovation activity in Ukraine remains very low.
Peculiar are a number of negatives: paternalism of the
majority of the Ukrainian population; social and
political conformism; disregard for health and health
care system; presence of "equalization" in wages and
its low level, as a result — low quality of work and
general negligence; lack of a clear national idea [19].
These traits significantly reduce the competitiveness of
the country's human capital both at the personal and

national levels, and do not contribute to the
development of intellectual assets of human potential.
An important component of the new type of
national mentality in the digital economy, in our
opinion, is the susceptibility to change, awareness of
the importance and necessity of innovative
development for further progress. Scientists and
practitioners are optimistic that there are still many
people among the domestic population who are capable
of innovative behavior and innovative activities.
Taking this into account, an important task is to
prioritize the development and implementation of
comprehensive measures to improve the level and
quality of higher education and stimulate innovative
activity of the population and the corresponding
development of intellectual assets of human potential.
This, in our opinion, will contribute to the development
of an innovative society, increase the volume of
production and commercialization of innovations.

2.4 Development of higher education and its
impact on the Ukrainian economy

Education, which is a process of mastering knowledge
and skills in the context of socialization of the
individual, aimed at reproducing the intelligence of the
nation, determines its key place among other economic
sectors. The level of education is a reflection of
economic progress and ensures the country's
competitiveness in the global market. Therefore, in the
context of the digital economy in Ukraine, one of the
determining conditions for development is education.
In interaction with the labor market it can create
prerequisites for the formation of human capital and
commercialization of innovations as the basis for
effective socio-economic innovation development of
the country, since knowledge and qualifications are
important factors for ensuring and implementing the
socio-economic progress of society.

Education is not only a connecting, but also a
constructive link in the system of three main
components of the innovative economy — "science —
education — production". The educational potential acts
simultaneously as a source of replenishment of science
with personnel and as the main factor in mastering
them, modern knowledge necessary to ensure the
economic, social and cultural development of society
based on the use of advanced achievements of science,
technology, innovation [20].

The processes of modernization of the domestic
economy and society as a whole, focused on the
development of market relations in the digital
economy, significantly affect the development of
educational institutions. Accordingly, the processes of
commercialization in the educational sphere are
spreading, which gradually requires the existence of
new rules of interaction, status-role relationships, value
and normative formations [21]. However, modern
transformations are accompanied by negative trends in
the development of the education system and the use of
accumulated intellectual assets. This is due to the
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devaluation of knowledge and diplomas, social
insecurity of intellectual labor and a decrease in public
requests for specialists, weakening and loss of ties
between educational and industrial structures, etc. [22].

According to the national strategy for the
development of education in Ukraine for 2012-2021
[23], education belongs to the most important
directions of the state policy of Ukraine, because it is a
strategic resource for socio-economic, cultural and
spiritual development of the society, improving the
well-being of people, ensuring national interests,
strengthening international authority and forming a
positive image of our state, creating conditions for self-
realization of each individual. However, it is very slow
to implement certain priorities in real life. As a result,
the unsatisfactory state of domestic education and its
inconsistency not only with the European and global,
but also with the domestic labor market.

A significant innovative component of the domestic
educational space is technical training, which can be
roughly represented by four groups: vocational, special
technical, higher technical and postgraduate education.
Today, it is not customary to classify technical
specialties of higher education in Ukraine as elite,
since the humanities are in the lead. However, if we
assess the real picture in the labor market of Ukraine
and its regions, about 40-50% of the unemployed are
young people, most of whom have mastered
humanitarian specialties. In addition, the basis of the
economic system — its industry — suffers significant
losses, so we can confidently say that the
overwhelming number of humanitarians in comparison
with engineering workers does not benefit the state as a
whole and separate region.

In the Ukrainian society, there is no demand for
high-quality education in the field of exact and
engineering sciences, as evidenced by entrance
campaigns in recent years. However, it is known that in
the modern world, the competitiveness of the state is
determined by the number of physicists,
mathematicians, engineers, designers and
technologists.

In Ukraine, the largest share of people with full
higher education is concentrated in the financial sector
(59.7%), public administration (59.5%) and education
(47.3%) [24]. Accordingly, these areas are
characterized by high social status and economic
prestige, especially for young people with higher
education. As a result, the training of specialists in
these areas exceeds the demand for them from the
national economy, and in technical specialties, on the
contrary, it does not meet the demand.

Taking into account the current situation, the
Ukrainian government in recent years has increased
state order for technical specialties (electronics, energy,
mechanical engineering, radio engineering, radio-
electronic devices and communications, metallurgy and
materials  science, chemical technologies and
engineering, specialties related to aviation, transport
infrastructure) and reduces management, economics
and law. However, even these measures do not make a
proper shift.

Negative for Ukraine is not just the process of
oversaturation of the labor market itself, but also the
wasted part of the state budget (training by state order),
which is used to train workers and specialists who are
not competitive in the labor market. However, until
now, the country has not created an effective
monitoring system that would contribute to forecasting
and marketing of educational services. The system of
vocational education is negatively affected by
insufficient involvement of employers and other social
partners in the development and approval of
educational standards, curricula and programs, and the
lack of incentive lending to educational institutions for
obtaining equipment and other equipment. The main
reasons for problematic situation with the graduates’
employment are the following: slow pace of structural
changes in the economy, which leads to significant
imbalances in the structure of demand in the labor
market; increased competition in the labor market of
professions and specialties for which training is
conducted in educational institutions; non-compliance
of the received specialty with the needs of the labor
market; lack of practical experience or work
experience in the specialty.

An important direction for the development of
higher education and improving its quality, as well as
the formation of an innovative society in Ukraine, is
the integration of science, higher education and
business as a process of accumulating resources for the
development of the knowledge economy [25]. The
formation and effective use of the intellectual basis of
human capital takes place in these processes.
Integration is able to solve modern socio-economic
problems of the domestic economy while uniting
around the solution of common urgent tasks, since it is
accompanied by the establishment, complication and
strengthening of important ties. It allows you to get a
number of positive effects (stimulating innovation
activity, producing and commercializing innovations,
optimizing the use of resources and achieving the
highest level of well-being), although it reduces the
level of intersectoral competition.

It is proved that integration is mutually beneficial
for each of the interacting parties, since it is determined
by the needs of society: for scientific organizations
(development of the material and technical base and
acceleration of commercialization of scientific
developments; exchange of innovative developments;
expansion of access to information resources); for
higher education institutions (attracting teachers,
students to research work on the most pressing
development problems; improving the level of
education by providing access to the latest equipment;
strengthening the human potential of higher education
institutions and increasing the level of their material
support; development of the material and technical
base of scientific research; optimization of the
educational process; attraction of additional financial
resources; rapid implementation of research results in
the educational process; further employment of
graduates); for production (training on the basis of
higher education institutions’ qualified personnel who
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are able to be involved in the production process with a
minimum adaptation time; direct access to
developments necessary to create competitive products,
and the ability to adjust them in accordance with
needs); for the state (the ability to more efficiently
allocate limited resources and activate the economic
activity of the population and subjects of the national
economy).

Thus, close cooperation between higher education
and business is a realistic way of innovative
development of the country and an effective means of
ensuring competitive production with highly qualified
personnel. The formation and development of
integration links of science, education and production
into a common system can organically combine and
ensure more effective functioning of each of these
spheres of human activity and will contribute to the
development of intellectual assets of human potential.

Conclusions

To conclude, the presented comparative rating of some
world countries proves significant reserves in Ukraine
for improvement, remaiming still at lower positions of
using intellectual assets of human potential than
required by modern world changes.

The indicators of innovation activity in Ukraine
point out the lack of a stable development strategy of
the country, which causes instability and situativeness
of the development of innovative factors of economic
growth. In general, the indicators of innovative and
technological development of the economy’s real
sector have remained almost stable in recent years.
This highlights the existing pattern regarding the
importance of the stabilizing role of innovation factors
in economic development.

It has been determined that the cultural and mental
characteristics of Ukrainians have a significant impact
on the development of intellectual assets of human
potential, innovation activity and the effectiveness of
innovation activities. In particular, the negative impact
of the historical heritage of Ukrainians remains
noticeable, when private property was officially absent
and a negative attitude to it in the society and business
activities was formed. The real disproportionate
distribution of benefits, which remains today, has led to
a significant loss of trust in the modern Ukrainian
society and hinders the development of cooperation,
collaboration and integration of various institutions:
within the public, education and science, business and
government. And today, despite the high level of
education coverage, scientific research (being
fundamental ones, the findings are sometimes difficult
to perceive by the society, do not take into account
market demands and global trends, or lack the
possibility of practical usage), the level of
implementation of intellectual property objects in
practice and commercialization of innovations remain
low.

In the context of radical technological, economic,
and social changes that are taking place in the society,

a traditional role of universities as research centers that
create new knowledge and training centers for highly
professional personnel should be supplemented by an
important function - innovative one, which allows to
fully integrate the higher education system into society,
"open" it to production and the labor market. In other
words, there will be more favorable conditions for the
formation and effective use of intellectual assets of
human potential.

Modern high education institutions that have the
resources to fully implement innovation process should
become active participants of innovation activity. The
latter should be aimed at activating the innovative
thinking of students, postgraduates, scientists, and
teachers. Higher education institutions should become
centers for the emergence and spread of technology
transfer processes. That will provide them with the role
of one of the key elements in the innovation
infrastructure, which acts as a link between science and
business.
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Abstract: The epidemic has affected the business situation in business entities, especially micro-sized
enterprises, which mainly work in the service sector. In the event of a crisis, it is the service sector that is
at high risk for business. To improve the financial condition of companies throughout Poland, a so-called
“anti-crisis shield” was prepared, in addition, the governing bodies of the Lubuskie Voivodeship prepared
an assistance plan for entrepreneurs. Its counterpart at the local level was assistance directed at companies
in Zielona Gora. The cognitive value of the article is enriched by a thematic study done at micro-sized
enterprises operating in the service sector in the territory of the Lubuskie Voivodeship with offices in

Zielona Gora.

1 Introduction

The epidemic situation, which gradually, although
unexpectedly, arose throughout Europe, affected all
aspects of society's daily life. Changes have taken place
at all levels of social functioning. In the education
system, the direct form of studies was urgently and
immediately replaced by indirect one, using distance
learning. Due to the organizational load and legal
restrictions associated with the Covid-19 virus, the
health service was forced to introduce teleconsultation
in the event of the first contact between a doctor and a
patient and to limit the volume and intensity of the
healthcare provision due to the system's orientation
towards the process of diagnosing and treating patients
with coronavirus.

All these changes in the functioning of a large
number of business entities led to the fact that social
life has moved from offices, workplaces or streets to
homes. The result was a decrease in domestic demand,
which in April was lower by 24.7% than in the same
period last year [18]. A similar situation was recorded
the next month. The exacerbation of the crisis is critical
for the labor market, leading to the rise in
unemployment levels in May to 6.0% against 5.4% this
March, which is about 100 thousand unemployed in
absolute values.

Forecasts for the market are not favorable, and
macroeconomic data show that by the end of 2020
there will be about 2 million unemployed, or more than
10%, and the unemployment rate will not fall below
8% by 2023, in addition, we should not count on an
increase in the minimum national living wage [9]. This
will directly affect the decrease in domestic demand,
which, with a possible reduction in inward investments

* Corresponding author: marcin.kesy@byd.pl

and a decline in the export of goods and services,
according to the French Minister of Economy and
Finance Bruno le Maire, will result in a situation that
the world economy is threatened with a recession and a
financial crisis similar to the crisis of 2008 or even
1928 [12].

Among enterprises, the most vulnerable and the
least resilient are micro-sized enterprises, which do not
have sufficient savings, the so-called financial
maintaining. Thus, they may not survive the period
when the demand for their services will decrease, while
constant costs will not decrease.

2 Features of the micro-sized

enterprise

Enterprises, according to the Law on Entrepreneurs, are
divided into four types: micro-sized, small, medium-
sized and large [13]. Taking into account the criterion
of business size, micro-sized enterprises employ an
average of less than 10 employees each year and there
are achieved an annual net turnover from sale of goods,
products and services, as well as financial transactions,
which does not exceed the amount equivalent to 2
million euros in PLN, or the amount of its assets
balance sheet drawn up at the end of one of these 2
years, which does not exceed the amount equivalent to
2 million in PLN [6, p.13].

The author, characterizing micro-sized enterprises
at the management level, took into account 7 factors:
management functions, information system,
management models, the role of intuition, the
relationship between information and decision-making,
formalization of problems and delegation of powers

© The Authors, published by EDP Sciences. This is an open access article distributed under the terms of the Creative Commons Attribution
License 4.0 (http://creativecommons.org/licenses/by/4.0/).
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[11, p. 363], as well as a low degree of diversification
of goods and services produced, poor recognition of
external environment — consumer market, competition,
suppliers [6, p. 19-20].

By means of these features, it is possible to
distinguish a micro-sized enterprise from a small,
medium-sized and, above all, a large enterprise, in
which the organizational structure is more complex,
often three-level, which affects the distribution of roles
between supervisory personnel and employees in
vertical and horizontal projections. On the other hand,
at micro-sized enterprises there is personal
management, without taking into account the functions
of the lower management level. The manager has direct
and individual contact with the employee. Due to low
level of employment and often homogeneous activities,
information systems at micro-sized enterprises do not
play a prominent part, their functions are mainly
limited to e-commerce or accounting. The centralized
management model  characterizes  micro-sized
enterprises in which the head, manager manages
authoritarianly and according to the principle of "top-
down", and the decisions are not delegated below the
level of the organization, therefore it should be noted
that the activities associated with the delegation of
powers are limited. Through direct contact between
employees and the manager, the formalization of
problems at the enterprise is at a low level, most tasks
are transferred orally, without a written record. Hence,
we conclude that at micro-sized enterprises, internal
procedures are minimized, there is a low degree of
formalization of problems. Often, business with fewer
than 10 employees is a family business, with the
founder or descendants of the enterprise in charge and
family members acting as employees. Family business
managers apply a business management method that is
largely based on intuitivity and experience, which in
turn develops into operational knowledge [4, p. 44].
The activities of micro-sized enterprises are
characterized by a low degree of diversification, which
means that they produce homogeneous products or
services, and due to institutional constraints,
expenditures and competencies, they do not expand the
company strategy by expanding the range of goods or
services. Doing business is fraught with considerable
uncertainty and operates on the basis of "business
intuition" rather than economic data and information.
Entrepreneurs know little about the business
environment in which they operate. Most often this is a
perfectly competitive market, which by definition is
very changeable.

A significant group of entities belonging to micro-
sized enterprises are the so-called family enterprises [3,
p.- 9-10; 5, p. 20], which also affects their nature.

The development of an enterprise, including a
micro-sized, small or medium-sized enterprise, is one
of the most complex processes occurring in the course
of its operation. As a rule, being the most eagerly
awaited effect of purposeful and organized economic
activity for interested parties, it belongs to the highest
level of organizational goals [8, p. 12].

3 Evolution from industrial economy to
knowledge-based economy

Globally, regionally and locally, we are experiencing
changes that are shaping a new type of society based
on knowledge and information [7].

Describing the changes taking place in the world,
he identified three turning points, which he called
waves [10, p.33]. These were turning periods in the
nature and structure of the economy and society. The
Ist wave is called the agrarian era, in which the
dominant sector was agriculture. The next, 2nd wave
was the era that marked the beginning of the industrial
revolution and lasted about 200 years. It was
characterized by the predominance of industry in the
manufacturing industry and the participation of
workers in employment. A group of workers appeared,
who came from the impoverished peasantry, the
landlord or the bourgeoisie. The third wave, called the
age of the information-oriented society, has become the
age of knowledge. At this stage of change, the most
important sector is services, and the end product is
information and knowledge. Services, which have
become the dominant sector of the economy, are
becoming increasingly important.

In the last few years, there have been many
transformations in all spheres of socio-economic life.
The transformation of the production era into a
knowledge-based economy is forcing a change in
perceptions of the world. Traditional factors of
production, such as land, labor and capital, are no
longer the only key differentiators of business
development; currently knowledge and information
determine the company's position at the market [1, 11].

The data shown in Table 1 confirm that the largest
market share is made up of micro-sized enterprises,
there are about 2 million business entities operating
throughout the country. The small and medium-sized
business sector comprises 99.9% of all companies
operating at the Polish market. According to the
distribution of companies by the type of activity,
attention is drawn to the fact that in the case of small
and medium-sized businesses, the dominant sector is
services, and then trade. However, for large enterprises
the industrial sector predominates, and the next area of
activity is services. The conclusion is that micro-sized
enterprises are usually service companies that operate
homogeneously with a low degree of diversification, an
extra feature of which is the low value of assets and an
overexposure of the market situation with limited
financial liquidity.
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Table 1. The share of enterprises at the market by the number of employees
Poland Lubuskie Services | Trade | Construc | Industry
Voivodeship tion
Enterprises Absolute values | % Absolute %
values
Micro-sized about 2 million | 93.6 about. 103 94.9 53.1 23.9 9.4
thousand
Small about 53.8 5.5 about 4.600 4.2
thousand
Medium-sized about 15.3 0.8 about 840 0.8
thousand
Large about 3.6 0.1 about 130 0.1 30.7 13.7 3.7 51.9
thousand
Total 2.07 million 100.0 about 109 100.0
thousand

Source: Report of the State of the Small and Medium-Sized Business Sector 2019 Polish Agency for Enterprise Development 2019 p.

15-19.

4 Epidemiological situation in Poland
and immediate forecasts

The measures taken so far to manage the
epidemiological situation can generally be divided into
two stages. The first was the introduction of complete
social isolation through the presence of citizens in
places of residence, restricting the movement of people
in public places or at work. The second stage was the
removal of restrictions on movement, the introduction
of so-called personal hygiene measures in the form of
the requirement to wear masks in these places and the
so-called public distance: 1.5 meters in a public
building, 2 meters outside buildings.

The above actions have led to a situation where the
increase in infected people is linear rather than
exponential. Thus, the infrastructure and medical staff
are sufficient to combat the effects of the epidemic in
the country. However, the negative effect of smoothing
the incidence rate is the continued steady increase in
new cases of coronavirus carriers. 1.5 months ago, the
author predicted that the daily increase in the incidence
was from 250 to 350 people, which was confirmed in
the consecutive days and weeks. Currently, every day
increase about 7-8 thousand cases.

Figure 1 shows the epidemiological situation in
Poland as of July 16 this year. In Lubuskie
Voivodeship, there are 261 people infected with the
coronavirus, of which 146 recovered and 1 person died

[2].

Fig.1. The COVID-19 pandemic in Poland.
Source: https://wroclife.pl/, 23.01.2021r.

5 Measures of support of micro-sized
enterprises

The reaction of Poland to the deterioration of the
economic situation of enterprises was 4 laws prepared
and adopted by the Sejm of the Republic of Poland in
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the form of the so-called "anti-crisis shield" marked

1.0, 2.0, 3.0 and 4.0 [14].

Two of these documents are intended for micro-
sized enterprises, ie anti-crisis shields 2.0 and 3.0.
Within the framework of state aid, assistance measures
are carried out, presented below:

1. exemption from contributions of the Social

Insurance Office for a period of 3 months,

2. assistance for persons engaged in entrepreneurial

activity (PLN 2,080 or 1,300),

3. additional financing of part of the cost of salaries for

employees and social security contributions due on this

salary,

4. additional financing of the salary of employees,

5. installments or payment of arrears in the Social

Insurance Office later,

6. advances can be paid by PIT / CIT,

7. low-interest loan from the labor fund (PLN 5,000).

Further measures of support to entreprencurs have been

taken by the local government of Lubuskie

Voivodeship for micro-sized enterprises:

1. Lubuskie entrepreneurs support vouchers (the
total amount of assistance is 30 million zlotys), of
which the assistance for 1 micro-sized enterprise
is from 30 to 120 thousand zlotys. The assistance
has two goals: investment and revolving, or one
goal: investment. The maximum funding level for
the voucher is 95% of eligible costs. Receipt of
applications in an extraordinary mode.

Another unit at the regional level that supports micro-

sized entrepreneurs is the Labor Office of the

Voivodeship, which has offered the following

assistance:

1. Support to entrepreneurs in the field of job
protection from the Fund for Guaranteed Employee
Benefits.

Within the framework of the anti-crisis shield,

1,040 enterprises were supported in the territory of the

Lubuskie Voivodeship, which made it possible to

secure 49,078 workplaces. The total cost of the

assistance was 174,356,120 zlotys [19].

The district labor offices operate one level down
and they have prepared assistance for micro-sized
enterprises, consisting of a low interest loan from the
Labor Fund or additional financing of part of the cost
of wages and social security contributions.

On the other hand, the authorities of the city of
Zielona Gora have prepared a proposal for enterprises
located in Zielona Géra, which includes:

1. 6-month deferral of real estate tax, after which the

members of the commission make a discretionary

decision,

2. exemption from exhibition and lane fire charges for

catering establishments,

3. reducing the amount of rent for the lease of city

premises into a symbolic one — 1 zloty

The total cost of assistance is estimated at 30

million zlotys.

6 Research methodology

The theoretical analysis realized in the earlier part of
the article has been complete with empirical analysis.
The researchers created the research goal: Problems
which are related to functioning in a pandemic
environmnet. To released the goal we used
informations from owners of firms.

All of criterions of the analysis was presented later
in the text. The hypothesis was built on five criterions.
It’s mean: A new pandemic situation is negatively
affect the financial and economic condition of service
firms.

Media reports, own analysis of the macroeconomic
situation and observation of isolated situations in
enterprises suggested that the epidemiological situation
negatively affects the economic and financial situation
of enterprises, especially those working in the service
sector. Based on this, the author of the research
suggested that the subject of the research will be micro-
sized enterprises that operate in the service sector. In
turn, the topic of the research is the assessment by
entrepreneurs of their own situation in the context of
the market situation in the environment in which their
enterprises operate.

Through organizational, time and financial
capacity, the research was limited to non-randomly
selected micro-sized enterprises operating in the city of
Zielona Goéra in service-related areas. The best research
method was the interview method, which used a
measurement tool — an interview questionnaire, which
consisted of open-ended questions. Therefore, the
author's interpretation served as the basis for cognitive
analysis.

The companies included in the research were
divided into 4 groups in accordance with the Polish
Classification of Activities.

1. Activities involving accommodation (Polish
Classification of Activities I-55): hotel business, short-
term accommodation.

2. Activities of tour operators (Polish Classification of
Activities N-79): travel agencies, means of transport.

3. Individual service activities (Polish Classification of
activities s-96): esthetic, hairdressing, funeral.

4. Construction (Polish Classification of Activities F-
41): buildings, finishing works.

The researches were conducted at 9 enterprises, 1
from each type of activity. The main task set by the
author of the research was not to describe the situation
in the business, but to show the position of enterprises
in diverse fields in order to be able to build a general
idea of the position of markets and build a future
picture of the situation at enterprises in six months.

In this research, the author focused on 5 planes. The
assessment covered: demand for services, unit cost
(price), income generation (especially variable costs),
and business development prospects in the short term
and financial liquidity (financial maintenance of
activities for the next 3 months).

The research used the interview method, and as a
measuring tool, the interview questionnaire, which
consisted of open-ended questions concerning all 5
planes of analysis. The survey was conducted within 5
days (May 5-9 this year), which allows us to conclude
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that all business entities had the same business
situation.

7 Presentation of the results of own
and others' research

The author conducted the primary research at 9 micro-
sized enterprises. Table 2 presents the results of the
research taking into account the field in which the
company does business.

The results of the research were confirmed by the
secondary research, which the author presented in
graph form, and by the description of the National

Association of Purchasing Managers’ Index [21],
which is an indicator of financial activity.

The results represented in Table 2 show that in 7
out of 9 surveyed enterprises there is a decrease in
"demand for services provided”, in the other 2
enterprises there is stagnation in this regard. The author
believes that the decrease in demand for services is the
result of social exclusion and search cheaper substitutes
by consumers because of doubtful future and for
reasons of costs saving. Only in the case of beauty and
hairdressing services there was no decrease in the
services provided, probably due to the nature of the
activity.

Table 2. Conclusions of the primary research.

Subjects Hotel Short- Travel Means of | Esthetic | Hairdres | Funeral Building | Finishing

Business term Agencies | transport sing works

accommo
-dation

demand for decline decline decline decline stagnation | stagnation | decline decline decline
services (1-3)
price of decline decline stagnation | decline stagnation | stagnation | stagnation | increase stagnation
services
(1-3)
expenses for growth of | without without reduction | growth of | growth of | without without without
income fixed changes changes of variable variable changes changes changes
generation (1- | expenses variable expenses | expenses
5) expenses
time negative negative indefinite | negative indefinite | indefinite | indefinite | indefinite | indefinite
perspective
a-4
financial at risk at risk at risk at risk in in at risk in in
liquidity (1-3) question question question question

Source: own elaboration on the basis of primary researches.

Another criterion of analysis, that is, "the price of
services"”, differentiated in the responses of
entrepreneurs. Thus, for the primary real estate market
there was an increase in the unit price per 1 square
meter. This is the result of the growing public interest
in alternative forms of allocation of accumulated funds.
In three cases, there was a decrease in the price per unit
of services, resulting from a high level of supply with a
simultaneous decrease in demand for services.

Research in the area of "expenses for income
generation” has shown that entrepreneurs have often
shown no change in this regard. Hairdressing and
beauty services bear large variable expenses. This
change is due to the obligation of service providers to
provide a workplace in accordance with sanitary
requirements.

Taking into account the "time perspective”,
entrepreneurs take the market situation in "black
colors" and, therefore, their business situation in the
next 12 months. Entrepreneurs notice that they are not
out of touch with the environment and depend on it, an

imbalance in the transport industry can lead to an
increase in prices expressed in logistical terms, and
problems with suppliers will lead to an imbalance in
the activities carried out and the search for new sources
of components or necessary goods for services.

The result of the analysis is the "assessment of
financial liquidity” of business entities. So, at 5
enterprises there is a threat to the operation of business,
entrepreneurs believe that this is due to a decrease in
demand and margin per unit of service, with little or no
provision of financial capital. In other subjects, threats
in the environment are noticeable that may affect the
enterprise  performance, however, during the
exploration period they have not yet formulated their
opinion, they feel doubts about the future, but this is
still "in question".

The result of someone else's research, presented in
Figure 2, illustrates how Internet advertising companies
relate to the market situation in the context of the
Covid-19 epidemic. Almost half of the respondents
answered "definitely yes", and 38% - "most likely yes".
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87%

of the surveyed companies
indicate that their
comparny is experiencing
the negative effects of the
coronavirus epidemic.
Almost half of those
surveved feel exactly this.

Fig. 2. Someone else's research on the impact of the epidemic on business situation in online advertising

Source: wyborcza.biz/Gieldy/.../iab-polska-87-firm-z-branzy-reklamy-online-odczuwa-negatywne.html, ISB News z 04/28/2020),

05/08/2020.

The National Association of Purchasing Managers’
Index for industry shows a picture of the financial
activity of managers. It is valued in the range of up to
100 pt, and 50 pt are assumed to be neutral. The results
above 50 points are positive, the closer to 0 points, the
worse the score. The National Association of
Purchasing Managers’ Index in Poland in March 2020
fell to 42.4 points, in April it reached 31.9 points (this
is the lowest indicator since the beginning of the
research in 1998), in May - 40.6 points, in June — 47.2
p.- The change +6.6 in June shows that managers
perceive the business situation more positively.
However, the result has not yet reached the so-called
neutral result, that is, 50 pt. The last time a neutral
indicator of the National Association of Purchasing
Managers’ Index received by the Polish economy was
in October 2018.

Table 3. Comparison of the National Association of
Purchasing Managers’ Index in Poland, Germany and France

State/month | 03/2020 | 04/2020 | 05/2020 | 06/2020

Poland 42.4 31.9 40.6 472
Germany 45.4 34.5 36.8 44.6
France 43.2 31.5 40.6 52.3

Source: own elaboration based on
https:/pl.tradingeconomics.com/, 07/15/2020.

To compare National Association of Purchasing
Managers’ Index in Poland, the author cited the results
of the National Association of Purchasing Managers’
Index obtained in France and Germany. Managers in
France are increasing their financial activity; however,
the National Association of Purchasing Managers'
Index in Germany is at a lower level than the Polish
National Association of Purchasing Managers’ Index.
This is a very adverse outcome for the Polish economy,
as Polish trade exchange with its western neighbor is
on an upward trend and in 2019 amounted to a record
123 billion euros. That in the situation of a decrease in
the financial activity of German companies may have a
significant impact on a decrease in goods turnover,

this, in turn, will lead to a reduction in financial
resources in the turnover of the Polish economy.

8 Conclusions of the research

The presented research results indicate that
entrepreneurs are experiencing uncertainty ab